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Background. At the present time the development of technologies for construction of unmanned aerial vehicles 

(UAVs) are used for the solution of a wide range of tasks, such as: emergency rescue operations, autonomous observation and 

monitoring of industrial processes and environment (fauna monitoring), etc. On the other hand, their availability and massive 

use for a wide range of problems has led to the emergence of a new class of threats: application in terrorist purposes, photo-

graphing of secret objects, receiving unauthorized access to information in WLAN networks, invasion on the forbidden territo-

ry, etc. This leads to the need to develop security systems that solve the problem of detection, positioning and movement pa-

rameters of the UAV.   

Objective. Synthesize algorithm the filtration of parameters of the UAV movement at complex use of data, obtained 

based on the TDOA and RSS methods. 

Methods. Synthesis of algorithm the filtration of parameters of the UAV movement at complex use of data, obtained 

based on the TDOA and RSS methods, it is executed on the basis of the mathematical device of the extended Kalman filter. 

Efficiency analysis of a developed algorithm is carried out by means of statistical modeling.  For descriptive reasons of the 

algorithm works the test trajectory of the UAV movement has been created. Error RMS of measurement when using TDOA 

and RSS methods are 2.4σ ∆ = m and 1Pσ = dB, respectively. Rate of information receipt �=1s. Tests were carried out for 

hundred realization. 

Results. As appears from results of modeling, complex use of data allows reducing RMS errors of the position estima-

tion of the UAV more, than by 3 times, in comparison with independent processing on the basis of the data obtained by the 

TDOA and RSS methods.. 

Conclusions.  The algorithm filtration of parameters of the UAV movement synthesized on the basis of a mathematical 

apparatus of the expanded Kalman filter is recurrent and implements a sequential procedure for combining data obtained on the 

basis of the TDOA and RSS methods. The developed algorithm takes into account the dispersion of power measurement er-

rors, received signals by sensors of the sensor network and determines the estimate of the unknown error of measuring the arri-

val time signal of the reference sensor. 
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Introduction 

At the present time the development of technolo-

gies for construction of unmanned aerial vehicles 

(UAVs) are used for the solution of a wide range of 

tasks, such as: emergency rescue operations, auton-

omous observation and monitoring of industrial pro-

cesses and environment (fauna monitoring), etc. On 

the other hand, their availability and massive use for 

a wide range of problems has led to the emergence 

of a new class of threats [1-3]: application in terror-

ist purposes, photographing of secret objects, receiv-

ing unauthorized access to information in WLAN 

networks, invasion on the forbidden territory, etc. 

This leads to the need to develop security systems 

that solve the problem of detection, positioning and 

movement parameters of the UAV.  

When an UAVs emits, its location can be deter-

mined by wireless sensor networks (WSN) [4,5] 

with use of methods of a passive location.  In this 

case the time difference of arrival method (TDOA) 

is generally used, in which the differences of times 

of reception of signals received by various sensors 

and the reference sensor WSN are used. Also the 

received-signal strength (RSS) [8] method is used, in 

which the measured values of power of the accepted 

signal are used. These methods have an essential 

advantage in simplicity of implementation and finds 

broad practical application [9,10]. To improve the 

accuracy of estimation of parameters of the UAV 

movement can be achieved by complex processing 

of data obtained based on the TDOA and RSS meth-

ods. 
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Problem definition 

The movement UAV in rectangular system of 

coordinates can be described by a stochastic dynam-

ic system in the form [11]:

( ) ( 1) ( ),u k Fu k G k= − + ω         (1) 

where ( )u k  - the state vector including parameters 

of the UAV movement for axes of rectangular sys-

tem of coordinates; F , G  - the matrixes describing 

of movement; ( )kω  - the uncorrelated sequence of 

Gaussian vectors with a single correlation matrix. 

For definition of UAV location the wireless sen-

sor network has to consist not less than of four sen-

sors. When using TDOA method, differences of sig-

nals reception times between sensors 1,l L=  and the 

basic sensor with coordinates of 0 00, 0x y= =  are 

measured.  

During propagation of a signal from the UAV to 

sensors of network, its coordinate don't change. 

Therefore, it is assumed that the measurements of 

the differences of distances between the sensors and 

the reference sensor are received in the k-th moment 

of time, as which the moment of a signal receipt to 

the reference sensor with coordinates of 0 0,x y  is 

used. In this case observation equation that describes 

the process of measuring the coordinates of UAV by 

sensor network has the form 

( ) ( ( )) ( ), 1,l l lk h u k k l L∆∆ = + υ =           (2) 

where ( )l
k∆  – the measured difference of distances 

between the l–th sensor and the reference sensor in 

the k–th moment of time, 1,l L= ; ( )
l

kυ  – the 

measurement error of l–th sensor with dispersion 
l

d∆ ; ( ( ))l
h u k∆  – the nonlinear function, which is de-

scribed by the formula 

2 2

2 2 0

( ( )) ( ( ) - ) ( ( ) - )

( ) ( ) ( )

l l lh u k x k x y k y

x k y k kυ

∆ = + −

− + −
;        (3) 

( ), ( )x k y k  – coordinates of the UAV position; 

,l l
x y  – coordinates of the l-th sensor position; 

0 ( )kυ  – the distances measurement error for the 

reference sensor with dispersion 0
d ∆ .   

When using RSS method, dependence of the re-

ceived signal power from the distance between the 

sensor and the UAV is taken into account. Broad 

application is found by the model of direct distribu-

tion of a signal which considers only its attenuation 

[8]. In this case observation equation that describes 

the process of measuring the coordinates of UAV by 

sensor network has the form 

( ) ( ( )) ( ), 1,l l l

p
p k h u k k l L= + υ = ,              (4) 

where ( )
l

p k  – the measured l–th sensor signal 

power of the UAV in the k–th moment of time, 

1,l L= ; ( )
l

kυ  – uncorrelated Gaussian measure-

ment error of a received signal by the l–th sensor 

with zero mathematical expectation and dispersion 
l

pd ; ( ( ))l

ph u k  – the nonlinear function, which is de-

scribed by the formula 
0

2 2

0

( ( )) 10

( ( ) - ) ( ( ) - )
lg

l

p

l l

h u k p

x k x y k y

r

α= − ×

 +
 ×
 
 

,           (5) 

where 
0

p – the signal strength at a given distance 
0

r ; α – signal attenuation coefficient (close to 2); 

( ), ( )x k y k  - coordinates of the UAV position; 

,l l
x y – coordinates of the l-th sensor position. 

Measurement errors ( ), 1,l k l Lυ =  are uncorrelated 

among themselves.  

Fig. 1. Principle of determination location by TDOA and RSS methods. 
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To improve the accuracy of estimation of param-

eters of the UAV movement can be achieved by 

complex processing of data obtained based on the 

TDOA and RSS methods - Fig. 1. Thus, the joint 

vector of measurements has the form 

( ) ( ( ), ( ))lT l l

c
u k k p k= ∆ . 

On the basis of the model of the UAV movement 

(1) and the observation equations for sensor network 

(2,4) it is necessary to synthesize algorithms the 

filtration of parameters of the UAV movement at 

complex use of data sensor networks, obtained based 

on the TDOA and RSS methods. 

Development 

Using the model (1, 2, 4), the recurrent algorithm 

of estimation of the state vector ( )u k  can be ob-

tained based on extended Kalman filter [11, 12] and 

is described by the equations  

* ˆ( ) ( 1)u k Fu k= − ;                                                    (6) 

* ˆ( ) ( 1) ;T T
P k FP k F GG= − +                                   (7) 

1

1

1
1 1

1

ˆ( ( ))
ˆ( ) ( )

( )

ˆ ˆ( ( )) ( ( ))
ˆ ( ) ( ) ;

( ) ( )

lT l

pl l

p

l l lT l

p pl l

p

h u k
K k P k

u k

h u k h u k
P k d k

u k u k

−
∆−

∆

−− −
∆ ∆−

∆

∂
= ×

∂

 ∂ ∂
× +  ∂ ∂ 

   (8) 

1 1ˆ ˆ ˆ( ) ( ) ( )( ( ) ( ( )));l l l l l l

p pu k u k K k k h u k
− −

∆ ∆ ∆= + ∆ −        (9) 

1

1 1
ˆ( ( ))

ˆ ˆ ˆ( ) ( ) ( ) ( );
( )

l l

pl l l l

p p

h u k
P k P k K k P k

u k

−
∆− −

∆ ∆

∂
= −

∂
        (10) 

1

1

ˆ( ( ))
ˆ( ) ( )

( )

ˆ ˆ( ( )) ( ( ))
ˆ ( ) ( ) ;

( ) ( )

lT l

pl l

p

l l lT l

p pl l

p

h u k
K k P k

u k

h u k h u k
P k d k

u k u k

∆

∆

−

∆ ∆−

∂
= ×

∂

 ∂ ∂
× +  ∂ ∂ 

     (11) 

ˆ ˆ ˆ( ) ( ) ( )( ( ) ( ( )));l l l l l l

p p pu k u k K k p k h u k∆ ∆= + −          (12) 

ˆ( ( ))
ˆ ˆ ˆ( ) ( ) ( ) ( )

( )

l l

pl l l l

p p

h u k
P k P k K k P k

u k

∆

∆ ∆

∂
= −

∂
,          (13) 

where ˆˆ ( ), ( )l l
u k P k∆ ∆  - estimation of the state vector 

and the correlation matrix of estimation errors, re-

fined by measurements ( )
l

k∆ ; ˆˆ ( ), ( )l l

p p
u k P k  -  es-

timation of the state vector and the correlation ma-

trix of estimation errors, refined by measurements 

( )
l

p k . In this case the initial conditions for the pro-

cedure (14)…(19) at l=1 has the form 
0 * 0 *ˆˆ ( ) ( ), ( ) ( )
p p

u k u k P k P k= = .  

The block diagram of filter is shown in Fig. 2.   

Fig. 2. The block diagram of the filter when at 

complex TDOA and RSS measurements 

The estimation ˆ( )u k on each step of k is 

calculated by means of serial processing of the input 

data arriving from measuring devices. The 

advantage of this method is an opportunity to 

organize processing with limited computing 

resources. 

Analysis of efficiency of an algorithm 

Efficiency analysis of a developed algorithm for 

estimating the parameters of the target movement 

(6)…(13) is carried out by means of statistical mod-

eling. The structure of the sensor network shown in 

Fig. 3. It consists of nine sensors for definition of 

UAV location with coordinates: S0 ( 0 ; 0 ), S1 

( 0 ;100), S2 (100 2 ;100 2 ), S3 (100 ; 0 ), S4 

(100 2 ; 100 2− ), S5 ( 0 ; 100− ), S6 

( 100 2− ; 100 2− ), S7 ( 100− ; 0 ), S8 

( 100 2− ;100 2 ). 

For the description of the UAV movement, the 

model has used movement with the maneuver. 

The state vector ( ) ( ( ), ( ), ( ), ( ),T
u k x k x k x k y k= & &&

0( ), ( ), ( ))y k y k kυ& &&  includes position coordinates, ve-
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locity and acceleration along the axes X, Y, and also 

measurement error of the reference sensor 0 ( )kυ . 

Switching 0 ( )kυ  on in state vector ( )u k , allows re-

moving correlation of differences of distances be-

tween sensors in the TDOA method. The matrixes 

included in the motion model (1) have the form 

2

2

1 0 0 0 0
2

0 1 0 0 0 0

0 0 1 0 0 0 0

( , 1) ,
0 0 0 1 0

2

0 0 0 0 1 0

0 0 0 0 0 1 0

0 0 0 0 0 0 1

T
T

T

F k k T
T

T

 
 
 
 
 
 
 − =
 
 
 
 
 
  

  

3 2

3 2

0 0 0 0
6 2

( )

0 0 0 0
6 2

T

aT aT
aT

G k
aT aT

aT

 
 
 =
 
 
 

a  — RMS of random fluctuations of speed change 

of acceleration of the UAV. When modeling relied: 
36�/� .a =

The partial derivatives 

1ˆ( ( ))

( )

l l

ph u k

u k

−
∆∂

∂
 and 

1ˆ( ( ))

( )

l l

ph u k

u k

−
∆∂

∂
, included in equation (8, 11), have the 

form 

2 2

2 21

2 2

2 2

ˆ( 1)

ˆ ˆ( ( 1)- ) ( ( 1)- )

ˆ( 1)
;0;0;

ˆ ˆ( 1) ( 1)ˆ( ( ))

( ) ˆ( 1)

ˆ ˆ( ( 1)- ) ( ( 1)- )

ˆ( 1)
;0;0; 1

ˆ ˆ( 1) ( 1)

l

l l

l l

p

l

l l

x k x

x k x y k y

x k

x k y kh u k

u k y k y

x k x y k y

y k

x k y k

−
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 −
 −
 − + −∂
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 −
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 − + − 

, 

2 2

2 2

( 1)

ˆ ˆ( ( 1) ) ( ( 1) )

ˆ( ( )) 0 010

( ) ln(10) ( 1)
;

ˆ ˆ( ( 1) ) ( ( 1) )

0;0;0

ˆ
;

; ;

ˆ

l

l l

l l

p

l

l l

k

x k x y k y

h u k

u k k

x k x y k y

x x

y y

α∆

 −
 

− + − 
 ∂ − ⋅
 ⋅

∂ − 
 − + − 
  

−
− −

=
−

− −

. 

For descriptive reasons of the algorithm works 

the test trajectory of the UAV movement (Fig. 3) has 

been created. The trajectory consists of five sections:  

first 1<k<42 – uniform motion, second 43<k<45 – 

maneuver, third 46<k<84 – uniform motion, fourth 

85<k<114 – hanging, fifth 115<k<130 – uniform 

motion. Error RMS of measurement when using 

Fig. 4. RMS errors of the position estimation of the UAV  



35I.TOVKACH, S. ZHUK. FILTRATION OF PARAMETERS OF THE UAV MOVEMENT

TDOA and RSS methods are 2.4σ ∆ = m and 

1
P

σ = dB, respectively. Rate of information receipt 

�=1s. Tests were carried out for hundred realization. 

The initial conditions of the filtering algorithm 
ˆˆ(0), (0)u P  was formed using the  Least Squares 

method on the current measurements at two initial 

clock cycles. 

Fig. 3. The structure of the sensor network with 9 
sensors and the trajectory of UAV movement. 

Fig. 4 shows dependences of expected value 

(curve 1) and RMS (curve 2) errors of the position 

estimation of the UAV along coordinates of X, Y, 

and also RMS (curve 3) errors of assessment 

calculated by the developed filter obtained by Monte 

Carlo method. Also Fig. 4 shows dependences of 

RMS error of measurement of position of the UAV 

for Kalman's  filtering in case of independent pro-

cessing of the data obtained by TDOA method  

(curves 4) and by  RSS method (curves 5). Complex 

use of data allows reducing RMS errors of the posi-

tion estimation of the UAV more, than by 3 times. 

Conclusions 

The algorithm (6-13) filtration of parameters of 

the UAV movement synthesized on the basis of a 

mathematical apparatus of the expanded Kalman 

filter is recurrent and implements a sequential pro-

cedure for combining data obtained on the basis of 

the TDOA and RSS methods. The developed algo-

rithm takes into account the dispersion of power 

measurement errors, received signals by sensors of 

the sensor network and determines the estimate of 

the unknown error of measuring the arrival time sig-

nal of the reference sensor. 

As appears from results of modeling, complex 

use of data allows reducing RMS errors of the posi-

tion estimation of the UAV more, than by 3 times, in 

comparison with independent processing on the ba-

sis of the data obtained by the TDOA and RSS 

methods. 
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������������������ ������� � ��%��!���� � �
��� WLAN, ����"
��
 �� ����
#
���� �
�-

������� � ��. 1�� �������� � �
�	����!���� �����	���� ����
!, �����/
 �
���� ������ �	����"
���, ���
�
�
���

!
�������"
��� � ����!
���� ���"
��� ����.   

&��� ����������%. (���
�������� �������! %��������� ����!
���� ���"
��� ���� ��� ��!��
����� �	��-

	���� ����/�, �����
��/� �� �����
 !
����� TDOA � RSS. 

�������� ����������. (���
� �������!� %��������� ����!
���� ���"
��� ���� ��� ��!��
����� �	��	����

����/�, �����
��/� �� �����
 !
����� TDOA � RSS �/����
� �� �����
 !��
!����
����� ������� ������
�����

%������ )��!���. ������ �����
���� �������!� ����
�
� � ��!�#�� ���������
����� !��
���������. *�� ��������

���"
��� ���� 	/�� �%��!������� �
������ ���
������ ���"
���. ()+ ���	�� ��!
�
��� ��� ������������� !
��-

��� TDOA � RSS 2.4σ ∆ = ! � 1Pσ = ��, �����
����
���. ,
!� �������
��� ��%��!���� ,=1�. 2��/����� �������-

���� �� ��� �
���������. 

���������$ ����������%. -
�������/ ����
������� ��������, ��� ��!��
����
 ������������
 ����/� �������-


� �!
������ ()+ ���	��  ���
�
�
��� !
�������"
��� ���� 	��

, �
! � 3 ���� �� �����
��� � �
������!�� �	��-

	����� ����/�, �����
��/� !
����!� TDOA � RSS. 

 $��$.  (���
��������/� �� �����
 !��
!����
����� �������� ������
����� %������ )��!��� �������! %���-

������ ����!
���� ���"
��� ���� ����
��� �
����
���/! � �
�����
� ����
�����
����� ����
���� �	0
���
��� ���-

�/�, �����
��/� �� �����
 !
����� TDOA � RSS. � �����	������! �������!
 ����/������ ����
���� ���	�� ��!
�
-

��� !�#����� �����!�
!/� �������!� �
������� �
�� �������� � ���
�
��
��� ��
��� �
���
����� ���	�� ��!
�
���

��
!
�� ������� ������� �������� �������.  

!�"#�$� ����: ����; TDOA; RSS; %����� )��!���; 	
���������� �
������� �
��; ����!
��/ ���"
���.




