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FILTRATION OF PARAMETERS OF THE UAV MOVEMENT AT
COMPLEX USE OF DATA SENSOR NETWORKS, OBTAINED BASED
ON THE TDOA AND RSS METHODS
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Background. At the present time the development of technologies for construction of unmanned aerial vehicles
(UAVs) are used for the solution of a wide range of tasks, such as: emergency rescue operations, autonomous observation and
monitoring of industrial processes and environment (fauna monitoring), etc. On the other hand, their availability and massive
use for a wide range of problems has led to the emergence of a new class of threats: application in terrorist purposes, photo-
graphing of secret objects, receiving unauthorized access to information in WLAN networks, invasion on the forbidden territo-
ry, etc. This leads to the need to develop security systems that solve the problem of detection, positioning and movement pa-
rameters of the UAV.

Objective. Synthesize algorithm the filtration of parameters of the UAV movement at complex use of data, obtained
based on the TDOA and RSS methods.

Methods. Synthesis of algorithm the filtration of parameters of the UAV movement at complex use of data, obtained
based on the TDOA and RSS methods, it is executed on the basis of the mathematical device of the extended Kalman filter.
Efficiency analysis of a developed algorithm is carried out by means of statistical modeling. For descriptive reasons of the
algorithm works the test trajectory of the UAV movement has been created. Error RMS of measurement when using TDOA
and RSS methods are 0, =2.4 m and 0, =1dB, respectively. Rate of information receipt T=1s. Tests were carried out for
hundred realization.

Results. As appears from results of modeling, complex use of data allows reducing RMS errors of the position estima-
tion of the UAV more, than by 3 times, in comparison with independent processing on the basis of the data obtained by the
TDOA and RSS methods..

Conclusions. The algorithm filtration of parameters of the UAV movement synthesized on the basis of a mathematical
apparatus of the expanded Kalman filter is recurrent and implements a sequential procedure for combining data obtained on the
basis of the TDOA and RSS methods. The developed algorithm takes into account the dispersion of power measurement er-
rors, received signals by sensors of the sensor network and determines the estimate of the unknown error of measuring the arri-
val time signal of the reference sensor.

Keywords: UAV; TDOA; RSS; the expanded Kalman filter; wireless sensor network; parameters of movement.

When an UAVs emits, its location can be deter-
mined by wireless sensor networks (WSN) [4,5]
with use of methods of a passive location. In this
case the time difference of arrival method (TDOA)
is generally used, in which the differences of times
of reception of signals received by various sensors
and the reference sensor WSN are used. Also the
received-signal strength (RSS) [8] method is used, in
which the measured values of power of the accepted
signal are used. These methods have an essential
advantage in simplicity of implementation and finds
) ] 5 - broad practical application [9,10]. To improve the
?St purposes, Photographmg O.f secret ijegts, recetv- accuracy of estimation of parameters of the UAV
ing unauthorized access to information in WLAN o 1 be achieved by complex processing

net.works, invasion on the forbidden tel.*ritory, elC.  of data obtained based on the TDOA and RSS meth-
This leads to the need to develop security systems 4

that solve the problem of detection, positioning and
movement parameters of the UAV.

Introduction

At the present time the development of technolo-
gies for construction of unmanned aerial vehicles
(UAVs) are used for the solution of a wide range of
tasks, such as: emergency rescue operations, auton-
omous observation and monitoring of industrial pro-
cesses and environment (fauna monitoring), etc. On
the other hand, their availability and massive use for
a wide range of problems has led to the emergence
of a new class of threats [1-3]: application in terror-
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Problem definition

The movement UAV in rectangular system of
coordinates can be described by a stochastic dynam-
ic system in the form [11]:

u(k)=Fu(k—-1)+Go(k), (D
where u(k) - the state vector including parameters
of the UAV movement for axes of rectangular sys-
tem of coordinates; F', G - the matrixes describing
of movement; o(k) - the uncorrelated sequence of
Gaussian vectors with a single correlation matrix.

For definition of UAV location the wireless sen-
sor network has to consist not less than of four sen-
sors. When using TDOA method, differences of sig-

nals reception times between sensors [ =1,L and the
basic sensor with coordinates of x’ =0, y° =0 are

measured.
During propagation of a signal from the UAV to
sensors of network, its coordinate don't change.

K (k) = (x(k) - X' ) +(y(k) - ¥ ) — ‘

T (s I s N
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x(k),y(k) — coordinates of the UAV position;
x',y" — coordinates of the I-th sensor position;
v°(k) — the distances measurement error for the

reference sensor with dispersion d .

When using RSS method, dependence of the re-
ceived signal power from the distance between the
sensor and the UAV is taken into account. Broad
application is found by the model of direct distribu-
tion of a signal which considers only its attenuation
[8]. In this case observation equation that describes
the process of measuring the coordinates of UAV by
sensor network has the form

p' (k)= h, (k) +v'(k), =1L, C))

where p'(k) — the measured /-th sensor signal
power of the UAV in the k—th moment of time,
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Fig. 1. Principle of determination location by TDOA and RSS methods.

Therefore, it is assumed that the measurements of
the differences of distances between the sensors and
the reference sensor are received in the k-th moment

of time, as which the moment of a signal receipt to

the reference sensor with coordinates of x°, y° is

used. In this case observation equation that describes
the process of measuring the coordinates of UAV by
sensor network has the form

A (k)= h, (u(k))+v' (k), =1L )

where A'(k) — the measured difference of distances

between the /-th sensor and the reference sensor in
the k—th moment of time, I=1,L; v'(k) — the
measurement error of /-th sensor with dispersion
dé ; hg (u(k)) — the nonlinear function, which is de-
scribed by the formula

l=1,_L; v' (k) — uncorrelated Gaussian measure-

ment error of a received signal by the /-th sensor
with zero mathematical expectation and dispersion

d ; ; hll) (u(k)) — the nonlinear function, which is de-
scribed by the formula
h, (u(k)) = p* —10ax

g JGk) - ') +O)- SRE )
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where p° — the signal strength at a given distance

r’; o — signal attenuation coefficient (close to 2);

x(k), y(k)
x',y'— coordinates of the [-th sensor position.

- coordinates of the UAV position;

Measurement errors V' (k), [ =1,_L are uncorrelated
among themselves.
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To improve the accuracy of estimation of param-
eters of the UAV movement can be achieved by
complex processing of data obtained based on the
TDOA and RSS methods - Fig. 1. Thus, the joint
vector of measurements has the form
u! (k)= (A" (k), p' (k) .

On the basis of the model of the UAV movement
(1) and the observation equations for sensor network
(2,4) it is necessary to synthesize algorithms the
filtration of parameters of the UAV movement at
complex use of data sensor networks, obtained based
on the TDOA and RSS methods.

Development

Using the model (1, 2, 4), the recurrent algorithm
of estimation of the state vector u(k) can be ob-

tained based on extended Kalman filter [11, 12] and
is described by the equations

u' (k)= Fiak—1); (6)

P'(k)=FP(k-1)F" +GG"; 7

K.(k)y=P" (o s B )

Ju(k)
n. (i (k)) O (i (k) o ®
> A—Pf)l—l(k)A—P_._dg(k) :
[ ou(k) r ou(k) J

i, (k) =, (k) + K, (k)(A' (k)= hy (@, (k)); - (9)

on (4 (k)

ﬁl — ﬁl—l _ Kl ﬁl—l k):
W) =P (k)= K, (k) o) (k) (10)
KT (@ (k)
1 _ pl 4 A
K,,(k)—PA(k)—au(k) X
on' (it (k on'" (i (k - Ub
X( PR oy Oy G ))+d,(k)] ;
ou(k) ou(k) ’
ﬁﬁ,(k)=12'A(k)+K,’)(k)(p’(k)—h,',(ﬁg‘(k))); (12)
. . Oh. (i1 (k) «
l — pl _ p \Ha ! 1
P, (k)= P, (k) K”(k)—au(k) P, (k), (13)

where ), (k), ﬁA’ (k) - estimation of the state vector
and the correlation matrix of estimation errors, re-
fined by measurements A’ (k) ﬁ;(k), 1315 (k) - es-

timation of the state vector and the correlation ma-
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trix of estimation errors, refined by measurements
p' (k). In this case the initial conditions for the pro-

cedure (14)...(19) at [=1 has the
i, (k) =u" (k), By (k)= P’ (k).

The block diagram of filter is shown in Fig. 2.
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u (k)
hy(u” (k)
Al(k) 3
1y (k)
h,, (i (k)
p (k) A
iy, (k)
- ~7-1
e — Y
AR (k) 4
iy (k)
hy, (i1 (K)) ) .
, (k) =u,(k)

Fig. 2. The block diagram of the filter when at
complex TDOA and RSS measurements

The estimation (k)on each step of k is

calculated by means of serial processing of the input
data arriving from measuring devices. The
advantage of this method is an opportunity to
organize processing with limited computing
resources.

Analysis of efficiency of an algorithm

Efficiency analysis of a developed algorithm for
estimating the parameters of the target movement
(6)...(13) is carried out by means of statistical mod-
eling. The structure of the sensor network shown in
Fig. 3. It consists of nine sensors for definition of
UAV location with coordinates: SO (0;0), Sl1

(0:100), S2 (100~/2;100v2), S3 (100:;0), S4
(10042 ; —100~/2), S5 (0;-100), S6
(—100~/2 ;—100+/2), S7 (—100:0), S8
(—100~/2 ;1004/2).

For the description of the UAV movement, the
model has used movement with the maneuver.

The state vector u' (k)= (x(k),x(k),3%k),yk),
y(k), ¥(k),v’(k)) includes position coordinates, ve-
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locity and acceleration along the axes X, Y, and also
measurement error of the reference sensor v° (k).
Switching v’(k) on in state vector u(k), allows re-

moving correlation of differences of distances be-
tween sensors in the TDOA method. The matrixes
included in the motion model (1) have the form

2
1 T i 00 0 O
2
o1 7 00 0 O
0 0 1 00 0 O
F (k,k—-1)= 2 ,

( ) 00 0 1T T? 0

00 0 O1 T O

00 0O 0 01 0

00 0 00 0 1]

3 2
ar "g aT 0 0 0 0
G (k= © -
o o o - L ur o
6 2
a — RMS of random fluctuations of speed change
of acceleration of the UAV. When modeling relied:
a=6wm/c’.
o\ (1" (k

The partial derivatives M nd

ou(k)

oh, (i, (k)
du(k)

form

, included in equation (8, 11), have the
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For descriptive reasons of the algorithm works
the test trajectory of the UAV movement (Fig. 3) has
been created. The trajectory consists of five sections:
first 1<k<42 — uniform motion, second 43<k<45 —
maneuver, third 46<k<84 — uniform motion, fourth
85<k<114 — hanging, fifth 115<k<130 — uniform
motion. Error RMS of measurement when using
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CKO owwnbkmn oleHkn mecTornonoxeHusa BrJA (m)

Fig. 4. RMS errors of the position estimation of the UAV
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TDOA and RSS methods are o0,=2.4m and
0, =1dB, respectively. Rate of information receipt

T=1s. Tests were carried out for hundred realization.
The initial conditions of the filtering algorithm

[(0), P(0) was formed using the Least Squares

method on the current measurements at two initial
clock cycles.
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Fig. 3. The structure of the sensor network with 9
sensors and the trajectory of UAV movement.

ki

Fig. 4 shows dependences of expected value
(curve 1) and RMS (curve 2) errors of the position
estimation of the UAV along coordinates of X, Y,
and also RMS (curve 3) errors of assessment
calculated by the developed filter obtained by Monte
Carlo method. Also Fig. 4 shows dependences of
RMS error of measurement of position of the UAV
for Kalman's filtering in case of independent pro-
cessing of the data obtained by TDOA method
(curves 4) and by RSS method (curves 5). Complex
use of data allows reducing RMS errors of the posi-
tion estimation of the UAV more, than by 3 times.

Conclusions

The algorithm (6-13) filtration of parameters of
the UAV movement synthesized on the basis of a
mathematical apparatus of the expanded Kalman
filter is recurrent and implements a sequential pro-
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cedure for combining data obtained on the basis of
the TDOA and RSS methods. The developed algo-
rithm takes into account the dispersion of power
measurement errors, received signals by sensors of
the sensor network and determines the estimate of
the unknown error of measuring the arrival time sig-
nal of the reference sensor.

As appears from results of modeling, complex
use of data allows reducing RMS errors of the posi-
tion estimation of the UAV more, than by 3 times, in
comparison with independent processing on the ba-
sis of the data obtained by the TDOA and RSS
methods.
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Toekau 1.0., Kyk C.A.

®inpTpauis napamerpis pyxy BIIJIA npu komn/jekcHOMY BUKOPHCTaHHI JaHUX CEHCOPHOI Mepe:Ki, OTpUMAaHHUX Ha
ocHoBi MetoxiB TDOA i RSS

Ipo6aemaTuka. B nanuii yac 6e3minoTHi nitansHi anapatu (BI1JIA), BUKOPHUCTOBYIOTBCS IJ1s BUPILIEHHS IIUPOKOTO KoJia
3aBJaHb, TAKUX SK: aBapilfHO-PATYBaNIbHI Omepallii, aBTOHOMHE CITOCTePeKEHHS | MOHITOPHHT POMHUCIIOBHUX TPOLECiB i HABKO-
JIMIIHBOTO cepeloBUIIa (MOHITOPHHT TBAPUHHOTO CBITY) i iH. 3 iHIIOro 00Ky, IX AOCTYMHICTh i MacoBe BUKOPUCTAHHS MPUBENIO
10 TIOSIBU HOBOTO KJIaCy 3arpo3: 3acTOCYBaHHS B TEPOPHCTHYHMX LIIAX, (POTO3HOMKA 3aceKpeueHnX 00'€KTiB, OTPUMAaHHS He-
CaHKLIOHOBaHOTO Aoctymy 10 iHdopmauii B Mepexxax WLAN, BToprHeHHs Ha 3a00poHeHy TepuTopito i iH. lle mpu3BoauThH
HEeoOXiHOCTI Po3poOKU CUCTeM, sIKi BUpILIYIOTb 3aBAAaHHSA BUSABJECHHS, BU3HAUEHHS MiclLs pO3TAlIyBaHHS i MapaMeTpiB pyxy
BITJIA.

Merta pociimxenb. CuHtesyBatu anroputM (inbTpauil napametpis pyxy BIUJIA mpu kommiekcHiii o0poOui maHux,
otpumaHnX Ha ocHOBi MeToniB TDOA i RSS.

Metoaunka peasizauii. CunTe3 anroputmy ¢inbrpauii napamerpis pyxy BILJIA npu kommiekcHiit o0poOii JaHuX, OTpu-
MaHuX Ha ocHOBi MeTo/iB TDOA i RSS BukOHaHMii Ha OCHOBI MaTeMaTHYHOrO anapaTy po3iupeHoro ¢insTpa Kaamana. Anani3
OTPUMAHOTO ATOPUTMY TPOBEIEHO 3a MOTIOMOTOK CTATHCTUYHOTO MozemoBaHHsA. Jns onucy pyxy BILUIA Oyna chopmopaHa
TecToBa TpaekTopis pyxy. CKO nomuiok Bumiproanb npu BukopuctanHi metoais TDOA i RSS o, =24m i 0, =11b,

BianoBiaHo. Temn HaaxomkeHHs iHdopmauii T = 1c. BunpoOyBaHHS MPOBOIMIUCA TI0 CTa peati3alisixX.

PesyabsTaTn gociirkenb. Pe3ynbTaTi JoCTimKeHHs MOKa3alH, 0 KOMIUIEKCHE BUKOPUCTAHHS JaHUX J03BOJISE€ 3MEHIIH-
i CKO noMuikn BU3HaYeHHS Mici po3tanryBaHHs BITJIA Ginbiue, Hix B 3 pa3u B MOPiBHAHHI 3 HE3aJIEKHOIO 00pOOKOI0 TaHMX,
orpumanux metonamu TDOA i RSS.

BucHoBku. CuHTE30BaHUI Ha OCHOBI MaTeMaTHMYHOTO anapary po3imupeHoro Qinbrpa Kanmana anropurm Qinbrpanii na-
pametpiB pyxy BIUJIA € pekypeHTHHUM i peanizye MOCHiIOBHY NpoLenypy 00'€IHaHHA NaHUX, OTPUMAaHUX HA OCHOBiI METOMIB
TDOA i RSS. V po3pobiieHOMy adropuT™i BpaXoByIOThCS AUCTIEPCiT TTOMHUIIOK BUMipIOBAHHS MOTYKHOCTI NPUITHATHX AaTYNKaMU
CEHCOPHOT MepeXi CUTHAJIIB | BU3HAYAETHCS OL[IHKA HEBINIOMOI TIOMMIKM BUMIPIOBAaHHS Yacy NPUXOIY CUTHAITY OMOPHOTO JAaT4H-
Ka.

Kurouogi cioBa: BIUIA; TDOA; RSS; dinetp Kanvana; 6e31poToBa ceHCOpHA Meperka; mapamMeTpu pyxy.

Toexau H.0., Kyx C.A.

QuabTpauusi napaMerpoB aBuxkeHusi BIIJIA npu KommjieKCHOM HCNOJb30BAHMM [JAaHHBIX CEHCOPHOH ceTwH,
nojiy4yeHHbIX Ha ocHoBe MeTo10B TDOA u RSS

Ipo6aemaTuka. B Hacrosmiee BpeMsi GecnuioTHble JetaTebHble anmapatsl (BI1JIA), ucrnonb3yroTes Ui peleHust iu-
POKOro Kpyra 3ajay, TakuxX Kak: aBapuitHO-criacaTelibHble Onepaluy, aBTOHOMHOE HaOMIOJeHHe U MOHUTOPHUHT NPOMBILLIEHHBIX
MPOLIECCOB U OKpYXkarollei cpeabl (MOHUTOPUHT *MBOTHOTO Mupa) U Ap. C Apyroil CTOPOHbI, UX IOCTYIHOCTb M MacCOBOE HcC-
MOJIb30BaHUE MPUBEJIO K MOSBIEHUIO HOBOTO KJacca yrpo3: MPUMEHEHHE B TEPPOPUCTHUECKUX LESAX, (POTOChEMKA 3aceKpeyeH-
HbIX 00BEKTOB, TOJy4eHHE HECAHKLMOHMPOBAHHOTO NocTyna K nHpopmaunu B ceTsx WLAN, BTop)keHHe Ha 3alpelleHHYI0 Tep-
PUTOPHUIO U Ap. DTO MPUBOAUT K HEOOXOAUMOCTH PazpabOTKM CHUCTEM, KOTOpbIE PeIlaloT 3aJayd OOHapYKEHHUs, OMpeaeNeHus
MECTOIOJI0KEHUA U napaMeTpoB asrxkeHus BITJIA.

Leab ucciaenoBanmii. CHHTE3UpOBaTh ATOPUTM (HUIBTPAK MapameTpoB aBwkeHus BITJIA mpu xommiekcHOM oOpa-
0OTKM IaHHBIX, MOyYeHHBIX Ha ocHOBe MeTo0B TDOA u RSS.

Metoauka peanuzauuu. CuHTe3 ajaroput™a ¢punbTpauny napameTpos asrxeHus BITJIA nmpu koMmiekcHoit 06paboTku
JaHHBIX, MOJNy4eHHbIX Ha ocHoBe MeTonoB TDOA u RSS BbimonHeH Ha OCHOBE MaTeMaTHYECKOro amnapaTa paclIMpEeHHOro
¢unbTpa Kanmana. AHanu3 TOMyYeHOTO alropuTMa MPOBEAEH C MOMOIIBIO CTATHCTUYECKOTO MOoJAenupoBaHus. Jjis onucaHus
neuxeHust BITJIA 6blna chopmupoBaHa TectoBas Tpaektopus ABmxkeHus. CKO ommnbok M3MepeHuii Mpu UCIONb30BaHUM METO-
noB TDOA u RSS o0, =2.4 M u 0, =11b, coorBercTBenHo. Temn noctymnenus uHpopmauun T=1c. McnbiTaHus npoBonu-

JIMCh TIO CTa peann3aLusx.

Pe3ybTaThl HcceqoBaHuii. Pe3ynbTaThl UCCIE€10BaHUS MIOKA3alu, YTO KOMIUIEKCHOE MCIOJb30BaHUE JaHHBIX MO3BOJIS-
et ymeHbinuth CKO ommbku omnpeneneHus mecromnosoxeHus bBITJIA Gonee, yuem B 3 pa3a no cpaBHEHHIO ¢ HE3aBUCUMOM 00pa-
60TKO# naHHBIX, MoayueHHbIX MeTogamu TDOA u RSS.

BriBoabl. CHHTE3MPOBAHHBII HA OCHOBE MaTeMaTHIECKOTO armapara paciiupeHHoro ¢punsTpa Kanmvana anroputM ¢Gpumb-
Tpauuu napametpoB ABwKeHHs BITJTA siBiseTcss peKyppeHTHbIM U peaau3yeT Mocie10BaTebHyI0 NpoLeaypy o0beIMHEeHNs JaH-
HbIX, MOJy4eHHbIX Ha ocHOBe MeToioB TDOA un RSS. B pa3paboTaHHOM alropuTMe YUMTBIBAIOTCSA QUCTIEPCHU OIIMOOK MU3Mepe-
HUSL MOILHOCTH NPUHUMAEMbIX JaTYMKaMU CEHCOPHOM CeTH CUTHAJIOB U OMpeJesisieTcs OLeHKa HeUM3BECTHOM OLIMOKU U3MepeHus
BpPEMEHH MPUXO0/Ia CUTHAJIA OTIOPHOTO AAaTYMKA.

KitoueBnle ciioBa: BITJIA; TDOA; RSS; ¢unstp Kanmana; 6ecnipoBoiHasi CeHCOpHAs CeTh; MapaMeTpPhl TBIKESHHS.





