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FEATURES OF THE CLOUD SERVICES IMPLEMENTATION
IN THE NATIONAL NETWORK SEGMENT OF UKRAINE
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Background. Cloud computing environments and services on their basis offering unprecedented cost savings,
improved exchange of information and the efficiency of the infrastructure. Accordingly, by using these solutions we
can increase the efficiency of the national network services segment. Thus the scalable service architecture
development of network systems is a key aspect which directly forms the preferred national electronic services, both
public and private sectors.

Objective. The aim of the paper is to find the ways of optimal consolidation of cloud service systems for the
timely transformation of single national information space Ukraine. According to the authors, providing an
opportunity to influence these processes by government oversight agencies is critical to Ukraine

Methods. Relevance of research in this area is confirmed by the rapid development of commercial technologies
that make cloud implementation process simpler, safer and much more productive on the criteria of transparency,
integration, expansion (scalability), quality of service. The introduction of cloud services by public and private
operators of distributed service platforms requires consolidation of needs for cloud service technologies, and the
harmonization of tariffs for their use by public oversight bodies such as NCCIR of Ukraine. Obviously, the
developers of cloud service solutions must have the tools available to maintain service availability and quality, based
on the technical and target parameters.

Results. Proposed architectural features of the cloud services implementation technologies, including private
cloud using existing structures to support the government and civil service systems at significantly reducing capital
expenditures, provided support to the required level of security.

Conclusions. Creation of a common cloud service network information environment requires data-centered
model (in the long term DaaS), which has trusted data processing center based core, provided with the decent level of
protection and functionality, spreading a corresponding policy on all joint data processing centers of national segment
cloud network system by means of interoperability, which allows to deliver services demanded here and now, using
replication and migration of corresponding services and link data (including inter-operator and cross-platform).

Key words: cloud-system, cloud computing, virtual machine, cloud structure, government and public service
system..
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circumstances, taking network and information .
The global experience shows that cloud

technologies development into the account, a
problematic of ubiquitous computing deployment
comes to prominence, which aims at lowering
computing resources consummation while solving a
wider range of data processing tasks in terms of
required distributed services providence. With all
respect to government’s compliance monitoring
agency’s significance in network transformation
process, it’s worth noticing that the reduction of
budgetary funding demands the revision of service
infrastructure creation and modification approaches
with the purpose of it’s effectiveness and security
enhancement, especially within the bounds of
national network segment [1]. The result of these
transformations appears to be the Joint Information

platforms and services allow service applications to
achieve more opportunities for rapid evolution of
service applications in all branches of national
economy of Ukraine, including diversified
oversubscription of service applications and their
components by various government and non-
government organizations. The specialized research
directions in this context of utilization, besides
cyber security, are Information assurance [2],
which includes data integrity protection, data and
corresponding informational services accessibility,
authentication tasks and user data confidentiality.
Apparently, such methods require physical,
technical and administrative means. This
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methodological aspect refers to the data being
transmitted, as well as stored data. The important
topics are also system adaptability insurance [3],
operational  continuity  (independent  service
availability level), functional ability, service
implementation effectiveness, data and services
migration management, overcoming the bondage to
access networks, which, in particular, is the tactical
objective of modern wireless access technologies.
Customer service in a discontinuous connection
mode is also an interesting subject.

To overcome the outlined challenges telecom
and infocomm providers (service operators) should
unite their efforts by consolidating their data
centers and design agencies under the auspices of
government authorities, which, as a result, leads
towards the elaboration of common cloud
technologies deployment policies, another words,
creating a relevant methodology according to
industrial or general social problems. These
arrangements allow to avoid the deployment if
inefficient calculating and network capacities.

An experience of American government
organizations [4] militates that if some number of
data processing centers in the cloud system are
assigned as core, it’s functionality can be spread
apart a different part of the system, stepwise
changing it’s architecture, service components and
optimizing corresponding internal data exchange
processes, which will enhance interoperability of
elementary service applications inside data
processing centers and interoperability of the whole
network system in general. Aside from that, such an
approach allows to separate service application
models and data transmission models by
information types according to the required
information security level: unprotected data (Non-
secure Internet Protocol Router Network), protected
data based on corresponding secure transmission
protocols  (Secure Internet Protocol Router
Network) and restricted access information, which
pertains additional protective measures (Top Secret
Sensitive Compartmentalized Information) within
dedicated network infrastructure [5].

In our opinion, the main condition of cloud
technologies implementation in national service
network infrastructure segment is coordination of
service components distributed utilization policy
for multiple service providers in terms of quality,
security and service availability criteria.
Accordingly, it is possible to define the following
set of cloud system adaptation measures in national
service network infrastructure:

1. The initial implementation of cloud
services: defining the strategy and paths of effective
development, user base, fields of application
(government and commercial services, e-
government in particular);

2. Optimal consolidation of national data
processing centers: virtualization and consolidation
of data and application service components;

3. Implementation of consolidated national
cloud network infrastructure: integration of multi
operator environment within data processing center
consolidation,  distributed services providing
optimization through the created infrastructure as
part of service components distributed utilization
policy, constant updates of service and
technological system components;

4. Cloud service delivery effectiveness
enhancement: delegation of authorities about
service components maintenance to third party
operators, commercial services support, expansion
of offered services list and amounts of provided
service instances, control from supervisory
authorities (NCCIR of Ukraine).

A goal of this research is the search of optimal
consolidation  paths  for the  opportune
transformation of common national information
space of Ukraine. On the authors’ opinion,
involving government supervisory authorities’
influence on these processes has the critical
significance for Ukraine.

General concepts of cloud technologies
based transformation of service network
systems of Ukraine

Implementations of cloud technologies
anticipate providing the most innovative, effective
and secure informational and infocomm services to
ensure transparent deployment of ubiquitous
computing in national network segment with the
appropriate control of government supervisor
authorities.

According to National Institute of Standards
and Technology (NIST) definition, cloud
computing is the model of unspecialized on-
demand network access to a pool of configured
computing resources. These resources are:
networks, servers, storage systems, applications and
services. A common taxonomy of models, which
are used to implement and deliver cloud services
(Fig. 1) includes three general concepts: Software
as a Service (SaaS), Platform as a Service (PaaS),
and also Infrastructure as a Service (IaaS) [6]
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Fig. 1. An example of services available to the cloud
users

A common feature of these models is focusing
on provisioning (supporting and delivering)
informational technologies as a service, which is
delivered to users by service providers.
Traditionally, the latter conduct IP-based
interaction. Government supervising authorities’
efforts should be directed to propagation of cloud
technologies for their successful utilization by
national users and formulating a sustainable interest
to attract investments into current industry from
government, as well as commercial organizations.

Main  benefits of cloud computing
(effectiveness, performance, innovations) are listed
in table 1.

Summing up the above, it can be stated that:

e cloud systems consolidation is one of the

key problems, which leads to saving

service users’ capital investments, lowers
operational cost of ineffectively distributed
and cumbersome  service delivery
platforms.  Further, almost “instant”
scalability of modern cloud solutions
allows to deliver customers the exact
needed amount of services here and now,
which becomes an actual subject of
financing when necessary. How effective
is the management of service network
solutions, the greater the economic
feasibility = of  implementing cloud
technologies, including software
development for new cloud applications;
rapid global access to critically important
information in high availability
circumstances and optimal redundancy of
cloud “ubiquitous computing” allows for
greater resistibility of service network
infrastructure to different crisis situations,
maintaining  continuity of  system
operation;

lowering user information broadcast time in
constant scaling circumstances can be
achieved by parallelizing collection,
processing and storing large amounts of
data in joint cloud network systems, which
cannot be implemented using other
approaches in modern infocomm industry;

e Tablel

Main benefits of cloud computing implementation

Effectiveness

Performance

Innovations

Basic means utilization — server
computing capacities around 60-75%
(existing systems — less than 30%)

Receiving service from trusted

infocomm providers here and now means management to service

(no need for lingering expensive
infrastructure construction)

Shifting accents from basic

management (management
approach modernization)

Advanced level of demands aggregation, Almost instant growth and decrease Industrial and organizational

accelerated cloud systems consolidation

(existing systems tend to inhere server

capacity duplication, separated request
flows)

of service network systems
performance (unlike traditional
approaches, which take lot more

culture level increase

Application development and
implementation productivity increase,
network, terminal and software
management improvement (unlike
existing systems)

More rapid response speed to modern (government management
demands of national industry
government and private sectors (for
example, loT implementation)

reforming, data flows
management effectiveness
increase, electronic
government)
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e cloud technologies allow for network
services delivery constant monitoring by
government supervising authorities, yet

questions about effective security of
national network segment still remain;
e an additional Dbenefit from cloud

technologies implementation is unification
of services access based on simplification
of legal entities and individuals’
identification in a common national level
authentication system;

e mutual association of network and
computing power and system data
processing center consolidation leads to
reducing of systemic inhomogeneities in
operational points of presence and, as a
result, reduced heterogeneity of cloud
systems.

Five main categories of organizational and
technical problems occur during cloud based
transformation of Ukrainian service network
systems, which are::

1. Management culture transformation. Setting
a supervising control by the public
authorities of Ukraine for cloud technology
implementation escort within national
segment of service network systems:
defining the key entities, their authorities,
events list, including educational nature.

2. Ensuring functional withstandability,
information delivery insurance and security.
Implementation of a security policy in terms
of real time competent authorities control
over cloud services, which will allow
detection of network attacks, unauthorized
intervention, perform a system diagnostics
and proper counteraction to detected threats.
This task raises a topic about working out an
official document that characterizes national
security policy in field of cloud service
platforms. Critically important network
infrastructure segments protection also gains
significance, which is mainly determined by
hardware containing objects secrecy level, as
well as authorized personnel access methods
(card-based, two-factor identification and so
on) and internal cloud storage.

3. Overcoming the “last mile” tactical network
dependency. Delivering network services in
capacity, regulated by access network
bandwidth, taking a possibility of performing
some  operations  without  guaranteed
connection into the account, and also in
discontinuous network connections
circumstances.

4. Service purchasing and overcoming financial
difficulties. Cloud infrastructure financing

for service delivery under pay for demanded
amount of services principle. Data processing
center core formation in order to create and
broadcast service components for the
purpose of saving time and money on
introduction of new services and more
flexible management of the latter. A refusal
of financing of underloaded and
unproductive network service components
should be provided. Contract based operator
B2B and G2B interaction to provide integrity
and migration of data in cloud environment

5. Data and services migration, functional
transparency. In order to solve this task
information presentation variability should
be provided in order to support multiple
service platforms, which will allow modern
approaches to processing and analyzing data
collected by legal interception also. The use
of common standards for data transfer, as
well as legal compliance, including
legislation which is associated with personal
data protection [7].

Phases of cloud technologies implementation
in national segment of service network
infrastructure

It is obvious that any transformation in complex
systems is not instantaneous. Transformation of
network environment towards cloud service
delivery platform formation is no exception. The
transfer of network infrastructure to infocomm
providers’ field of responsibility is and effective
decision, that draws software responsible
personnel’s attention to certified software products
development for modified network environment
and not to hardware operating. National segment
cloud network environment (Fig. 2) is a solid base
for ubiquitous computing concept support in
different branches of national economy of Ukraine,
as well as building protected institutional infocomm
systems, subject to the uniform implementation of
standardized requirements for carrier equipment.
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and security components, commercial computing
platforms and operators’ points of presence,
partners’ networks and government authorities’
networks.

Let us take a closer look at cloud infrastructure
implementation stages, which were partially
mentioned above:

1. The initial implementation of cloud services:
determining the government strategy, management
structure and effective evolution paths, user base
analysis and expansion, determining fields of
application (government and commercial services,
e-government in particular).

The main difficulty in national level cloud
environment implementation is the necessity of

defining  government authorities’ field of
responsibility, as well as key figures, who control
the national service system implementation

processes, interdepartmental interaction and have
enough authority to perform a professional activity
in development and implementation of relevant
regulations field. Accountability of these figures
should be regulated by NCCIR regulations. A
change of traditional service delivery paradigm
appears necessary, which will bring innovative
society and organizations interaction technologies,
take the specifics of their activity into the account
to maximize the system emergence during business
processes, which are becoming more unified,
integrated and coordinated in data-centered network
environment.  Stimulating common network
environment usage for cloud computing model
implementation will lower the organizations’ needs
in specific support and dedicated specialists,
especially from system administering field.

A scientific reasoning of the required system
performance or system capacity is an important
topic, which will have a direct impact on the
necessary amount of investments, a type of
alternative system edition, it’s architecture, a
complex of service components and service amount
of infocomm operator service platform.

Therefore, firstly, the technical maintenance cost
is reduced, which 1is transferred to infocomm
providers under the contract bases; secondly,
replaced by funding basic tools for distributed
computing funding generated by consumption and
the provision of relevant information and
communication services in the cloud network
infrastructure; thirdly, using a single cloud
environment is the need for new approaches to
contact and budgeting, leading to substantial
savings and investment is more responsive,

implementing the "pay for what you consumed"
principle.

Thereby, we initiated research in problems
relating to both the three branches of science:
technical (prevails), government management and
economic.

Interesting are: sociological aspect, which refers
to direct consumption of infocomm services by
interested figures and groups, as well as
methodological aspect of training specialists for
management positions to be a matter for the
relevant competencies assessment efficiency and

planning of the cloud environment by the
aforementioned general criteria.
2. Optimal consolidation of national data

processing centers based on standardized software
platforms and cloud environment core data centers
group, which simplifies national system segment
administration, allows corresponding virtualization
and consolidation of data and application service
components, also, potential intrusions plane is
reduced, network attacks plane in particular.

Cloud environment implementation strategy in a
national network segment involves placing key
service components and data in the data processing
center core to protect them and control the relevant
information flows. This allows to not only reduce
the load on redundant peripheral computing
resources, but also to increase utilization coefficient
of involved software, interoperability of software
platforms in case of their constant monitoring by
operative  system  administration  division.
Standardization of service provision in different
data centers to optimize internal business processes
of their operation in general. As a result — higher
data processing center performance, lower network
attacks possibilities due to improvement of
management processes. Preference should be given
to the centralization of data centers in protected
sites, as opposed to the development of peripheral
computing power. During the development of new
applications or their migration to newly created
data processing centers, network environment
properties will allow applications to migrate in
groups using the so called “linked” data, which will
follow the carriers wherever they are needed. This
approach also makes effective operational activities
in the informational space possible. A “virtual
desktop” concept drastically increases passing
existing resources to new user groups, who make
use of common cloud infrastructure informational
environment, unbound from its tactical parameters
and geographical location.
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3. Implementation of consolidated national
cloud network infrastructure: integration of
multioperator environment under data processing
centers consolidation, distributed services delivery
optimization through the created under distributed
services components appliance policy.

High adaptiveness to destructive influences [§]
is a well-known advantage of cloud environments,
since hardware or functional failure of one or a few
nodes makes almost no effect on resistibility and
functionality of cloud system. Simultaneously, the
possibility of the whole system being in inoperable
state is rather low. Data and applications security in
a common informational environment are inversely
proportional  dependent to cloud systems’
complexity, and thus directly proportional to
consolidation and standardization level of software
and hardware means of distributed services delivery
platforms. Core data processing centers of common
cloud environment info space require laaS, SaaS,
PaaS layers’ functions and cashing functions
(virtual content replication). Under such conditions
the system will have a high scalability (both
software and computing). This scalability in the
transition from traditional to cloud service
infrastructure (Fig. 3) is vital in terms of the
maintenance of basic services and their related
information flows under the control of supervisory
authorities and to continuously improve them for
software and technological level, which greatly

affects on systems’ resource consumption system.
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Fig. 3. Consolidated data processing centers forming the
base of common cloud informational platform national
segment

Supervising authorities can take part in load
distribution of cloud platform, service list formation
and delivery control, as well as their compliance
with the information redundancy demands,
particularly in terms of it’s security, transmission
and storage reliability. Such monitoring should be

constant, which will allow rapidly reacting to
potential cyber threats [1].

It is also worth focusing should also focus on the
data-centric aspects of the cloud infrastructure
formation. By means of standardization of data
formats of presentation she global cloud platform
developer community determines that two main
categories of electronic services should be
delivered: operational services and informational
services. Functionally, operational services are
laaS, SaaS, PaaS in informational process
technological support context. To informational
services NIST professionals include SaaS and PaaS
layer functions. It is also worth mentioning DaaS
(Data-as-a-Service) concept, which regards to
processing the so called big data and granting
access to cloud metadata. Here a comment about
traditional network data storages would be in order.
They currently can’t handle the amount of
information traversing from no-SQL cloud
solutions DaaS (Google’s Big Table, Apache’s
Hadoop/HBase, Erlang Mnesia etc.). And it is not
only because of the large amounts of unstructured
data or weakly structured information, which is
hard to process with traditional instruments. The
thing is within unprecedented scalability and
performance of cloud solutions, which leads to the
new quality of such systems — cross-cloud
functional transparency. This apparently is due to
the increase of standardization, stability and
functionality of appropriate software and hardware,
independently of their purpose, which, in long
terms, allows for inter-cloud application exchange
based on environments compatibility.

4., Cloud service delivery efficiency
improvement: process of outputting service
components to third-party operators, commercial
services support, expanding offered network
services list and their amount, supervising
authorities control (NCCIR of Ukraine).

Regulatory authorities’ efforts in cloud
technologies implementation field in Ukraine
should be directed to solving the following
problems:

e support of centralized management and
functional transparency for all national
segment cloud systems of service network
infrastructure;

e promote the final transfer of «triple play»
services to the IP platform;

e the implementation and expansion of
services for the identification of electronic
services users in Ukraine.
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Aside to this, authors seems appropriate to
briefly describe the risks, which accompany the
latest  transformations in information and
telecommunication space of the country. It is clear
that cyber-attacks on network systems today are
often very well-planned and aggressive. So,
naturally, we should determine that the commercial
use, which are operated independently infocomm
operators, the first stage must work with
information, which is accompanied by low risk, as
in case of loss or diversion, it will not have a
material adverse effect on the functioning of the
respective entities.

On the other hand, if the information is critical,
its protection will require special software and
hardware, which in turn will use a certain amount
of cloud computing power.

Conclusions

1. Creating a cloud environment in the national
segment of the network infrastructure service is a
fundamental aspect of the further strategic
development of Ukraine's information space.

2. A prerequisite for the effective development
of electronic services is a set of organizational
measures aimed at consolidating hardware and
software to create scalable cloud computing power
for systems based on heterogeneous multi-operator
platform that includes high functional transparency.

3. Creation of a common cloud service network
information environment requires data-centered
model (in the long term DaaS), which has trusted
data processing center based core, provided with
the decent level of protection and functionality,
spreading a corresponding policy on all joint data
processing centers of national segment cloud
network system by means of interoperability, which
allows to deliver services demanded here and now,
using replication and migration of corresponding
services and link data (including inter-operator and
cross-platform).

4. Cloud infrastructure requires continuous
monitoring, swift system administering, and its
evolution — an effective government supervision of
public authority, such as NCCIR (National
Commission for the State Regulation of
Communications and Informatization).

5. Third party infocomm operators’ services
should be used for higher scalability of cloud
network system, which allows to quickly build up
the necessary computing power according to

current needs, however requires accurate record
management of governing and regulative
documents.

6. Evaluation and effectiveness parameters
leveraging methods of scalable cloud service
systems require further research. Similarly,
consideration of novel infocomm technologies is
indispensable, which allow system architecture to
adapt to wider range of services in secure national
service network infrastructure segment, involving
IoT concept in particular.

References

1. Demydov I., Concept of the migrating firewall to
scalable cloud networks / Ivan Demydov, Orest
Lavriv, Zenoviy Kharkhalis, Mohamed Mehdi El
Hatri // Modern problems of radio engineering,
telecommunications, and computer  science
Proceedings of the International Conference
TCSET’2016 (Lviv-Slavske, Ukraine February 23 —
26, 2016) — Lviv: Publishing House of Lviv
Polytechnic, - 2016, - P.643-645.

2. https://en.wikipedia.org/wiki/Information_assurance

3. Strykhaliuk B. M. Structural and functional
synthesis  of  heterogeneous  service-oriented
telecommunications networks: Abstract dissertation
for the degree of doctor of technical sciences
05.12.02 - Telecommunication systems and
networks / Bogdan M. Strykhaliuk; Ministry of
Education and Science of Ukraine, National
University "Lviv Polytechnic". - Lviv, 2015. — 40 P.

4. Federal Cloud Computing Strategy, Feb 2011 //
www.cio.gov/documents/Federal-Cloud-
Computing-Strategy.pdf

5. DoD Cloud Computing Strategy /!
www.defense.gov/Releases/Release.aspx?ReleaselD
=15435

6. NIST Special Publications: [SP 500-292] NIST
Cloud Computing  Reference  Architecture,

September 8, 2011

7. DoD Directive 4630.5 Interoperability of IT and
NSS, May 5, 2004 / www.dtic.mil/whs/directives/
corres/pdf/463005p.pdf

8. Demydov I. V. The structural-functional synthesis
of cloud service delivery platform after service
availability and performance criteria / 1. V.
Demydov, B. M. Strykhalyuk, O. M. Shpur,
Mohamed Mehdi El Hatri, Y. V. Klymash //
Information processing system. — 2015. — Ne 1. —
P. 144-159.

Received in final form on March 25, 2016



38 INFORMATION AND TELECOMMUNICATION SCIENCES VOLUME 7 NUMBER 1 JANUARY — JUNE 2016

Knumaw M.M., /lemuoos LB., bewineit M.L, IInyp O.M.

Oco0MBoCTi BIPOBAKEHHS] XMAPHHUX CEPBICHUX CHCTEM B HAIIOHAJIGHOMY MEPEe;KHOMY CerMeHTi YKpailu

IpodaemaTnka. XmMapHi 00UKCITIOBATBHI CEPEOBUIIA Ta CEPBICH HA 1X OCHOBI IPOIOHYIOTH OE3MpPEleIeHTHY EKOHOMIO
KOIIITIB, BIOCKOHAJICHHMI OOMIH iH(OpMALTEID Ta e(beI(TI/IBHIC"[B ¢yHKIoHYBaHHs 1H(pacTpyKTypH. BiNoBiaHO, BUKOPUCTAHHS
TaKWX PpilIeHb J03BOJISE MABULIMTH (DEKTHBHICTH CEPBICIB HALIOHAIBLHOIO MEPEKHOTO cerMeHTy. TakiuMm YMHOM, pO3pOoOJIeHHS
APXITEKTYpH MacIlITabOBaHHX CEPBICHUX MEPEKHNX CHCTEM € KIIFOUOBHM acIeKTOM, SIKHii OesrocepeiHbo (hopMyBaTHMe TiepeBary
HalllOHATILHHX EJIEKTPOHHUX CEPBICIB, SIK IEPYKaBHOT'O, TaK 1 IIPHBATHOIO CEKTOPIB.

MeTta. MeTor0 JaHOTO TOCIIPKEHHS € TIOMIYK IUTSIXIB OMTHMAITEHOI KOHCOMI AT XMapHUX CEPBICHIX CHCTEM JUTI CBOEYACHIX
TpaHcopMmalrtiii €aMHOTO HamioHAIBHOTO iH(opMariiiHoro npoctopy Ykpaidn. Ha mymKy aBTOpiB, 3a0€3MeUeH s MOXIIMBOCTEH
BIUTMBY Ha JiaHi TIPOIIecH 3 OOKY JICPKaBHUX HAIVIAZIOBUX CTPYKTYP € KPHTHYHO BKITHBHM /15t Ykpainm.

Meromm. AKryanbmcrb JIOCJIIDKEHb Y JIAHOMY HarpsiMi n]zmaepzoxymcsl IIBUJIKUM PO3BUTKOM 1 CHHTE30M KOMepuu/mm(
TEXHOJIOT 1M, sIKi po6nm TPOLICC BIPOBA/DKCHHS XMAPHHX CHCTEM TPOCTIIIAM, OE3MEYHIIINM, a TAKOK 3HAYHO HpOILyKH/IBH]HJ]/IM 3a
KPHTEpISIME TIPO30POCTI, IHTErpOBAHOCTI, PO3MIMPEHHsI (MacIITabOBAHOCTI), SIKOCTI CepBiCy. BrpoBajpkeHHS1 XMapHUX CepBICIB
JIPPKaBHAMI Ta TIPUBATHIMH OIepaTopaMi PO3MOALUICHIX CEpBICHUX IUIaThopM MoTpedye KOHCOMamii moTped y XMapHIX
CEPBICHHX TEXHOJIOTISIX, & TAKOXK Y3TO/DKEHHs TapudiB HA X BUKOPHCTAHHS JEPKABHUMH HAVIIZIOBUMH OpraHaMH, HAMPUKIIA
HKP3I Vxpairm. OueBHaHO, 0 pO3pOOHNKH XMAPHHUX CEPBICHUX PIIICHb TIOBHHHI MaTH Y PO3IOPS/DKEHHI HCTpYMEHTapIi U
TiATPUMYBAHHS ONITUMAITHHOT CEPBICHOT )locrynHocﬁ Ta SIKOCTI, 6a3y10tmcx> Ha HEOOXITHUX TEXHIYHKX Ta IIUTHOBUX prrrepiﬂ;x

PesyabraTn. 3anpon0HOBaHo apx1TeKrypH1 OCOONIMBOCTI  peayni3arii XMapHHX CEpBICHMX TEXHOJIOTIH, $IKi, 30Kpema,
BHKOPHCTOBYIOT ICHYIO‘II TIPYBATHI XMapHi CTPYKTYpH, /Uit TATPUMKA YPAZOBUX Ta JICPKABHIX CEpBICHHX CHCTEM IPY 3HAYHOMY
3HIDKEHHI PIBHA KaIliTAJIGHIX 3aTPaT, 32 YMOB ITATPUMKH HEOOXiTHOTO PiBHS OC3IEeKH.

BucHoBkn. EdexrrBHe crBOpeHHsT €auHOro iHdopmarriHoro cepenosuina (JIE) xMapHOi CepBICHOI MEPEKHOI CHCTEMH
Tiepedavae laTa-IeHTpUIHy Mozeis (B mepcrekTrBi DaaS) , ska MicTuTth simpo Ha ocHOBI foBiperrx LIO/], xotpi BonomiroTh
HEOOXITHAM PIBHEM 3aXHMIIEHOCTI Ta (DYHKIIIOHATHHOCTI, TIOIIMPIOFOYH BIITOBIIHY MOMTHKY Ha BCi KoHcominoBani 11O]] pisarx
OIepaTopiB XMApHOi MEPEXHOI CUCTEMHM B PAMKaxX HALlOHAGHOTO CETMEHTY 33 PaxyHOK iHTEpOIepaOesbHOCTI, sKa J03BOJISE
HaJ1aBaTy MOCIyTry B 00CATaxX, 10 HeOOXimHI came TyT 1 3apas3, IIUIIXOM perUTiKaii Ta Mirpariii BiATOBITHIX CEPBICIB 1 OB SI3aHIX
JTaHUX (B TOMY YHCITi MKOIIEPaTOPCHKOI Ta KPOC-TIAT(hOPMEHHOT).

Kimrouosi ciioBa: cloud-cicrema, XMapHi 00UYMCIICHHS], BIpTyallbHa MalllMHa, XMapHa CTPYKTYpa, YPSIOBI Ta JIepyKaBHI CepBICHI
CHCTEMH.

Knumaw M.H., /lemuodos HU.B., bewneit H.U., IlInyp O.H.

Oco0eHHoCTU BHETPEeHNs 00JIAYHBIX CEPBUCHBIX CHCTEM B HALMOHAJILHOM CETeBOM cerMeHTe Y KPauHbI

ITpo6iemaTnka. OOnaYHble BEMHCIUTEIBHBIE CPEIbl M CEPBUCHI HA MX OCHOBE IPEIAraloT OECIpele/ICHTHYIO SKOHOMHIO
CPEICTB, YCOBEPIICHCTBOBAaHHBII OOMeH uH(popMammied U 3()PeKTHBHOCT  (DYHKIMOHMPOBAHUS — HMH(PPACTPYKTYPHL.
COOTBETCTBEHHO, HCIIONB30BAHME TAKUX PEILCHHI MO3BOJSIET MOBBICHTH A((EKTHBHOCTh CEPBHUCOB HALMOHAIBHOIO CETEBOIO
cermenTa. Takim 0Opa3zoM, pa3paboTKa apXWUTEKTYpPhl MAacCIITAOMPYEMBIX CEpPBHCHBIX CETEBBIX CHCTEM SBILICTCS KIFOYEBBIM
ACMEKTOM, KOTOpBIM HEeNOCPEICTBeHHO Oyner (opMupoBaTh MNPEINOYTEHHE HAIMOHAIBHBIX WIEKTPOHHBIX CEPBHCOB, Kak
TOCYIapCTBEHHOTO, TAaK ¥ YaCTHOTO CEKTOPOB.

Iess. Llenbro JaHHOTO HCCIeIoBaHNS SIBISIETCS TTOHCK ITyTel ONTHMAaTbHOM KOHCOMMAAIMK OOJIaYHbIX CEPBUCHBIX CUCTEM TS
CBOCBPEMEHHOH TpaHCHOPMAITH SMHOTO HAIMOHATIBFHOTO MH(POPMAIMOHHOTO TPOCTPAHCTBA YKparHbL 110 MHEHHIO aBTOPOB,
obecriedeHre BO3MOXKHOCTEH BIMSIHWSI HA 3TW TPOIECCHI CO CTOPOHBI TOCYAAPCTBEHHBIX HAI30PHBIX CTPYKTYpP SBIICTCA
KPUTHYECKH BOKHBIM ISl Y KDaUHBI.

MeTonbl. AKTYaTbHOCTh KCCICNOBAHMI B JIAHHOM HAMpABICHAM TOITBEPXKIACTCS OBICTPHIM pa3sBUTHEM W CHHTC30M
KOMMEPYECKHX TEXHOJIOTHH, KOTOpBIE JIENIA0T NPOLIECC BHEAPEHNsT 00JIaYHbIX CUCTEM TIpOILe, Oe30MacHee, a TakKe 3HAUNTENBHO
6oJ1ee MPO/TYKTHBHBIM TI0 KPUTEPHSIM IIPO3PAYHOCTH, HHTETPHPOBAHHOCTH, PACILIMPEHHsI (MaCIITaOUpyeMOCTH), KauecTBa CEPBHCA.
Buenpenye 001aqHBIX CEpBICOB TOCYIAPCTBEHHBIMI M YaCTHBIME OIIEPaTOpaMH PacTIpeieieHHBIX CEPBUCHBIX IITaT(hopM Tpedyer
KOHCOJIMIIAIMK TTOTPeOHOCTEH B OOJIAYHBIX CEPBHUCHBIX TEXHOJIOIWSIX, & TAKKE COITIAacCOBAHME Tapr(OB HA MX HCIIONH30BAHHE
TOCYapCTBEHHBIMH HA30pHBIMI opraHamu, Hanpuvep HKPCU Yipanasl. O4eBHAHO, YTO pa3paboTIHKN O0JIaYHBIX CEPBHUCHBIX
pelIeHril JO/DKHBI MMETh B PACHOPSHKEHUM MHCTPYMEHTApWil s HOJIEPYKaHUS ONTMMAIbHOW CEpBHCHOM JIOCTYITHOCTH U
KauecTBa, OCHOBBIBAsICh HA HEOOXOIMMBIX TEXHUUIECKUX 1 LIEJIEBBIX YCIIOBHSIX.

Pesyabtatsl. [IpemiokeHs! apXUTEKTYpHbIE OCOOEHHOCTH peaM3alii OOJAYHBIX CEpPBHCHBIX TEXHOJOIHH, KOTOpBIE, B
YaCTHOCTH, WCIIONB3YIOT —CYIIECTBYIOIIME YACTHBIE OOJIAuHBIe CIPYKTYpBL, [UIS TIOMACPKKA TIPABUTEILCTBEHHBIX W
TOCYZIapCTBEHHBIX CEPBUCHBIX CHCTEM IIPH 3HAYMTEIHFHOM CHIDKEHHWH YPOBHS KAlUTATBHBIX 3aTPaT, B YCIOBHSX IOIICP/KAHUS
HeoOXOIMOTO YPOBHS OE30IaCHOCTH.

BoeiBombl. DddektiBHOe co3manne emuHOW mH(popMarmonHoi cperbl (JIE) o0nauHOM CepBHCHOW CETEBOM CHUCTEMBI
Tpe/TyCMAaTPHBAET JIaTa-IIEHTPUUECKY O Moienb (B TiepcriekTuBe DaaS), koTopast conepskut siipo Ha ocHoBe joBepeHHbIX O/,
KOTOpble 00JIaaloT HeoOXOIMMBIM YPOBHEM 3AllMILIEHHOCTH W (YHKIMOHAIBHOCTH, DPaclpoCTpaHssi COOTBETCTBYIOLLYIO
TIOJIMTHIKY Ha Bce KOHcommmupoBaHHble [[O/] pasmiaHBIX omepatopoB 0OaYHON CETEBOW CHCTEMBI B paMKaX HAIIOHAHHOTO
CErMeHTa 3a CUeT MHTEPOIepabeb-HOCTH, KOTOpast TO3BOJBIET PEOCTARIATE YCIYTH B 00beMax, KOTOpbIe HEOOXOAMMBI IMEHHO
37eCh W ceiyac, MyTeM peIUIMKAIMA M MUWTPAi COOTBEICTBYIOIIMX CEPBHCOB M CBS3AHHBIX [AHHBIX (B TOM HHCIIE
MEKOIIEPATOPCKOM 1 KPOCC-TUIAT(hOPMEHHOR ).

Kmouesble ciioBa: cloud-cricrema, 06mavHbIe BBIMHCICHST, BUPTYaIbHAS MAIMHA, 00avYHast CTPYKTYypa, IPABUTEII-CTBEHHBIE
¥ TOCYIapPCTBEHHBIE CEPBHCHBIE CHCTEMBL.



