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Background. At the present stage, electronic communications must provide: ultra-fast data exchange between production
systems, which increases productivity and safety; the use of robotic systems and artificial intelligence to support people in
production processes. Reliable electronic communications ensure the security of industrial networks and personal data;
intelligent factories with network sensors and automated data processing systems. In this context, new challenges are facing
electronic communications and, accordingly, new problems are identified, the solution of which requires conducting promising
scientific research.

Objective. The purpose of this work is to generalise and highlight the key areas of development of electronic
communications, which determine the current and future state of the industry. It is aimed at outlining scientific challenges and
prospects associated with the digitalisation of society, the growth of demand for fast, reliable and secure data transmission.

Methods. Analysis of factors and technologies that influence the growth of needs for the further development of electronic
communications, the quality of telecommunications services in fifth and next generation networks, the introduction of new
types of electronic communications and their integration with advanced information technologies.

Results. The presented research directions determine the future of electronic communications. Research in these areas will
ensure the sustainable development of the industry, taking into account the growing needs of modern society in fast, secure and
reliable data transmission technologies.

Conclusions. The main goal of the 6G direction and future generations of networks is to create ultra-fast, ultra-reliable and
intelligent networks capable of supporting new types of services and applications, from autonomous control and remote
medicine to full-scale multimedia communications. The direction of quantum communications is a revolutionary direction that
promises to ensure absolute security of information transmission and open up new opportunities for communication. The
direction of IoT scaling is a key direction that determines the future of many communication technologies. The research area
that includes artificial intelligence (AI) and machine learning (ML) calls for further integration of Al and ML into all aspects
of electronic communications, leading to smarter, more efficient and secure networks. Security and privacy in electronic
communications is a dynamic area that is constantly evolving due to the growth of cyber threats and technological
advancements. Edge and Fog Computing are key technologies for the future of electronic communications, and their
development requires an interdisciplinary approach that combines computer science, telecommunications, Al and IoT.
Research in the field of NFV and SDN is necessary to improve the performance, automation and security of networks. They
play a key role in the future of 5G/6G, cloud computing, IoT and industrial networks. Green communications is an important
research area that aims to improve the energy efficiency and sustainability of telecommunications networks. Networks for
critical applications are a key element of modern infrastructures, and their development requires an interdisciplinary approach
that combines telecommunications, cybersecurity, artificial intelligence and other fields. Holographic and tactile
communication interaction technologies will become the basis of future digital communications, changing the way people and
machines interact.

Keywords: 6G,; Quantum communications; Green Communications; Security and privacy; Internet of Things; Artificial
Intelligence; Deep Space; network functions virtualisation;, Mission-Critical Networks, Holographic and tactile
communications.

electronic communications in the context of society’s

I. INTRODUCTION digitalisation.

The field of electronic communications continues to
develop rapidly, driven by the ever-increasing demand
for speed, reliability, and security of data transmission,
as well as the integration of new technologies [1]-[7]. It
is particularly relevant to identify key areas for further
research that will contribute to the development of

It should be noted that informatisation was the first
step that created the basis for the development of
society through the introduction of information
technologies, and digitalisation is the next step that uses
this basis for fundamental changes in all areas of life

8].
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The key differences between informatisation and
digitalisation are as follows:

- depth of change: informatisation usually refers to
computerisation and the introduction of basic
information technologies, while digitalisation involves
a fundamental transformation of processes, business
models, and structures of society.

- the goal itself: informatisation aims to provide
access to information and its efficient processing, and
digitalisation - to rethink and optimise processes
through the use of advanced digital technologies.

- the approach: informatisation is more focused on
technical support (infrastructure), and digitalisation - on
the integration of digital technologies into everyday life
and the transformation of economic and social models.

Electronic communications play a key role in the
digitalisation of society and the development of
Industry 5.0, as they ensure fast, efficient and secure
data transfer between people, devices and systems.

Electronic communications should provide: ultra-
fast data exchange between production systems, which
increases productivity and safety; the use of robotic
systems and artificial intelligence to support people in
production processes. Reliable electronic
communications ensure the security of industrial
networks and personal data; smart factories with
networked sensors and automated data processing
systems.

In this context, new challenges are facing electronic
communications and new problems are identified
accordingly, the solution of which requires conducting
promising scientific research [9].

This work aims to summarise and highlight the key
areas of development of electronic communications,
which determine the current and future state of the
industry. It is aimed at outlining scientific challenges
and prospects associated with the digitalisation of
society, the growth of demand for fast, reliable and
secure data transmission. The material also serves as a
reference for scientists, researchers and specialists in
the field of telecommunications, helping to identify
relevant topics for further research and development.

II. RELEVANT AREAS FOR NEW RESEARCH

The general list of the most relevant areas for new
research in electronic communications, which can
determine the future of this industry, is given in Fig. 1.

The list includes the following research directions:

- 6G and the next generations of networks;

- Quantum communications;

- Internet of Things (IoT) and its scaling;

- Artificial Intelligence (AI) and Machine Learning
(ML) in Networks;
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- Security and privacy in electronic communications;

- Edge and Fog Computing;

- network functions virtualisation (NFV) and
software-defined networks (SDN);

- Green Communications;

- Holographic and tactile communications;

- Mission-Critical Networks (MCN);

- Deep Space and Interplanetary Connection.

Let us consider the listed areas in more detail.
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III. 6G AND FUTURE GENERATION NETWORKS

The “6G and Future Generation Networks” area
covers not only the development of sixth generation
(6G) networks, but also research into technologies that
can become the basis for further network development
(7G and beyond). 6G is the successor to 5G and
promises to revolutionise the communications industry.
6G is expected to be implemented by 2030 [10]-[14].

The main areas of 6G research and innovation
include:

1. Ultra-high data rates: speeds of up to 1 Tb/s (100
times faster than 5G), which will allow the transmission
of huge amounts of data, such as holographic images or
data for quantum computing.

2. Ultra-low latency and high-performance
networks: Ultra-low latency - providing latency less
than 1 ms for mission-critical applications such as
autonomous vehicles, remote control of robots, virtual
and augmented reality; Edge computing and MEC -
developing architectures that allow data processing
closer to end users, reducing latency and increasing
network efficiency.

3. Supporting new use cases: holographic
communications, tactile Internet, precise control of
robots in real time; integration with quantum
technologies and artificial intelligence; integration of
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IoT and mass networks: ensuring efficient management
and communication between millions of IoT devices
with various data transmission requirements.

4. Expansion of the frequency spectrum and new
radio frequency technologies: THz band - research into
the use of terahertz (THz) waves for data transmission,
which will allow for incredibly high transmission
speeds and minimise latency; new generation of
antennas and antenna arrays - development of
innovative solutions in the field of massive MIMO and
active antenna systems for the effective use of the high-
frequency spectrum.

5. Energy efficiency and environmental friendliness:
optimisation of network energy consumption -
development of new methods of resource management
to reduce energy consumption, which is critical for the
sustainable development of technologies;
environmentally friendly technologies: research into the
impact of future networks on the environment and
development of environmental standards for 6G.

6. Security and privacy: new methods of encryption
and data protection - development of algorithms and
protocols that ensure a high level of security of data
transmission in networks of future generations;
blockchain and decentralised authentication systems -
implementation of blockchain technologies to increase
trust and ensure data integrity in distributed networks.

Although 6G is still in the research phase, scientists
are already considering the possibilities for future
generations of networks (7G, 8G, etc.). These networks
can be based on fundamentally new technologies that
are still hypothetical, but have great potential [15], [16].

The main research areas of "Future Generations of
Networks (7G and beyond)" are as follows.

1. New protocols and architectural solutions:
dynamic traffic management protocols - development
of new standards and protocols that provide more
flexible and adaptive routing under variable load
conditions; distributed control systems - innovative
approaches to building network architectures with
decentralised control that reduce the risks of points of
failure and improve scalability.

2. Integration with quantum technologies: quantum
networks - use of quantum entanglement to transmit
information with absolute security; quantum repeaters
will allow data to be transmitted over long distances
without loss of quality; quantum computing in networks
- networks can use quantum computers to optimise
routing and traffic management.

3. Biological and neural networks: biocomputers -
use of biological systems for data processing, which can
lead to the creation of networks that operate on
principles similar to the human brain; neuromorphic

computing - networks can mimic neural connections for
efficient resource allocation.

4. Artificial intelligence-based networks: Al
optimization - using Al to predict traffic, prevent
attacks, and efficiently allocate resources; Al and
machine learning for network management - using
artificial intelligence algorithms to automate network
resource management, optimise routing, and predict
load; autonomous network management and
orchestration - researching solutions for self-organising
networks that can adapt to environmental changes in
real time.

5. Networks for interplanetary communication:
Internet for space - developing networks that provide
communication between Earth, spacecraft, and colonies
on other planets. This requires new data transmission
protocols that can operate over long distances and
delays; laser communications - using lasers to transmit
data in space at high speeds.

6. Energy-autonomous networks: the use of
renewable energy sources: networks powered by solar,
wind or other environmentally friendly energy; energy
networks - the integration of communication networks
with energy systems for efficient energy distribution.

7.  Privacy-enhanced networks: decentralised
networks - the use of blockchain and other
decentralised technologies to ensure security and
privacy; personalised security - networks that adapt the
level of protection according to the needs of each user.

8. Extended reality (XR) networks: augmented
reality (AR), virtual reality (VR) and mixed reality
(MR) - networks that provide seamless data
transmission for XR applications, including holographic
images and tactile internet; interactive environments -
the creation of networks that support full immersion in
virtual environments.

IV. QUANTUM COMMUNICATIONS

Quantum communications is a promising area of
research in the field of electronic communications,
based on the principles of quantum mechanics. This
technology promises to revolutionise information
transmission, providing absolute security and new
possibilities for communication [17], [18].

Quantum communications are based on
following key phenomena of quantum mechanics:

I. Quantum entanglement: two or more quantum
particles (e.g. photons) become entangled, meaning
their states remain correlated regardless of distance. A
change in the state of one particle instantly affects the
state of the other.

2. Quantum superposition: a quantum particle can be
in several states at the same time, which allows the

the



transmission of more information compared to classical
systems.

3. Quantum teleportation: the transmission of the
quantum state of a particle over a distance without
physically moving the particle itself.

4. Heisenberg's Uncertainty Principle: It is
impossible to simultaneously accurately measure
certain pairs of characteristics of a quantum particle (for
example, position and momentum). This makes
quantum systems resistant to hacking attempts.

Current challenges for implementing quantum
communications are as follows: signal loss - quantum
states are easily destroyed by external factors, such as
noise or losses in optical fibers; technical complexity -
creating stable quantum devices requires high precision
and controlled conditions; distance - quantum
entanglement is preserved only over limited distances,
which requires the use of quantum repeaters; cost - the
development and implementation of quantum
technologies remain expensive; integration with
existing systems - quantum communications require
new infrastructure that may be incompatible with
classical systems.

Promising research for quantum communications is
as follows.

1. Quantum Internet: creating a global network that
provides absolutely secure communication between
quantum computers and devices.

2. Protection against quantum attacks: Quantum
computers can break traditional encryption methods, so
quantum cryptography will become the main means of
protection.

3. Medicine and finance: Quantum communications
will ensure the security of sensitive data transmission in
these industries.

4. Space communications: Quantum satellites will
allow for highly secure communication between Earth
and spacecratft.

5. Internet of Things (IoT): Quantum technologies
will ensure the security of millions of connected
devices.

Well-known examples of modern quantum
communications projects: Chinese satellite Micius: the
world's first quantum communications satellite that
successfully performed quantum teleportation and key
transfer; European project Quantum Internet Alliance:
the goal is to create a quantum internet in Europe;
NASA Quantum Communication project: research into
the possibilities of using quantum communications for
space missions; Google and IBM: development of
quantum networks to connect quantum computers.
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V. INTERNET OF THINGS (IOT) AND ITS SCALING

The Internet of Things (IoT) and its scaling is one of
the most dynamic areas in modern technology,
transforming and expanding the ways in which people,
devices and systems interact. IoT involves connecting
billions of devices to the Internet to collect, exchange
and analyse data. loT scaling is about ensuring the
stable operation of such systems as the number of
devices, data volumes, and performance requirements
grow [19], [20].

The following challenges can be identified for IoT
scaling:

- number of devices: by 2030, the number of
connected devices is expected to exceed 25 billion. This
requires new approaches to network management;

- data volumes: IoT devices generate huge amounts
of data, which requires powerful storage and processing
systems,

- energy efficiency: many loT devices are battery-
powered, so energy efficiency is critical;

- security: the large number of devices makes IoT
networks vulnerable to cyberattacks;

- interoperability: different manufacturers use
different standards, which makes it difficult to integrate
devices;

- latency: real-time applications (e.g. autonomous
cars) require networks with minimal latency.

Promising research for [oT scaling could be:

1. Global coverage: IoT will become available in
remote regions thanks to satellite networks and
LPWAN.

2. Integration with Al and quantum technologies: Al
will allow for the creation of intelligent IoT systems,
and quantum technologies will ensure absolute security.

3. Environmental sustainability: development of
energy-efficient IoT devices and the use of renewable
energy sources.

4. New business models: IoT opens up new
opportunities for monetization of data and services.

5. Development of 6G: future generations of
networks will provide even higher performance for IoT.

VI. ARTIFICIAL INTELLIGENCE AND MACHINE
LEARNING IN NETWORKS

The research direction in the field of electronic
communications, which includes artificial intelligence
(Al) and machine learning (ML), is one of the most
promising in modern science and technology. These
technologies open up new opportunities for optimising,
managing and improving network systems [21], [22].
Here is more about the main aspects of this direction.
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1. Optimisation of network resources: dynamic
traffic management - using ML to analyse traffic in real
time and predict network load. This allows you to
efficiently allocate resources, avoid congestion and
ensure stable network operation; energy efficiency - Al
can help reduce the power consumption of network
devices by optimising their operation depending on the
current load.

2. Network Security: Anomaly Detection - ML
algorithms can analyse network traffic to detect unusual
patterns that may indicate cyberattacks, such as DDoS
attacks or unauthorised access attempts; Threat
Prediction - Al can use historical data to predict and
prevent  potential  threats; Incident Response
Automation - Al-powered systems can automatically
block suspicious activity or redirect traffic to minimise
risks.

3. Self-Organising Networks (SON): Automatic
Network Configuration - Al enables networks to
automatically adapt to changes in the environment, such
as changes in the number of users or geographical
location; Quality of Service (QoS) Improvement - ML
algorithms can optimise network parameters to ensure
high-quality data, voice, and video transmission.

4. 5G and 6G networks: managing a huge number of
devices - in 5G/6G networks, where the number of
connected devices can reach millions per square
kilometer, Al helps to efficiently manage resources and
ensure stable connectivity; latency reduction - using Al
to minimise delays in critical applications such as
autonomous vehicles or remote surgeries; network
virtualization (Network Slicing) - Al helps to create
virtual subnetworks for different types of services (e.g.
IoT, streaming, critical communications), optimising
them for specific needs.

5. Internet of Things: big data management - Al
helps to process and analyse the huge amounts of data
generated by IoT devices to improve efficiency and
make real-time decisions; power optimisation - ML
algorithms can manage the operation of IoT devices,
reducing their power consumption and extending
battery life.

6. Quantum networks: Quantum machine learning -
research in quantum computing can lead to the creation
of new algorithms for optimising network processes
that cannot be implemented on classical computers;
quantum communications security - Al can help
develop methods for protecting quantum networks that
are invulnerable to classical cyberattacks.

7. Personalised services: adapting the network to
user needs - Al can analyse user behaviour and offer
personalised solutions, for example, optimising internet
speed for streaming video or online games; improving

user experience - using ML to analyse feedback and
improve the quality of services.

8. Ethics and regulation: ethical use of Al in
networks - research aims to ensure transparency and
fairness in the operation of Al algorithms to avoid
discrimination or privacy violations; regulation of Al in
telecommunications - developing standards and norms
for the use of Al in networks to ensure security and
reliability.

9. Research into new network architectures:
neuromorphic networks - using the principles of the
human brain to create more efficient and adaptive
network systems; Edge Computing - Al helps process
data at the edge of the network, which reduces latency
and load on central servers.

10. Modeling and simulation: virtual test
environments - using Al to create virtual network
models that allow testing new solutions without risk to
the real infrastructure; network development forecasting
- ML models can predict future trends in electronic
communications, which helps plan infrastructure
development.

VII. SECURITY AND PRIVACY IN ELECTRONIC
COMMUNICATIONS

Security and privacy in electronic communications
is a critically important area of research that is gaining
increasing importance due to the increasing number of
cyberattacks, data leaks, and spyware. In a world where
information is exchanged via the Internet, mobile
networks, IoT devices, and cloud services, ensuring
security and privacy is becoming a key task [23]-[26].

The research and technology areas are as follows.

1. Cryptography, which is the basis of data
protection in electronic communications: post-quantum
cryptography - the development of encryption
algorithms that are resistant to attacks by quantum
computers; homomorphic  encryption - allows
processing encrypted data without decrypting it;
quantum cryptography - the wuse of quantum
entanglement to ensure absolute security.

2. Authentication and authorization (ensuring access
to systems only by authorised users): biometric
authentication - using fingerprints, face scanning, voice;
multi-factor authentication (MFA) - a combination of
passwords, SMS codes, biometric data; Zero Trust
Architecture - an approach that requires constant
verification of users and devices.

3. Network protection, because they are the main
channel for attacks: software-defined networks (SDN) -
allow you to dynamically manage network security;



protection against DDoS attacks - using Al to detect
and block attacks; VPN and Tor networks - ensuring
anonymity and confidentiality of users.

4. Security of IoT devices. IoT devices often have
weak protection and become targets for attacks:
firmware updates - regular software updates to
eliminate vulnerabilities; data encryption - protecting
data transmitted between IoT devices; network
segmentation - isolating IoT devices from critical
systems.

5. Protecting cloud services that store large amounts
of sensitive data: Data encryption in the cloud -
ensuring data confidentiality during storage and
transmission; Access control - restricting access to data
based on user roles; Threat analysis - using Al to detect
suspicious activity in cloud environments.

6. Data privacy. The collection and analysis of user
data raises privacy concerns: Privacy by Design -
integrating privacy protection measures at the design
stage of systems; Data anonymisation - removing
personal information from data sets; Regulation
(GDPR, CCPA) - complying with regulatory
requirements for data protection.

7. Artificial intelligence (Al) for cybersecurity. Al
allows you to quickly detect and respond to threats:
Anomaly detection - using machine learning to detect
suspicious activity; Attack prediction - analysing data to
predict possible attacks; Defense automation - creating
systems that block threats on their own.

8. Decentralised systems (blockchain). Blockchain
provides a high degree of security and transparency:
transaction protection - using blockchain for secure data
exchange; decentralised identification - creating
identification systems that do not depend on centralised
authorities; smart contracts - automating the execution
of transactions with a high level of security.

VIII. EDGE COMPUTING AND FOG COMPUTING

Edge Computing and Fog Computing are two related
approaches to data processing in the field of electronic
communications, which are developing against the
background of the growth of the Internet of Things
(IoT), 5G/6G networks, artificial intelligence (Al), and
real-time data processing. These technologies allow
computing resources to be transferred closer to the data
source, which significantly increases efficiency, reduces
latency, and reduces the load on centralised cloud
systems [27]-[28].

Edge Computing involves processing data closer to
its source — directly on IoT devices, microcontrollers,
gateways, or other network nodes. The main idea is to
reduce latency when transmitting data to cloud servers,
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reduce the load on the main communication channels,
and increase security. The calculations are performed
on devices or at the "edge" of the network. This allows
data to be processed in real time without the need to
transfer it to centralised servers.

Fog Computing extends the concept of Edge
Computing by adding an intermediate layer between
Edge and Cloud infrastructure. Fog provides data
preprocessing closer to end devices, but not on the
devices themselves, but on servers or special nodes
located within local networks (for example, in data
centers, campus networks, telecommunications nodes)
closer to users.

The main challenges and future research in these
areas are: complexity of managing distributed systems;
limited resources of Edge devices; ensuring
compatibility between different platforms and devices.

The main promising research in this area is as
follows.

1. Edge and Fog Computing architecture: optimising
the architecture for different use cases (for example,
industrial IoT, smart cities, autonomous vehicles);
developing standards for interaction between Edge, Fog
and cloud systems; research on hybrid models that
combine Edge, Fog and cloud computing; use of
containerization (Docker, Kubernetes) for scalability of
Fog infrastructures.

2. Energy efficiency and resource management:
development of energy-efficient algorithms for data
processing; use of machine learning technologies for
dynamic resource allocation; optimisation of device
operation in real time; research on wireless technologies
(Wi-Fi 6, 5G, LPWAN) for effective load distribution
between Edge nodes.

3. Security and privacy: development of data
encryption mechanisms on Edge devices; ensuring data
integrity during transmission between nodes; use of
blockchain  technologies to improve  security;
decentralised authentication and encryption
mechanisms for Edge devices; use of Zero Trust
approach for authentication of Fog nodes; research on
anomaly detection mechanisms in distributed networks.

4. Real-time data processing: development of
algorithms for fast processing of streaming data; using
AI/ML for data analysis on Edge devices; minimising
latency in 5G/6G networks.

5. Integration with IoT and 5G/6G networks:
optimising interaction between IoT devices and
Edge/Fog nodes; using network slicing in 5G/6G to
support Edge Computing; developing protocols for
efficient data transmission in distributed systems.

6. Machine learning and artificial intelligence:
developing lightweight machine learning models for
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Edge devices; optimising Al algorithms for working in
resource-constrained environments; implementing small
neural networks for analysing video, images, and audio
data at the edge; adapting large machine learning
models to work on devices with limited resources;
automating resource management of Fog environments
based on AI/ML; using reinforcement learning for
dynamic routing of computational tasks..

IX. NETWORK FUNCTION VIRTUALIZATION AND
SOFTWARE-DEFINED NETWORKING

Network  Function Virtualisation (NFV) and
Software-Defined Networking (SDN) are some of the
key areas of modern research in the field of electronic
communications. They allow you to create flexible,
scalable and efficient networks, which is especially
important in the context of increasing requirements for
speed, reliability and data processing [29]-[30].

NFV  consists in replacing traditional physical
network devices (e.g. routers, firewalls, load balancers)
with software solutions that run on a virtualised
infrastructure. This allows you to reduce costs, increase
flexibility and accelerate the deployment of new
services. The main goal of NFV is to reduce
dependence on specialised hardware and increase
flexibility in network resource management.

Software-defined networks SDN separates the
control plane from the data plane, allowing for
centralised network management through software.
This provides flexibility, automation, and rapid
response to network changes.

It should be noted that both technologies (NFV and
SDN) complement each other, creating a flexible,
programmable, and scalable network infrastructure.
They are used together to create fully software-defined
and virtualised networks.

Main research areas in NFV.

1. NFV performance optimisation: acceleration of
virtualised functions using hardware accelerators
(SmartNIC, DPDK, SR-IOV); use of containerization
(Docker, Kubernetes) instead of classic virtual
machines to improve performance; optimisation of real-
time operation for mission-critical applications
(autonomous cars, industrial networks); development of
efficient algorithms for resource allocation between
NFV.

2. Integration with 5G and MEC (Multi-access Edge
Computing): development of virtualised network
functions (NFV) for 5G networks (VRAN, vEPC);
research on effective deployment of NFV on MEC edge

servers to reduce latency in mobile networks; use of
NFV to support network slicing in 5G/6G networks.

3. NFV orchestration and scaling: use of AI/ML for
automated management of network resources;
intelligent orchestration of virtual network functions
(e.g. MANO - Management and Orchestration);
development of Open Source platforms for NFV
(OpenStack, ONAP, OSM); use of containerization
(Docker, Kubernetes) to improve the efficiency of NFV
deployment.

4. Security in virtualised networks: research on
methods for secure isolation of NFV; use of Zero Trust
approach for authentication of virtual network
functions; development of attack detection mechanisms
in virtualised environments.

5. Energy efficiency: research into methods for
reducing energy consumption of  virtualised
infrastructure.

Main research areas in SDN.

1. SDN in 5G and 6G networks: study of the use of
SDN in distributed 5G architectures (VRAN, Network
Slicing); optimisation of traffic and routing in networks
using millimeter waves; integration of SDN in 6G
networks for dynamic adaptation to changes in load;
use of SDN for network slicing management and
dynamic resource allocation in 5G/6G networks.

2. SDN security: use of blockchain to increase trust
between SDN nodes; protection of SDN controllers
from DDoS attacks; automation of security policies for
IoT and distributed cloud environments; use of SDN to
implement security mechanisms such as dynamic attack
blocking.

3. SDN architecture: study of new architectural
approaches to improve the performance of SDN
controllers; development of distributed SDN controllers
for large-scale networks; optimisation of protocols such
as OpenFlow for efficient network flow management;
research into new protocols to support dynamic network
environments; application of quantum computing to
improve the performance of SDN controllers.

4. Al-Driven SDN: use of machine learning to
automatically detect anomalies and cyber threats;
optimisation of traffic management based on demand
forecasting; dynamic adjustment of QoS (Quality of
Service) policies in real time.

5. SDN in the cloud and data centers: development
of automated SDN clusters for traffic management in
large cloud environments (AWS, Google Cloud,
Azure); optimisation of containerized applications
(Kubernetes + SDN); research into the integration of
SDN with virtual private networks (VPN) for secure
data center connectivity; research into methods for
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combining SDN and NFV to create flexible and
scalable networks.

Key research interests in the interaction of NFV and
SDN include: integrating SDN for dynamic
management of NFV functions; using Al for automated
orchestration of SDN+NFV; deploying secure, adaptive
networks with NFV in cloud and edge environments;
developing integrated architectures that combine the
benefits of NFV and SDN; developing algorithms for
dynamic scaling of network resources; environmental
aspects to investigate the impact of NFV/SDN on
energy consumption and environmental footprint.

X. GREEN COMMUNICATIONS

Green Communications is a concept for developing
energy-efficient,  environmentally  friendly = and
sustainable telecommunications technologies. It aims to
reduce energy consumption, carbon dioxide (CO)
emissions and the use of environmentally friendly
materials in communication networks [31], [32].

Given the increasing number of devices (IoT, 5G,
future 6@G), the need to optimise energy consumption is
becoming critical. It is estimated that the ICT industry
already consumes more than 2% of the world’s
electricity, and this figure continues to grow.

The main research areas in Green Communications
are as follows.

Energy-efficient data centers, cloud and edge
computing. Data centers, cloud and edge computing
consume significant amounts of energy, so their
optimisation is an important research area.

Research areas:

- Optimisation of cloud data centers: using
virtualisation and containerization to reduce energy
consumption; research on methods for dynamic load
distribution between servers.

- Energy-efficient edge computing: development of
algorithms for optimising the power consumption of
Edge devices; use of renewable energy sources to
power peripheral nodes.

- Green machine learning algorithms: development
of lightweight AI/ML models to work on devices with
limited resources.

- Reducing server energy consumption: distributed
computing to optimise the load on data centers; use of
“cold zones” (Free Cooling) for natural cooling of
server rooms; optimisation of server processor
operation and reduction of energy consumption at low
load.

- Carbon-neutral cloud computing: use of renewable
energy sources for data center operation; research on
“Green Al” machine learning algorithms that

consume less energy; optimisation of CDN (Content
Delivery Networks) operation to reduce the data
transmission distance. Note that carbon neutrality
represents a measure of achieving net zero carbon
dioxide emissions.

Use of renewable energy sources. The integration of
renewable energy sources (solar, wind, geothermal) into
the network infrastructure is a key direction of green
communications.

Research areas:

- Hybrid power systems: development of systems
that combine traditional and renewable energy sources;
research into methods of efficient energy storage (e.g.,
energy-efficient battery systems).

- Energy-neutral networks: creation of networks that
are fully powered by renewable energy sources;
optimisation of network operation in conditions of
unstable energy supply.

- Harvesting Energy - energy harvesting from the
environment: use of radio signal energy (RF energy
harvesting) to power IoT devices; use of piezoelectric
and thermoelectric materials for energy harvesting.

Environmental Impact of ICT. Research aims to
assess and reduce the environmental impact of
information and communication technologies (ICT).

Research areas:

- Carbon footprint assessment: development of
methods for measuring the carbon footprint of network
infrastructure; research into the impact of electronic
communications on climate change.

- Green devices and components: use of
biodegradable materials for the production of network
equipment; development of a new generation battery
without toxic materials.

- Server equipment recycling and recycling
programs: research into methods for recycling e-waste;
use of secondary materials in the production of new
communication devices.

Green loT networks and smart cities. The Internet of
Things (IoT) includes billions of devices that consume
energy, so their optimisation is an important area of
research.

Research areas:

- Low-power IoT devices: development of energy-
efficient sensors and communication modules; use of
technologies such as “Energy Harvesting” to power
devices.

- Network protocol optimisation: research into
protocols that minimise energy consumption during
data transmission (e.g. MQTT, CoAP).

- Energy-efficient sensor networks: optimisation of
LoRaWAN, Zigbee and NB-IoT communication
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protocols to minimise energy consumption; use of low-
power processors (ARM Cortex-M, RISC-V).

- Smart Grid and energy-efficient communication
networks: integration of communication networks with
smart power systems; optimisation of power
distribution between communication nodes.

Energy-efficient wireless networks. Research areas:

- Dynamic power management algorithms: use of
AI/ML for adaptive reduction of transmitter power;
intelligent algorithms for regulating base station
operation depending on load; shutdown of inactive
towers during low load (Sleep Mode); research on
methods for reducing delays and power consumption in
wireless networks.

- Green solutions for 5G and 6G: use of energy-
efficient antenna technologies (Massive MIMO,
Beamforming); research on self-organising networks
(SON — Self-Organising Networks) to minimise power
consumption; optimisation of MEC (Multi-access Edge
Computing) to shorten the data transmission route and
reduce energy consumption; optimisation of power
consumption for different types of network slices
Network Slicing.

- Efficient spectrum use: dynamic use of frequency
spectrum to minimise energy losses; innovative
cognitive radio methods for energy-efficient
management of radio resources; research on methods
for increasing spectrum efficiency (e.g. NOMA — Non-
Orthogonal Multiple Access).

- Low-power transmitters and  receivers:
development of energy-efficient radio interfaces for loT
devices; use of technologies such as Low-Power Wide-
Area Networks (LPWAN) to support long-term
operation of devices.

Use of Al and Big Data in Green Communications:

- energy forecasting - analysis of big data to
dynamically adjust the power consumption of network
devices;

- traffic routing optimisation - selection of the least
energy-consuming paths for data transmission;

- automatic load balancing - redistribution of
computing tasks between servers depending on their
level of load.

XI. HOLOGRAPHIC AND TACTILE
COMMUNICATIONS
Holographic and tactile communications are
innovative areas in the field of electronic

communications that promise to revolutionize the way
people interact at a distance. These technologies allow
the transmission of not only audio and video, but also

three-dimensional holographic
sensations, which makes
immersive and realistic [33].

The key areas of promising research in the field of
holographic and tactile communications in electronic
communications are as follows.

1. Holographic communications

Holographic communications involve the creation of
three-dimensional images in real time for video
communication, telemedicine, education and
entertainment. This allows you to create the effect of
presence when subscribers see each other in full 3D
format.

The main  characteristics of  holographic
communications:  three-dimensionality:  holograms
create the illusion of a three-dimensional image, which
allows you to view an object from different angles; real-
time: holograms are transmitted without delay, making
communication natural; high detail: holograms can
reproduce even the smallest details, such as facial
expressions or the texture of objects.

The following technologies are used:

- Holographic displays: use lasers, projectors or
special panels to create 3D images. Examples:
Microsoft HoloLens, Looking Glass.

- Hologram capture cameras: multi-camera systems
that capture an object from different angles to create a
3D model. Example: Intel RealSense.

- Artificial intelligence (Al): used to process data,
compress holograms and improve image quality.

- High-bandwidth networks: hologram transmission
requires networks with very high data rates (e.g. 5G,
6G).

Research in the field of holographic communications
must address the following challenges: large data
volumes: holograms require significantly higher
bandwidth compared to traditional video; latency: real-
time holographic communications require networks
with minimal latency; cost of equipment: holographic
displays and cameras remain expensive for mass use.

Key research:

- Holographic 6G: transmission of holographic video
over ultra-wideband channels (THz frequencies).

- Holographic data compression and transmission

images and tactile
communication more

algorithms:  development of  processing  and
compression methods, such as neural network
COmpressors.

- Cloud and MEC infrastructure optimisation: use of
Multi-Access Edge Computing (MEC) to reduce
latency in holographic calls.

- Al for holographic rendering: machine learning to
generate realistic holograms.
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- Quantum communications for holography: research
into quantum technologies for ultrafast and secure
transmission of holographic data.

2. Tactile communications (Internet of Senses,
Tactile Internet)

Tactile communications allow the transmission of
the sense of touch over networks, which opens up new
possibilities for human interaction with the digital
world. This opens up new possibilities for interaction,
especially in industries where physical contact is
important.

The main characteristics of tactile communications
are as follows: tactile feedback: users can "feel" objects
or actions at a distance; real-time: sensations are
transmitted without delay, which makes interaction
natural; high accuracy: technologies allow even the
smallest tactile sensations to be reproduced.

The following technologies are used: tactile devices:
gloves, suits or other devices that transmit tactile
sensations. Examples: HaptX Gloves, Teslasuit;
sensors: devices that capture tactile data (for example,
pressure or vibration); artificial intelligence (Al): used
to process tactile data and transmit it; low-latency
networks: networks with minimal latency are needed to
transmit tactile sensations in real time.

The following challenges in this direction should be
considered: technical complexity: creating accurate
tactile  devices requires high precision and
miniaturisation; energy consumption: tactile devices
require energy to create sensations; cost: tactile
technologies remain expensive for mass use.

Key research:

- Tactile Internet in 6G: using ultra-low latency (<1
ms) to transmit sensory information.

- Tactile interfaces: developing sensory devices that
simulate tactile sensations over a network.

- Neural interfaces and brain communications:
researching brain-computer interfaces for direct
transmission of sensory signals.

- Energy-efficient technologies: minimising energy
consumption for mass adoption of haptic technologies.

- Haptic communications security: protecting against
cyberattacks at the level of sensory feedback.

Interaction  of  holographic  and
communications.

The greatest potential lies in the combination of
holographic and haptic technologies, which requires
research:

- Development of Haptic Holography (tactile
holograms): research into technologies that allow
interaction with virtual 3D objects through haptic
feedback.

haptic

- Integration with 6G: development of new network
protocols for simultaneous transmission of holographic
video and haptic sensations, creation of virtual
meetings.

- Arttificial intelligence for prediction and
optimisation: using Al to compensate for delays in the
haptic Internet and improve the interactive experience.

XII. MISSION-CRITICAL NETWORKS

Mission-Critical Networks (MCNs) are specialised
networks that provide reliable, secure, and
uninterrupted connectivity for applications where any
failure could result in serious consequences, such as
life-threatening situations, significant financial losses,
or disruption of critical infrastructure. Therefore, they
provide high reliability, minimal latency, security, and
continuity of service even under challenging conditions
[34], [35].

MCNs are used in areas such as healthcare (remote
surgery, real-time patient monitoring), energy (power
system management, critical infrastructure monitoring),
transportation (autonomous vehicles, traffic
management and V2X (Vehicle-to-Everything)),
defense industry, financial networks (stock exchange
systems, banking, cyber security), operational services
(emergency services, police, firefighters, medical care),
emergency services (rescue coordination, critical
information transmission) and smart city infrastructure.

The following are promising research areas in this
area.

1. Network reliability and fault tolerance.

- Intelligent failure management: using Al to predict
network failures; automatic traffic switching in the
event of a failure (Failover Mechanisms); optimisation
of data backup algorithms; wuse of backup
communication channels and duplication of critical
nodes.

- Self-Healing Networks: use of machine learning to
detect anomalies; autonomous algorithms for restarting
critical nodes without operator intervention; creation of
virtual isolated environments for localisation of failures.

- Distributed architectures: research of architectures
that ensure network operation even with partial failures
(e.g. mesh networks).

2. Integration with 5G/6G for critical applications.

- Network Slicing: guaranteed communication
channels for medical and emergency services; dedicated
segments for industrial networks (Industry 4.0);
development of methods for creating isolated network
slices for critical applications; optimisation of resources
to ensure quality of service (QoS).
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- Ultrareliable Low Latency Communication
(URLLC): minimisation of delays <1 ms for V2X,
drones, surgical robots; using MEC for fast data
processing at the network edge; research on methods
for ensuring reliable communication with ultra-low
latency.

- Energy-efficient networks: research on methods for
reducing energy consumption under high loads; use of
adaptive transmitter operating modes.

3. Cybersecurity of critical networks.

- Al-Driven Security: use of machine learning to
detect attacks in real time; analysis of behavioural
anomalies in network traffic.

- Zero Trust Architecture (ZTA) in critical networks:
multi-level authentication for connected devices; trust-
based data access control (Microsegmentation).

- Quantum cryptography for communication
security: use of quantum key distribution (QKD) for
resistance to hacker attacks; integration of quantum
networks with classical IP networks.

4. Internet of Things (IoT)
infrastructures.

- Industrial IoT (IloT) and secure networks: using
Low-Power Wide-Area Networks (LPWAN) for remote
monitoring; developing wireless sensor networks for
SCADA systems.

- Drones and autonomous robots in critical
networks: optimising V2X communications for secure
fleet management; using drones to provide
communications in MCNs; using MEC for fast
processing of data from drones.

5. Cloud and edge computing in critical networks.

- Multi-access Edge Computing (MEC) in critical
applications: using MEC for real-time data processing
(Smart Grid, V2X); optimising resource allocation
between cloud and local nodes; real-time data
processing: developing algorithms for fast data
processing and transmission; using Edge Computing to
reduce latency.

- Hybrid Cloud & Private Cloud: using closed cloud
platforms for government and military communications;
orchestrating resources between public and private
clouds.

and critical

XIII. DEEP SPACE AND INTERPLANETARY
COMMUNICATION

Research in the direction of “Deep Space and
Interplanetary Communication” is one of the most
promising and complex areas in the field of electronic
communications. This area is becoming increasingly
relevant due to the active development of space

programs, plans for the colonisation of the Moon and
Mars, as well as due to the increase in the number of
satellites and spacecraft in Earth orbit [36], [37].

The main challenges of space and interplanetary
communication: large distances, for example, the
distance between Earth and Mars ranges from 55 to 400
million kilometers, which leads to significant signal
delay (from 4 to 24 minutes one way); interference -
cosmic radiation, solar flares, dust and other factors can
affect the quality of data transmission; energy
constraints - spacecraft have limited energy sources, so
energy efficiency is critically important; technical
limitations - the need to create compact, lightweight and
reliable devices that can operate in extreme conditions.

The areas of promising research in space and
interplanetary communications are as follows.

1. Laser communications. Laser data transmission
systems provide much higher speeds compared to radio
waves, as well as lower latency. Research: development
of laser transmitters and receivers for spacecraft;
ensuring stable communication through atmospheric
interference; using lasers for communication between
planets.

Example: NASA's LCRD (Laser Communications
Relay Demonstration) project demonstrates the
capabilities of laser communication for transmitting
data from orbit to Earth.

2. Satellite networks. Satellite networks such as
Starlink, OneWeb and others provide global Internet
coverage. Research: creation of low-latency networks to
support real-time; development of autonomous satellites
that can navigate and communicate independently; use
of satellites for communication between planets.

3. Interplanetary Internet. To support future missions
to Mars and beyond, a robust communications
infrastructure is needed. Research: Developing data
transmission protocols that take into account long
delays (e.g., Delay-Tolerant Networking, DTN);
Building a network of relays in planetary orbits to
ensure uninterrupted communications; Integrating with
existing Internet technologies.

Example: NASA is already using DTN to
communicate with spacecraft such as the International
Space Station (ISS).

4. Quantum communications in space. Quantum
technologies provide absolute security for data
transmission, which is critical for space missions.
Research: Using quantum entanglement to transmit
information over long distances; Developing quantum
satellites such as China's Micius; Building quantum
networks for interplanetary communications.

5. Energy-efficient communications systems.
Spacecraft have limited energy sources, so efficiency is



SERHII O. KRAVCHUK, IRYNA M. KRAVCHUK, PROSPECTIVE RESEARCH DIRECTIONS IN THE ELECTRONIC 15
COMMUNICATIONS INDUSTRY

key. Research: Developing energy-efficient antennas
and transmitters; using solar energy to power
communication systems; optimising data transmission
protocols to reduce energy consumption.

6. Real-time communication. To support manned
missions and autonomous robots on other planets,
communication with minimal delays is required.
Research: using laser technologies to reduce delays;
creating networks of repeaters in planetary orbits;
developing algorithms to compensate for delays.

7. Protection from space interference. The space
environment is full of interference, such as solar flares,
cosmic rays, and dust. Research: developing radiation-
resistant components; using reliable error correction
methods; protecting signals from interference using
new modulation/coding methods.

8. Integration with Al and autonomous systems.
Autonomous spacecraft require intelligent systems to
manage communications. Research: using artificial
intelligence to optimise data transmission; developing
autonomous systems that can independently select
optimal communication channels; Al integration for
real-time data analysis.

XIV. CONCLUSION

Summing up the material presented in the article, the
following conclusions can be drawn. Research in the
direction of 6G and future generations of networks is
interdisciplinary and covers both hardware and software
aspects of technological development. The main goal is
to create ultra-fast, ultra-reliable and intelligent
networks capable of supporting new types of services
and applications, from autonomous driving and remote
medicine to full-scale multimedia communications. The
successful integration of these solutions will have a
significant impact on the economy, society and global
communications infrastructure.

The direction of quantum communications is a
revolutionary direction that promises to ensure absolute
security of information transmission and open up new
opportunities for communication. Despite the technical
challenges, research in this area is actively progressing,
and we are already seeing the first successful
implementations, such as quantum satellites and
networks. In the future, quantum communications may
become the basis for a global quantum internet that will
change the way we interact with information.

The IoT scaling direction is a key direction that is
defining the future of many communication
technologies. Despite challenges such as security,
energy efficiency and interoperability, loT continues to
develop rapidly thanks to innovations in edge

computing, 5G, Al and blockchain. In the future, [oT
will become the basis for smart cities, industry,
medicine and other industries, changing the way we
interact with technology.

The research direction in the field of electronic
communications, which includes artificial intelligence
(Al) and machine learning (ML), continues to develop
actively, and its results are already finding applications
in modern networks. In the future, it is expected that Al
and ML will be even more integrated into all aspects of
electronic communications, leading to the creation of
smarter, more efficient and secure networks.

Security and privacy in electronic communications is
a dynamic direction that is constantly evolving due to
the growth of cyber threats and technological advances.
Research in this area aims to create innovative data
protection methods that will ensure the security and
privacy of users in the digital world. This direction has
a huge potential to influence the future of electronic
communications, making them safer and more reliable.

Edge and Fog Computing are key technologies for the
future of electronic communications, and their
development requires an interdisciplinary approach that
combines computer science, telecommunications, Al
and IoT. They allow reducing data transmission delays,
increase network security and efficiency. New research
in this area is aimed at optimising resource usage,
improving security, integrating with 5G and Al, as well
as developing new architectures that will make digital
communications even faster and more reliable.

Research in the field of NFV and SDN is necessary to
improve network performance, automation and security.
They play a key role in the future of 5G/6G, cloud
computing, IoT and industrial networks. The integration
of NFV and SDN allows for the creation of flexible,
dynamic and self-adjusting telecommunications
systems. NFV and SDN are key technologies for the
future of networks, and their development requires an
interdisciplinary approach that combines computer
science, telecommunications, artificial intelligence and
cybersecurity.

Green communications is an important research area
aimed at improving the energy efficiency and
sustainability of telecommunications networks. Key
aspects include reducing energy consumption in
wireless networks, using renewable energy sources,
optimising data centers, energy-efficient IoT solutions
and introducing environmentally friendly materials in
the production of telecommunications equipment. The
expected effect is to reduce the carbon footprint of the
ICT industry, increase the environmental responsibility
of telecommunications companies and create more
sustainable communication networks of the future.
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Networks for critical applications are a key element of
modern infrastructures, and their development requires
an interdisciplinary = approach  that combines
telecommunications, cybersecurity, artificial
intelligence and other fields. Research in this area
focuses on ensuring high reliability, minimal delays and
cybersecurity.

Holographic and tactile communication interaction
technologies will become the basis of future digital
communications, changing the ways in which people
and machines interact.

Thus, the presented research areas determine the
future of electronic communications. Research in these
areas will ensure sustainable development of the
industry, taking into account the growing needs of
modern society for fast, secure and reliable data
transmission technologies.
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Kpasuyk C.0., Kpaguyk L. M.
Hanpsamku nepecneKTHBHHX J0CTiTKeHb B raiy3i eJJeKTPOHHUX KOMYHiKawiii
Hasuanvno-naykosuii incmumym menexomynixayivnux cucmem KIII im. leopa Cikopcvkoeo, m. Kuis, Yxpaina

Ilpobnemamuxa. Ha cydacHOMy erarii eleKTPOHHI KOMYHIKallii MOBHHHI 3a0€3MeUNTH: HAAIBUIKUNA OOMIH JTAaHUMH MiXk
BUPOOHNYMMH CHCTEMaMH, IO MiJBUILYE IPOIYKTUBHICTh Ta O€3MEKy; BUKOPUCTAHHS POOOTH30BaHNX CHCTEM Ta IITYYHOTO
IHTENeKTY JUIsl TATPUMKH JIOAEH y BHpOOHMYMX mporecax. HamiliHi enekTpoHHI KOMyHIKamlii 3a0e3nedyioTh Oe3rneKky
HPOMHCIIOBAX MEPEXK 1 NMEePCOHANBHHUX [aHWX; IHTENEKTyalbHi (abpHKH 3 MEpPEKHUMH CEHCOPaMU Ta aBTOMATH30BAHUMH
cucreMaMu oOpoOKH JJaHuX. B 11boMy KOHTEKCTI niepe/i eJeKTPOHHUMH KOMYHIKAI[ISIMH TIOCTal0Th HOBI BUKJIMKH I BiIOBIIHO
M BH3HAYAIOTHCS HOBI IIPOOJIEMH, BUPILICHHS SKHX ITOTPeOye NPOBEICHHS IEPCIEKTUBHUX HAYKOBHX JOCIIIKEHb.

Mema docnidsceny. MeToro anoi poOOTH € y3arajbHEHHS Ta BUCBITICHHS KIIOUOBUX HAIPSIMKIB PO3BUTKY €JEKTPOHHUX
KOMYHIKaIiH, sSKi BU3HAYalOTh Cy4acHUH Ta MaiOyTHIN cTaH ramysi. BoHa cnpsMoBaHa Ha OKpECIEHHsS HAyKOBHX BHKIIHKIB i
MIEPCIEKTUB, 1110 MOB’s13aHi 3 HU(POBI3AIIEI0 CYCMUILCTBA, 3DOCTAHHSAM TIOMUTY Ha IIBHAKY, HaJIHY Ta Oe3NevHy nepeaady
JIaHUX.

Memoouka peanizayii. Auani3 $pakTopiB Ta TEXHOJOTIH, [0 BIUIMBAIOTh Ha 3POCTaHHS MOTPEO B MOJAJIBIIOMY PO3BUTKY
CNIEKTPOHHUX KOMYHIKAI[IM, SIKOCTI HaJaHHS TEICKOMYHIKAI[IWHUX MOCIYyr Yy Mepeax II'SITOr0 1 HACTYITHOTO MOKOJIHHS,
BIPOBA/KECHHS HOBHX BHJIIB €IEKTPOHHUX KOMYHIKaIii Ta IX iHTerpaist 3 mepejoBUMH iHPOPMaIiHHUMH TEXHOJIOTiSIMH.

Pezynomamu 0ocnioxycens. IlpencraBieHi HampsIMH JOCTIIKEHb BH3HAYAIOTh MaiOyTHE ENEKTPOHHHX KOMYHIKAIlii.
Hocnimxenns y nux cdepax J103BONATH 3a0€3MEUUTH CTIHKUH PO3BUTOK Tally3i, BpaXOBYIOUH 3pOCTaroyi MOTPeOH Cy4acHOro
CYCITIIIbCTBA Y MIBUJIKUX, OE3MEUHHX TA HAJ[IHHUX TEXHOJIOTIAX Mepeiadi JaHuX.

Bucnoexu. OcHoBHa MeTta HanpsaMKy 6G Ta MailOyTHIX NMOKOJIHb MEPEX € CTBOPEHHS HaIIBUJIKHX, HAJHAMIHHUX Ta
IHTENEKTYa bHUX MEpEeX, 3MaTHUX MIATPUMYBATH HOBI BHJM CEPBICIB 1 JOAATKIB, BiJi AaBTOHOMHOTO KEpyBaHHS Ta
JIMCTaHIIHHOT MEMIIMHY JI0 TIOBHOMACIITAOHUX MYJIbTUMETIHHUX KOMYHIKAI[I.

HanpsiMok KBaHTOBMX KOMYHIKAIiii — Il PEBOJIOLIHHMI HANPSMOK, sIKuil 0Oilsie 3a0e3rneunt a0CONOTHY Oe3reKy
nepezaui iHpopmarii Ta BiIKPUTH HOBI MOXIIMBOCTI J1s 3B's13Ky. Hanpsmox macintaOyBanus [oT — 1ie Kil040BHiA HATIPSIMOK,
SKUH BU3HAYA€ MaiOyTHe OaraTboX KOMYHIKAIIHHUX TEXHOJOTIH.

Hanpsimox pmocnijukenp, mo Biiodae TyyHuid iHtenekt (Al) Ta mammnae HaBuanHs (ML), Bumarae e Oibiie
imrerparii Al Ta ML y Bci acriekTn eneKTpOHHUX KOMYHIKAIiH, [0 TMPHU3BEE IO CTBOPEHHS OiIBIT pO3YMHUX, e()eKTUBHUX i
OesneuHux mMepexk. besneka ta KOH(IAEHIIHHICT Y €NeKTPOHHUX KOMYHIKAIisAX — 1€ AWHAMIYHUN HAIMPSIMOK, KU MOCTIHHO
PO3BHBAETHCA Yepe3 3pOCTaHHs Kibep3arpo3 Ta TEXHOJIOTIYHUN IPOrpec.

Edge Ta Fog Computing € KJIIOYOBUMH TEXHOJOTiSIMH 111 MaiOyTHBOTO €NEKTPOHHUX KOMYHIKalii, 1 iIX pO3BHTOK
BUMarae MKIUCIUILTIHAPHOTO MiXO/Y, 10 MOEAHY€E KOMITTOTepH] HaykH, TeiaekomyHikanii, Al ta IoT. Jocmimkenus y chepi
NFV Ta SDN HeoOxigHi juisi TOKpaIleHHs NPOJYKTHBHOCTI, aBTOMAaTU3allii Ta 0e3rneky Mepex. BoHU BiAIirpaloTh KIIOYOBY
poitb y MaiioytHeoMy SG/6G, xMapHUX o0uKciieHb, [0T Ta mpoMuCIOBHX MepeKax.

3esieHl KOMYHIKallil € BRXJIMBAM HANpPSMOM JOCIHI/DKEHb, IO CIPSIMOBAHMN Ha IIJ[BUINEHHS €HEProe()eKTHBHOCTI Ta
CTaJIOCTI TEICKOMYHIKAI[IHHUX Mepex. Mepexi Ui KPUTUYHO BaXKIMBHUX 3aCTOCYBAHb € KIIFOYOBHM EJIEMEHTOM CYy4YacHHX
iHdpacTpykTyp, 1 iX PO3BUTOK BHMAara€ MiKIMCIHUILUIIHAPHOTO IiIXOAYy, L0 TOEJHYE TeleKOMYyHikalil, KibepOesmeky,
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IITYYHUH IHTENeKT Ta iHmi ramysi. Texnoxorii B3aemonii rojorpadiuHnX i TAKTHIBHUX KOMYHIKAI[ii CTaHYTh OCHOBOIO
MaiOyTHIX HU(POBUX KOMYHIKaLiif, 3MIHIOIOUH CIIOCOOH B3a€MOIi JIFOIEH Ta MalIKH.

Kniwouosi cnosa: 6G; xeanmosi KomyHikayii; 3eneni KomyHikayii; 6e3neka ma KoH@IOeHyiuHicmy, iHmepuem peuel,
WMYYHUL iHmMeneKkm, 2IUbOKULl KOCMOC, Gipmyanizayis mepexcesux QYHKYIll, KpUmMuiuHo 8axiciusi mepeoici; eonoepagiuni ma
MAKmMuIbHI KOMYHIKAYii.
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