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Background. With the proliferation of Internet of Things (IoT) networks in the digital age, the risk of cyberattacks,
especially DDoS attacks, is also increasing. 0T devices such as smart refrigerators, thermostats, webcams and other Internet-
connected home appliances are being targeted by attackers who can use them as part of a botnet to conduct DDoS attacks.
These devices often have inadequate network security and are rarely updated, making them vulnerable. DDoS attacks can
result in significant losses such as lost revenue, reputational damage and costs to restore services. So, the vulnerability of loT
networks to DDoS attacks and the need to develop effective protection measures is a pressing issue.

Objective. The purpose of the paper is to analyse software that supports DDoS attacks in IoT networks. Provide general
recommendations to help improve approaches to defence measures in IoT networks against DDoS-enabled malware.

Methods. Five main DDoS attack models are considered: agent-handler model, reflexive model, IRC-based model, web-
based model, and P2P-based model. Three most dangerous software capable of DDoS attacks on IoT networks are analysed:
Mirai, XOR.DDoS and Linux.Hydra.

Results. There are many models and methods of DDoS attacks on IoT networks. The most dangerous are Mirai,
XOR.DDoS and Linux.Hydra. Each of these software has its own specific characteristics and methods of carrying out attacks.
The study also showed that there are several effective measures to counter these attacks, including setting strong passwords,
regularly updating software, setting up traffic filters and restricting network access.

Conclusions. Key aspects of DDoS attacks, their models and process steps are considered. The paper focuses on the three
most dangerous software used to conduct such attacks and provides recommendations on how to counteract them.

Keywords: DDoS; IoT; cyberattack; botnet; malware; Mirai; XOR.DDoS; Linux.Hydra; network security;, DDoS
countermeasures.

Introduction huge number of unwanted requests to the target server,
In today's digital age, the Internet of Things (IoT) is  causing it to overload and deny service.
becoming more pervasive, but with it comes an Since IoT devices often have weak security and are

increasing risk of cyberattacks, especially DDoS rarely updated, they become an easy target for
attacks. This presentation analyses the software that attackers. This makes IoT devices vulnerable to DDoS
supports DDoS attacks in IoT networks and strategies  attacks, which can have serious consequences for users
to counter them. It also discusses general and services.

recommendations for improving IoT networks' defence

measures against malware that supports DDoS attacks. S—
First, it is necessary to explain what a DDoS attack is. w
Definition of the term "DDoS Attack" )J%'f'r'ous
A DDoS (Distributed Denial of Service) attack is a Attacker s s
type of cyberattack aimed at overloading a network - mﬂ
resource so that it becomes unavailable to legitimate < am
users. This is accomplished by sending a huge number y ',

Out of Resources

of requests to the target server or network, resulting in a ‘V
denial of service. A general diagram of a DDoS attack [y ‘

can be seen in Fig.1. T T SERVICE OFFLINE
In the context of the Internet of Things (IoT), DDoS Legitimate Users

attacks are particularly dangerous. IoT devices such as Fig.1 General diagram of a DDoS attack

smart refrigerators, thermostats, and webcams are often

connected to the Internet and can be used by attackers Stages of formation of DDoS Attack

to create a botnet. These infected devices can generate a
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To successfully conduct a DDoS attack, an attacker
performs several key steps. Each of them is important
for achieving the ultimate goal of denying service to the
target server or network. Let's take a closer look at these
steps:

1. Target selection: the attacker identifies a target
server, system, or network to attack.

2. Botnet creation: the attacker infects a large
number of devices (bots) with malware to form
a botnet.

3. Launching the attack: using the botnet, the
attacker sends a huge number of requests to the
target server. This can be thousands or millions
of requests per second.

4. Denial of Service: the server cannot handle all
requests due to excessive load, resulting in
delays or complete denial of service for
legitimate users.

Thus, DDoS attacks can have serious consequences
including loss of revenue, reputational damage, and
service restoration costs. Therefore, it is important to
have a DDoS attack defence strategy that includes
prevention, detection, and recovery measures. Once the
basic steps have been identified, we need to look at the
existing DDoS attack models.

Models of DDoS Attack
As seen in Fig.2, there are five main DDoS attack
models:

1. Agent handler model: this model consists of
clients, handlers and agents (infected devices). A
client is a device used by the attacker to
communicate with other elements of the attack.
Handlers communicate with agents, learning
their state and planning attacks. Agents, usually
unnoticed by their owners, perform attacks
using minimal system resources.

2. Reflector model: in this model, agents send
packets to other, uninfected machines
(reflectors) rather than directly to the victim.
This hides the source of the attack traffic and
amplifies the attack with broadcast IP addresses,
which increases the amount of traffic directed to
the victim.

3. IRC-based model: similar to the agent handler
model, but uses IRC channels for
communication between clients and bots. The
use of IRC channels makes it difficult to track
attacks, provides a high level of secrecy, and

does not require the attacker to maintain a list of
agents.

4. Web model: similar to the IRC model, but
instead of IRC channels, websites are used. This
model allows for more effective attack
management through complex scripts and
encrypted communications. The web-based
model provides ease of installation and use, as
well as the ability to hide traffic.

5. P2P based model: features a decentralized
approach where there are no handlers.
Commands are sent to bots through a Peer-to-
Peer network, making the system more resilient
to failures and making it harder to track attacks.
The goal is to destroy all bots to disrupt the P2P
network.
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Fig.2 Models of DDoS Attack

Analysing malicious DDoS software

Currently, there are 3 most dangerous pieces of
software capable of conducting DDoS attacks on IoT
networks.

1. Mirai. Mirai is one of the most well-known IoT
malware, which was first discovered in 2016. It creates a
botnet of infected [oT devices and can perform a variety
of DDoS attacks using TCP, UDP, and HTTP protocols.

Mirai's main components are:
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o  Scanner: detects vulnerable [oT devices.

o Destruction module: eliminates other
malware on the device.

o Attacker module: executes DDoS attacks as
directed by the management server.

e Reporting server: collects information about
vulnerabilities.

o Loader Server: Downloads malware to new
devices.
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Fig.3 Mirai Botnet Infection Methodology
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2. XOR.DDoS. XOR.DDoS appeared in 2015 and
exploits the ShellShock vulnerability to infect devices. It
can perform various types of DDoS attacks such as SYN
Flood, UDP Flood, DNS Flood and TCP Flood.

The main features of XOR.DDoS:

o Compromise via ShellShock: exploiting a
vulnerability to execute malicious code.

e High attack power: attacks reach millions of
requests per second.
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Fig.4 XOR.DDoS Infection Methodology

Command & Control Server

3. Linux.Hydra. Linux.Hydra appeared in 2008 and
targets MIPS-based routers. It uses dictionary attacks or
D-Link vulnerabilities to compromise. Once infected,
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the device becomes part of an IRC network and is
capable of performing basic SYN Flood attacks.
Linux.Hydra features:
o Dictionary attack: brute force passwords to gain
access.
e Exploitation of D-Link vulnerabilities: targeted
attacks against specific routers.
e IRC integration: control via IRC channel.
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Fig.5 XOR.DDoS Infection Methodology

These three applications pose a serious threat to loT
networks, due to the possibility of using a large number
of vulnerable devices to conduct massive DDoS attacks.

Recommendations for countering malicious DDoS
software attacks
For Mirai:

e Strong passwords: set passwords that consist
of a combination of upper and lower case
letters, numbers, and special characters.

o Firmware updates: regularly update the
firmware on loT devices, including security
updates.

o Traffic Filtering: configure traffic filters on
network devices to detect and block
abnormal or potentially malicious traffic.

o Port Closure: close TCP port 23 and disable
the Telnet service on the router.

For XOR.DDoS:
e Changing passwords: change
passwords to strong passwords.
e Limit IP addresses: limit the number of IP
addresses your IoT device connects to.

default
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e Firewall: use a network firewall and DNS
filtering to block potential SYN packets.

o Software Update: install software updates to
address vulnerabilities.

For Linux.Hydra:
e Strong passwords: change default passwords
to strong default passwords.
e Limit password attempts: configure the
system to block password attempts after a
certain number of failed attempts.

These measures can help reduce the risk of
successful DDoS attacks on IoT networks, improving
the overall security of your devices.

Conclusion

The paper elaborates on the key aspects of DDoS
attacks, their patterns and process steps. It also focuses
on three most popular viruses - Mirai, XOR.DDoS and
Linux.Hydra - that are used to conduct such attacks.
These viruses pose a serious threat to IoT networks as
they can exploit vulnerabilities in these networks to
conduct large-scale DDoS attacks. However, with
proper knowledge and security measures, it is possible
to counter these threats.

The paper also provides recommendations to counter
these viruses, which include regular software updates,
using strong passwords, limiting network access, and
using specialized security tools. Given the rapid
evolution of IoT technologies, it is important to
continue research in this area to ensure the security and
stability of IoT networks in the future.

Through such research, we can be better prepared to
face potential threats and ensure that systems run
smoothly.

Ilpaguno B.B., Asepkics €.0.
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AHaJIi3 WKiTHBOro nporpamMHoro 3agnesneyenHs 3 nigrpumkor DDoS-atak B mepeskax loT
Ipob6aemartuka. 3 nommpenHsM mepex [areprery peueid (IoT) y nudpoBy enoxy 3pocrae i pusuk Kideparak, 0co0IMBO

DDoS-atak. loT-mpuctpoi, Taki sK pPO3yMHI XOJOAMIBHUKH, TEPMOCTATH, BeO-KaMepd Ta iHII TIOOYTOBI MPHUCTPOI,
HIAKIIOYeHi 10 [HTepHeTy, CTaloTh MILIEHHIO IS 3I0BMUCHUKIB, SIKI MOXKYTh BUKOPHCTOBYBATH X SIK 4aCTHHY OOTHETY ISt
nposeneHHs DDoS-atak. 11i mprctpoi 9acTo MaroTh HEJOCTATHIN MEPEekEBHI 3aXHCT 1 PiIKO OHOBIIOIOTHCS, IO POOHTH iX
ypazmuBuMu. DDoS-ataku MOXyTb NPU3BOAUTH 0 3HAYHKUX 30MTKIB, TAKKMX SIK BTpaTa JJOXO/y, LIKOJA PeIyTalii Ta BUTpaTn
Ha BigHOBIEeHHs nocayr. OTxke, akTyalbHOMO € mpoOiema BpasmuBocti loT-mepex no DDoS-arak Ta morpeda B po3poOui
e(heKTUBHHX 3aXO/IiB 3aXHUCTY.

MeTta gocaimkeHb. AHani3 nporpamMHoro 3abesmnedeHHs, mo marpumye DDoS-araku B Mepexax [oT. Haganus 3araapHux
PEKOMEH/aLiH, SIKi JOMOMOXKYTh MOKpAIIUTH TJXOIM 0 3aXOAIB 3aXHMCTy B Mepexkax 3 TexHoioriero loT, cnpsMoBaHuX
TPOTH IIKiJTHBOTO MPOTPAMHOTO 3abe3medeHHs 3 marpumkoo DDoS-araxk.

Metoquka peamizamii. Po3riasHyto m'ate ocHoBHHX Mopeneii DDoS-atak: Mopens areHT-00poOHHMK, pedieKTopHa
Mojenb, Moaens Ha ocHoBi IRC, BeO-mozenb Ta Mozens Ha ocHoBi P2P. Ilposeneno amanmiz TpboxX HaiHeOe3neuHINIMX
TpOTpaMHKX 3a0e3MeueHb, 30aTHuX 3idcHoBatH DDoS-ataku Ha loT-mepexi: Mirai, XOR.DDoS Ta Linux.Hydra.
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PesynbTaTn jmociaimkeHb. IcHye Benmuka KUTbKICT Mogeneil Ta meromiB 3miiicHenHs DDoS-atak nHa loT-mepexi.
Haiibinpimn HeOesneunnmu € mporpamiui 3abesnevenHs Mirai, XOR.DDoS ta Linux.Hydra. Koxue 3 mux I13 mae cBoi
crierdivHi 0COOIMBOCTI Ta METOIM 3MiMCHEHHS atak. JIOCIIDKEHHS TaKokK IMOKa3ajo, IO iCHYE AeKUIbKa e()eKTUBHHX
3aXOJiB JUIA MPOTHIii IIUM aTakaM, BKJIFOYAlOYM BCTAHOBJCHHS CHIIBHHX IapOJNIiB, PEerylspHE OHOBICHHS IPOTPAMHOTO
3a0e3MeYeHHs], HaaITyBaHHsA QUTBTPIB Tpaiky Ta 0OMEKEHHS JTOCTYITY 0 MEPExi.

BucnoBku. PosrisHyTo KimodoBi acmektd DDoS-arak, iX Mojeni Ta eTamu Tpolecy. AKIIEHTOBAaHO yBary Ha TPhOX
HaifHeOE3MEUHIIMMX POrpaMHUX 3a0C3IEUCHHSX, SIKI BHKOPHCTOBYIOTHCS JUISL NMPOBEICHHS TAaKMX aTak, Ta HaTaroThCs
peKOMeHIaIii MIoI0 MPOTHIIT M.

Knwuosi cnosa: DDoS; 1oT; «xibepamaxa, Oomuem; wKionuee npocpamie 3abesnevenns, Mirai; XOR.DDoS;
Linux.Hydra, 6e3nexa mepeoic; npomudis DDoS.





