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Background. When establishing security measures for telecommunication networks involving unmanned aerial vehicles
(UAVs), characteristics such as high scalability, device diversity, and high mobility should be considered. Authentication is a
fundamental property that allows a UAV network to establish secure communication between its core components.
Authentication also protects the UAV network from attackers impersonating legitimate UAVs. UAV authentication can further
secure the communication channel by preventing impersonation and replay attacks. The design of UAV access control
schemes, such as authorization and authentication mechanisms, remains a challenging research problem in UAV networks. The
network becomes even more complicated when it interacts with a multitude of UAVs, called a swarm. A swarm by its very
nature has a dynamic structure, and this raises the issue of unreliable constraints on UAVs in its composition. A standardized
solution for the authentication of a single drone using the new 5G radio network (NR) is known, but for a swarm of drones, this
is an open field of research. Per-UAV authentication key sharing as described in 5G NR does not scale across groups of UAVs.

Objective. The purpose of this work is to conduct an analytical review and consider approaches to creating procedures for
the authentication of a swarm of UAVs/drones with wireless equipment on board for the 5G NR network, taking into account
the features of swarm formation and the very requirements for 5G authentication.

Methods. Analysis of factors affecting the quality of provision of telecommunication services using UAVs in fifth
generation networks. Analysis of well-known publications dedicated to the implementation of 5G networks and the use of
drones in them. Comparing the implementation of UAV authentication procedures with on-board wireless equipment in the 5G
network.

Results. The widespread use of small UAVs, as well as the large expansion of wireless SG networks, requires new security
measures to prevent unauthorized access to sensitive data.

Identification and Authentication for a mobile operator's network using drones allows for secure communication between
its main components. This makes it possible to recognize the very drones that participate in the formation of such a network.
Drone authentication often protects the communication channel by preventing replay attacks. The development of drone radio
access control mechanisms, such as authorization and authentication mechanisms, remain relevant researches for the
construction of promising radio access networks involving UAVs.

It has been confirmed that the introduction of special group procedures for the authentication of a swarm of drones in the
5G network can significantly improve the quality of the provision of telecommunication services.

Conclusions. When working with a swarm of drones, in addition to the usual problems with encryption and authentication
(within the swarm and for communication between the swarm and the ground control station), there are additional problems
related to the constant change in the composition of the swarm and its hovering position: drones can join or leave a swarm.

Depending on the swarm management structure, a different method of authentication will be needed, which makes it
difficult to unify such procedures for a swarm of drones. Authentication procedures for a swarm of drones in 5G can be
implemented through the following approaches: individual authentication, when each drone as a member of the swarm
undergoes authentication with one NR 5G ground station; you can consider such an approach as authentication of a group of
IoT devices, if the traffic of the swarm is very limited; group authentication through a leader drone that communicates with
swarm members and the 5G operator's network; group distributed authentication through edge drones.

Group authentication via a drone leader is presented, where authentication is performed through a mechanism based on
distributed delegation to reduce the service traffic directed to the 5G operator's core network. Here, legitimate drones are
authorized as proxy delegated signers to perform authentication on behalf of the underlying network.

Group distributed authentication through boundary drones is considered, which offers more solutions than the case of
authentication through a leader drone. Here, a solution is possible for several cases at once, for example, authentication of new
drones (entering the swarm or leaving the swarm) and merging two separate drone swarms.
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I. INTRODUCTION

The  development of modern  electronic
communications proceeds by increasing the mobility of
the infrastructure itself for the provision of information
services, which confirms the intensive development of
cellular mobile communication networks of the 5th and
6th generations [1, 2]. One of the achievements of the
development of the 5G mobile network is to go beyond
the traditional approach of mobile broadband to expand
the possibilities of providing new solutions that meet
the urgent needs of the development of the modern
heterogeneous infrastructure of electronic
communications [3-5]. A good example of such a
solution is the standardization work carried out in the
Release 17 documents of the 3GPP (3rd Generation
Partnership Project) organization (TS 29.255 and TS
29.256 specifications) regarding the use of cellular
communication with the support of Unmanned Aerial
Systems (UAS, Uncrewed Aerial Systems) on to the
base of small unmanned aerial vehicles (UAVs) -
drones, which allows the mobile operator's network to
benefit from universal coverage, high reliability of
connections, maintenance of service quality and
dynamic mobility of nodes of its infrastructure [6, 7].

The widespread use of small UAVs for various
applications, as well as the ubiquitous wireless
connectivity of 5G and 6G networks, may require new
security measures to prevent unauthorized access to
sensitive data [8]. Similarly, when establishing security
measures for networks with drones, one should take
into account such characteristics as high scalability,
variety of device implementations, and their high
mobility [9].

Authentication is a fundamental characteristic that
allows a drone network to establish secure
communication between its core components. This
allows for the authentication and identification of the
drones themselves that participate in the formation of
such a network. The security reliability of each drone is
verified using a digital signature and only authenticated
drones can continue to operate on the network.
Authentication also protects the drone network itself
from attackers who want to replace a working UAV.

Drone authentication can protect the communication
channel by preventing repeat attacks. The development
of drone network access control schemes, such as
authorization and authentication mechanisms, remain
relevant researches for the construction of various
networks involving UAVs.

Known solutions for authenticating a single drone
using the new 5G radio network (NR) require two steps.
The first step covers the authentication between the
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drone and the 5G core network, and the second step
covers the authentication between the drone and the
drone control station. It is not possible to authenticate
every drone in a swarm with the current solution
without delay. The authentication keys between the
base station (BS) and the user equipment (UE) must be
transferred to the new BS during handover [10 - 12].

Groups of drones are very mobile and may require
several switches from one BS to another BS. In a 5G
NR radio access network for a group of drones, not
necessarily a swarm, there may be a latency problem
caused by authentication requests from the core
network for each new connection. If the number of new
members of the group is too large, the servers in the
basic network may cause a delay, or even refuse to
authenticate.

It is also important to consider some specific aspects
of cooperation both within a drone swarm and between
swarms, which are closely related to the authentication
model and affect the algorithms underlying the
execution of swarm missions. In addition to the usual
encryption and authentication problems (within the
swarm and for communication between the swarm and
the ground control station), there are additional
problems. Thus, a swarm by its nature has a variable
structure, and this raises the problem of unreliable
boundaries of such a swarm. In addition, the swarm is a
system that constantly changes in its composition and
position: drones can join or leave the swarm due to
planned actions or due to unexpected events. An
external drone can join the swarm instead of a drone
leaving it. Thus, there will always be a threat of
intrusion into a swarm of malicious UAVs. In general,
even today there are no foolproof general authentication
mechanisms, and even more so for networks involving
swarms of drones.

Therefore, the purpose of this work is to conduct an
analytical review and consider approaches to the
creation of UAV/drones swarm authentication
procedures with wireless equipment on board for the
5G NR network, taking into account the features of
swarm formation and the requirements for 5G
authentication.

The plan of the article is as follows. First, we
consider the requirements of the current 3GPP
recommendations for the possible services of drones in
the 5G radio access network and for the authentication
of individual drones in the 5G network. Next, we
outline the requirements for the characteristics and
features of the deployment and operation of a swarm of
drones designed to connect to the 5G network. Finally,
we present authentication methods and procedures that
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could be used to connect a swarm of drones to a 5G
network.

1II. REGULATORY REQUIREMENTS FOR DRONE
AUTHENTICATION IN THE 5G NR NETWORK

Currently, a number of documents of the 3GPP
organization already provide a certain technical
foundation and recommendations for the use of
individual drones with telecommunication equipment in
the 5G network and can be useful in the implementation
of such systems. In particular, documents TS 22.125
and TS 29.257 [13, 14] define the requirements for
services for drones in the 5G network. It describes the
characteristics that must be supported for the effective
use of drones; technical report TR 38.889 [15] presents
the results of research into the possibilities of using the
5G network in the wunlicensed spectrum for
communication with unmanned aerial vehicles; report
TR 38.912 [16] describes the results of research on the
integration of unmanned aerial vehicles (UAV) in the
5G NR network; document TR 38.811 [17] investigates
the support of 5G NR networks in satellite systems,
which may be important for communication with
drones in remote areas.

The key features of the 3GPP architecture according
to ETSI TS 123 256 for UAV integration with 5G NR
are presented in Fig. 1 [18].
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Fig. 1. System architecture 5GS and EPS for UAV:
5GC - 5G Core;
EPC — Evolved Packet System;
NEF - Network Exposure Function;
NG-RAN — Next Generation Radio Access Network;
RAN - Radio Access Network;
TPAE - Third Party Authorized Entity;
UAS NF - UAS Network Function;
UAS - Uncrewed Aerial System;
UAV - Uncrewed Aerial Vehicle;
UE — User Equipment;
USS - UAS Service Supplier

The following functions were established for the
operation of the new architecture:

- USS (UAS Service Supplier) is an organization
that supports the safe and efficient use of airspace by
providing services to the operator/pilot of an unmanned

aerial vehicle to meet the operational requirements of
UTM (Uncrewed Aerial System Traffic Management);

- UAS NF (UAS Network Function) is a new 3GPP
network function used for external access to USS
services, including UAS authentication/authorization,
UAS flight authorization, UAV-UAVC communication
authorization (UAVC - UAV Controller), UAV
tracking and control QoS and ftraffic filtering for
communication, as well as to support remote
identification;

- TPAE (Third Party Authorized Entity) is one of the
components of the remote identification system, where
it can control the UAV, access and track the UAV data,
and control the UAV, canceling the UAVC if
necessary. TPAE can be considered as UE, NF, or third
party, depending on the application scenarios. It can be
authorized by UTM to interact with UAV sets.

For UAV identification, the 3GPP organization
introduced UAV remote identification at the CAA
(Civil Aviation Administration) level. Such a UAV 1D
acts as a globally unique identification that is
electronically and physically readable and tamper-
proof, allowing the recipient to contact the correct USS
for information about the UAV and can be assigned
exclusively to the USS by means outside 3GPP or
designated USS using the 3GPP system [19].

The first step for a UAV owner is to register the
latter with USS outside of 3GPP through a procedure
that can take place offline or via an Internet connection.
During this procedure, the CAA-level UAV ID is
configured in the UAV, and avionics-level information
(such as UAV serial number, UAV operator
information, etc.) is provided to the USS.

The UE on board the UAV then registers to the
3GPP network wusing existing 3GPP primary
authentication procedures with MNO (Mobile Network
Operator) credentials stored in its USIM (Universal
Subscriber Identity Module).

After the UE is successfully authenticated, the initial
UUAA (UAV USS Authentication and Authorization)
procedure is performed to allow the 3GPP core network
to verify that the UAV is successfully registered with
the USS. In 5@, this procedure may occur during 3GPP
registration or during PDU (Packet Data Unit) session
establishment for UAS services.

The registration procedure has been specifically
extended to allow the UE to specify its CAA-level
UAV ID in the new Service-level-AA container
included in the registration request message that
initiates the AMF (Access and Mobility Management
Function) and also in the installation request message
session PDU triggering SMF (Session Management
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Function) to initiate UUAA with USS via UAS NF
[20].

Document TR 38.811 [17] describes the radio
aspects of the use of unmanned aerial systems (UAS),
including high-altitude aerial platforms (HAPS) as a
base station. At the same time, a UAV with an on-board
base station is designated as UxNB, and the latter can
act not only as a base station, but also as a repeater.

In order for a UAV to be accepted as a UXNB, the
following prerequisites must be met:

- the UAV must be equipped with on-board
equipment that supports the base station function;

- The UAV can fly to a specified area independently
or under the control of an operator, and then hover over
this area for a certain period of time;

- UxNB is able to connect via a wireless connection
to the 5G base network and work as its base station;

- before the UxNB is operational, it must be
authorized by the 5G backbone network.

An example scenario of using UxNB can be as
follows. The operator finds that some areas require
temporary coverage, but such coverage cannot be
achieved by installing a fixed base station. In this case,
the use of UxNB is the most suitable and the scenario
will be as follows:

1) the operator has decided that a certain area needs
temporary coverage, which can be implemented by
deploying UxNB;

2) all the necessary parameters for the
implementation of this coverage are determined;

3) specific UxNBs are sent to a defined zone;

4) after arriving in the target area, each UxNB
downloads the functions of its base station and receives
authorization from the NMS (network management
system);

5) NMS downloads configuration data to UXNB;

6) UxNB configures and transfers the functionality
of its on-board base station to operational mode;

7) during operation, the UxNB does not move
relative to the ground. A UE can access a 3GPP
network through a single UxNB. The user does not feel
the difference between the UxNB service and a regular
stationary base station;

8) The UxNB turns off its base station functionality
and returns home in the event that the end of temporary
coverage support is approaching or due to insufficient
power supply of the UxNB.

In principle, the actions of the 5G backbone network
for drone authentication are very similar to those of the
UE. Summarizing the existing provisions and schemes
of drone authentication [21-23], the following stages
can be distinguished:

1) the on-board processor of the drone calculates
SUCI (subscription concealed identifier), encrypting
SUPI (subscription permanent identifier) with the
public key of the base station (BS);

2) the drone sends SUCI to the AMF function
(access and mobility management function);
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Fig. 2. Drone authentication according to the 3GPP Rel-17 (DCS —
Drone Control Station)

3) AMF provides SUCI to UDM (unified data
management);

4) UDM decodes the SUCI and compares the SUPI
with the existing database; if SUPI is valid, then UDM
generates a random value RAND and adds to the
random value SUCI;

5) UDM sends back to AMF RAND and SUPI,

6) AMF extracts the RAND and transfers it to the
drone;

7) the drone adds the SUCI to the random value and
sends it back to the AMF;

8) if the AMF confirms the identity of the drone, the
UAS ID is requested from the drone;

9) the drone sends the UAS ID to the AMF;

10) AMF sends the ID to the control station;

11) DCS and drone perform re-authentication; after
receiving confirmation from DCS, AMF starts to
provide 3GPP service for the drone on-board
equipment.

11l. DRONE GROUP AND SWARM SCENARIOS

As you can see, the standards for the 5G network
provide us with a description and recommendations for
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the authentication procedures of an individual drone
(UE or UxNB). The problem arises when we want to
connect not an individual drone, but a group or swarm
of them. In the case of a group, the connection can
happen sequentially with each member of the group,
which of course increases the connection time and
weakens the security of authentication. In this case, it is
possible to use authentication approaches for a group of
drones as for a group of IoT devices. But at the same
time, for the UxNB mode, there will be a significant
restriction on the traffic of a separate drone, as for a
regular [oT device with a low bandwidth.

Of course, you need to understand that a group of
drones is not a swarm of drones at all. A group of
drones, or as they are called a fleet of drones, is a
discrete association of completely independent UAVs
to perform one common task. Management of members
of such a group can be centralized or individual. In the
latter case, the number of drones in the group cannot be
large. In addition, communication between individual
members of the group can take place centrally through
the 5G backbone network. Therefore, a group of drones
consists of separately authenticated independent
members with different identifiers. And this means that
the individual procedure described earlier is suitable for
their authentication. The fewer drones there are in the
group, the faster and more reliable the authentication of
this group will be.

It is worth noting that a swarm of drones is not just a
significant number of them. Swarm means primarily the
autonomous interaction of drones between themselves
or the queen/leader of the swarm and the same control
when performing tasks [24, 25]. Perhaps the swarm
could even have an internal autonomous distributed
computing system for the operation of artificial
intelligence. A swarm differs from a group in its
isolated integrity and independence (self-organization)
to fulfil the set goal.

The proposed constructions of some swarm
management strategies: centralized and decentralized
with a leader/host, collective self-management with
information exchange, decentralized management with
forecasting, self-organization without information
exchange [26, 27].

The drone swarm is an evolving and evolving
system: drones can join or leave the swarm. Thus, there
must be a security mechanism to prevent the intrusion
of an intruder drone. Moreover, the security system
should be implemented in a distributed way to maintain
the stability of the swarm [28]. There are times when
identifiers and encryption keys can be distributed to
escort ground stations during mission preparation, but
this is not always possible, especially when separation

of powers between swarm members must be
maintained. In addition, care should be taken not to
functionally overload any particular drone leader that
could be detected by an attacker.

Thus, [21] describes the distributed structure of a
swarm of drones, in which swarm members form three
subgroups that have different powers/responsibilities.
The first group that ensures the integrity of the swarm is
the boundary drones, or guard drones, whose
responsibility is to monitor the departure and joining of
drones, as well as to identify new members in the
swarm. The second group is represented by network
drones that perform network operations and procedures
in the swarm itself. The third group of drones provides
services and is called service (service drones). Since the
swarm has a dynamic structure, the number of drones in
each of the groups can change depending on the needs
of the swarm to perform the task assigned to it.

The most common management structure is leader-
follower [29]. Here, one drone is the leader, which,
using autopilot or remote control, determines the
trajectory of the swarm and periodically transmits
commands to the members of the swarm (its followers).
Swarm members follow commands and perform tasks.
Despite all the benefits and potential of drone swarms,
maintaining communication within the swarm remains
a challenge, especially when the swarm membership is
constantly changing. To ensure communication with
previous or future swarm members is secure, the
encryption key must be instantly updated and
synchronized between all swarm members.

So, as we can see, depending on the swarm
management structure, a different method of
authentication will be needed, which complicates the
unification of such procedures for a swarm of drones.
Authentication procedures for drone swarms in 5G can
be implemented through the following approaches:

- individual authentication, when each drone as a
swarm member undergoes authentication with one NR
5G ground station; you can consider such an approach
as authentication of a group of IoT devices, if the traffic
of the swarm is very limited;

- group authentication through a leader drone that
communicates with swarm members and the 5G
operator's network;

- group distributed authentication through boundary
drones.

IV. APPROACHES TO CREATING DRONE SWARM
AUTHENTICATION PROCEDURES

Group authentication through drone-leader. In
this case, authentication is performed through the leader



drone with all members of the swarm. As an example,
an authentication mechanism based on distributed
delegation is proposed in [30] to reduce the service
traffic directed to the 5G operator's core network. In
this scheme, legitimate drones are authorized as proxy
delegated signers to perform authentication on behalf of
the underlying network. In addition, a mechanism for
selecting and moving a new leader drone from/to an
existing swarm is added.

Proximity Services (ProSe), which is a D2D
(Device-to-Device) technology that allows devices to
discover each other and communicate directly, provides
the basis for interaction between drones. The security
and privacy aspects of ProSe in 5G were defined in
3GPP Release 17 (TS 33.503) [31]. As shown in Fig. 3,
UEs A, B, and C are 5G ProSe-enabled UEs that
support 5G ProSe requirements and related procedures.
The direct side link radio interface between UEs is
called PC5. UEs A and B connect to the 5G Core (5GC)
via the gNB using a 3GPP air interface called Uu. UE
C, which is outside the network coverage area, acts as a
remote UE and can receive a connection through
another UE (such as UE B), which acts as a relay.
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" (ReloyUE) (Remote UE)
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Fig. 3. Some components and interfaces for 5G ProSe security
(source of the figure [31])

The policy control function (PCF) in the context of
ProSe provides UEs (for example, UEs A, B and C in
Fig. 3 above) with the necessary policies and
parameters to use 5G ProSe services. The 5G direct
discovery name management function (DDNMF)
handles the network actions required for direct
discovery (interacts with the UE through the PC3a
interface). The 5G ProSe key management function
(PKMF) interacts with the UE via the PC8 interface and
handles the network operations required to manage the
security keys to enable remote/relay detection and
communication of the UE. The PC8 and PC3a
interfaces rely on the SGC user plane for transport (IP
layer). It is clear that as a UE we can use swarm drones.
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At the top level, 5G ProSe has three security

functions:  direct  discovery  security,  direct
communication security and relay communication
security.

The standard ProSe procedure can take a long time
when there are a large number of drones in a swarm.
Therefore, for such a scenario, a so-called lightweight
security model for drone authentication via 5G ProSe is
proposed in [30], which minimizes the number of drone
message exchanges with the 5G core network. In
particular, authentication of the device based on the
signature of the proxy server is introduced. The leader
drone first broadcasts its unique proxy signature, and
then other drones that should join the swarm respond
with their proxy signature (Fig. 4). In all these
authentication messages, the original signer is the
underlying 5G network without the need to exchange
messages after each new drone join/disconnect.
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Fig. 4. Drone authentication message (PS - Proxy Signature)

An important component of such group
authentication is the concept of proxy signature, a
signature scheme in which the original signer delegates
its signature capabilities to a proxy signer [32]. The
proxy signer then creates a signature on behalf of that
original signer. When a recipient verifies a proxy's
signature, it verifies both the signature itself and the
original signer's delegation. The basic methodology of
proxy signing is that the originating signer first creates
a signature on the delegation information (proxy signer
ID or any warrant information) and secretly transmits it
to the proxy signer. The proxy signer uses this signature
as the proxy's private key or to generate the proxy's
private key. Because the proxy key pair is generated
from the original signer's signature in the delegation
information, any verifier can verify the original signer's
agreement against the proxy's signature.

Group distributed authentication through edge
drones. Group distributed authentication scenarios
offer more solutions than the drone leader
authentication case. Here, a solution is possible for
several cases at once, for example, authentication of
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new drones (entering the swarm or leaving the swarm)
and merging two separate drone swarms.

The cause of latency issues in 5G NR is the
authentication request from each new party (individual
drone or swarms). If the number of new members is too
large, the servers in the core network may experience a
delay or failure altogether.

Security drones, as shown in Fig. 5, can perform
group authentication with new parties and solve the
latency problem by authenticating more than one drone
at the same time.
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Fig. 5. Combining two swarms of drones (UDM - Unified Data
Management, AUSF - Authentication Security Function, SEAF -
Security Anchor Function)

In addition to adding a new drone to a swarm of
drones, there may be a need to merge two swarms. Each
drone swarm uses a different private key polynomial
(f(x); g(x)) for group authentication, as shown in Fig. 5
[21, 23]. Polynomials are known only to the underlying
network. Each drone in the swarms has only public and
private keys, which are (xdrone; f(xdrone) P) and
(f(xdrone)) for swarm I and (xdrone; g(xdrone) P) and
(g(xdrone) P) )) for swarm II.

The steps of such a scenario are as follows [21]. The
guard drone identified by the guard drones in the two
swarms requests private and public key pairs from the
core network for the opposite group. The core network
shares the valid keys with the corresponding security
drone by encrypting the keys with the private key of the
security drone. The guard drone shares public key pairs
with the opposing swarm after the keys are decrypted.
Guard drones in the opposing group's swarm send their
public key pairs to each other. As each drone in the
opposing swarm receives a valid public key equal to the
threshold value, it performs group authentication.

If group authentication is valid, the group key of the
second swarm is encrypted and sent to the sharing

drone in the first swarm. The security drone in the first
swarm encrypts the second swarm's key with the first
swarm's key and sends it to all swarm members. After
this stage, the two swarms are merged, and the group
key of the second swarm is used in intragroup
communication.

An example of two swarms of drones confirming
each other is shown in Fig. 6. In this example, the
threshold value is four, and three drones are guard
drones of the second swarm, and one drone is a guard
drone selected from the first swarm. The algorithm in
Fig. 6 can be used by two swarms to authenticate each
other and determine the swarm key for the newly
created swarm.

Private polinom: g(x)

Private key: g(1)
Public key; 1, g(1)P

Private key: g(2)
Public key; 2, g(2)P

Private key: g(3)
Public key; 3, g(3)P

Guard drones J

Private polinom: f{x)

Core

from 2 swarm Network

Selected guard-drone from
1 swam

Key requirement for pplynomial g(x)

Private key; g(4)
Public key; 4, g(4)P

Public key; 4,9(4)P

Threshold = 4
Perform group
authentication

Yes
Key = g(1)a(4)P

Key = g(4)g(1)P
|
Decipher and get g(0)
I
Share g(0) with the swarm

|
Fig. 6. Authentication of two swarms of drones. When the threshold
value of 4 is selected for the scheme, one drone from the first swarm
and three security drones from the second swarm are sufficient for
group authentication

V. CONCLUSION

The widespread use of small UAVs, as well as the
large expansion of wireless 5G networks, require new
security measures to prevent unauthorized access to
sensitive data.

Identification and Authentication for a mobile
operator's network using drones allows for secure
communication between its main components. This
makes it possible to recognize the very drones that
participate in the formation of such a network. Drone



authentication often protects the communication
channel by preventing replay attacks. The development
of drone radio access control mechanisms, such as
authorization and authentication mechanisms, remain
relevant researches for the construction of promising
radio access networks involving UAVs.

When working with a swarm of drones, in addition to
the usual problems with encryption and authentication
(within the swarm and for communication between the
swarm and the ground control station), there are
additional problems related to the constant change in
the composition of the swarm and its hovering position:
drones can join or leave a swarm.

Currently, a number of recommendations of the 3GPP
organization provide certain technical provisions and
recommendations for the use of individual drones with
wireless equipment in the 5G network and can be useful
in the implementation of such systems. For example,
according to ETSI TS 123 256, the key functions of the
3GPP architecture for the integration of UAVs with 5G
NR have been developed. The following functions were
established for the operation of such an architecture:
USS, UAS NF and TPAE. The actions of the 5G
backbone network for drone authentication are very
similar to those of the UE.

Depending on the swarm management structure, a
different method of authentication will be needed,
which makes it difficult to unify such procedures for a
swarm of drones. Authentication procedures for a
swarm of drones in 5G can be implemented through the
following approaches: individual authentication, when
each drone as a member of the swarm undergoes
authentication with one NR 5G ground station; you can
consider such an approach as authentication of a group
of ToT devices, if the traffic of the swarm is very
limited; group authentication through a leader drone
that communicates with swarm members and the 5G
operator's network; group distributed authentication
through edge drones.

Group authentication via a drone leader is presented,
where authentication 1is performed through a
mechanism based on distributed delegation to reduce
the service traffic directed to the 5G operator's core
network. Here, legitimate drones are authorized as
proxy delegated signers to perform authentication on
behalf of the underlying network.

Group distributed authentication through boundary
drones is considered, which offers more solutions than
the case of authentication through a leader drone. Here,
a solution is possible for several cases at once, for
example, authentication of new drones (entering the
swarm or leaving the swarm) and merging two separate
drone swarms.
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It has been confirmed that the introduction of special
group procedures for the authentication of a swarm of
drones in the 5G network can significantly improve the
quality of the provision of telecommunication services.
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AyTtentudikanisi 0e3mMpoBOIOBUX cHCTeM Ha 0a3i pow APOHIB SIK CKJIAA0BOI YACTHHH APXiTEKTYpH Mepe:ki

panionoctyny 5G

IIpodsemaTnka. BeranoBmoroun 3axoau Oe3MeKy Ul TeIEKOMYHIKAIIHHIX Mepex 13 3afisiHHAM Oe3MITOTHUX JIITAI0UnX

amapariB (BILJIA), crmig BpaXoByBaTH Taki XapaKTEPHCTHKH, SK BHCOKA MaCIITa0OBAHICTh, PI3HOMAHITHICTH HMPHUCTPOIB i
BHCOKa MOOUIbHICTb. ABTeHTH(IKaLIA € (PyHIaMEHTANIbHOIO BIACTHUBICTIO, siKa 103BoJsie Mepexi i3 BIIJIA BcraHoBmoBaTH
Oe3meyHuii 3B’ 530K MiXK 1i OCHOBHUMH KOMIIOHEHTaMU. ABTeHTH(IKalis Takoxk 3axumae Mepexy BIIJIA Bix 310BMUCHHKIB,
ski BUIaOTh ceOe 3a 3akoHHi BITJIA. Ayrentudikaris BITJIA mMoxe J0JaTKOBO 3aXMCTUTH KaHal 3B 53Ky, 3amo0irarouu
YOCOONICHHIO Ta TOBTOPHHM arakaM. Po3poOka cxem KkoHTpomo noctyrmy BILIA, Takux sk MexaHi3MH aBTOpH3alii Ta
aBTeHTH(IKAIlIl, 3aTMIIAETHCS CKIAJHOK TPoOJIeMO0 i JociipkeHHs B Mepexax BILJIA. Ille Oinmblie yckimaaHSIHOThCS
(YHKIIOHYBaHHSI Mepexki, KOJIU BOHA B3aeMoJie i3 MHOxUHOIO BIIJIA, sika Ha3uBaeThes poeM. Piif 3a cBO€r0 IpUPOIOI0 Mae
JIMHAMIUHY CTPYKTYpY, 1 Lie TiJHIMae npodiaeMy HeHaiiHux oOMexeHb Ha BITJIA B iioro cknani. Bimome cranmaptuzoBaHe
pileHHs Juist ayTeHTHdikauii OJHOro IpoHa 3 BUKOpUCTaHHSIM HOBOI 5G paxmiomepexi (NR), ame it poro IpoHIB — Lie
BiIKpUTE T0JIe A0CiipKeHb. CriibHe BUKOPUCTAHHS KITFOUiB aBTeHTUdiKaIl 11 koxHoro BITIA, sk omucano B 5G NR, He
Macmradyerses Uit rpyn BITIA.

Meta pocaigkeHb. MeTow aaHOT poOOTH € MPOBEACHHS aHATITHYHOTO OTJISY Ta PO3MIISLY IMIIXOIB 10 CTBOPEHHS
npouenyp aBrentudikauii poro BITJIA/npoHiB 3 6e3npoBogoBUM 00aHaHHAM Ha OopTy 10 Mepexi SG NR 3 ypaxyBaHHAM
0cO0IMBOCTEH (POPMYBaHHS POIO Ta CAMHUX BUMOT Ha aBTeHTH(iKalli0 5G.

Metoauka peasizanii. AHani3 QakTopis, 1[0 BIUIMBAIOTH Ha SKICTh HaJAHHS TEJICKOMYHIKAIIWHUX TOCIYT 13 3a/1iTHHIM
BITJIA y Mepexax m’sToro mokoJiHHs. AHa3 BiIOMHUX MyOuiKaiiif, MPUCBAYCHUX BIOPOBA/DKCHHIO Mepek SG Ta 3alisHHS B
HuX JpoHiB. IlpoBenenHs mnopiBHsAHHA peamizaumii npouenyp ayreHtudixauii BIIJIA i3 GopToBUM 0€3mpoBOIOBUM
obnagHaHHIM y Mepexi 5G.
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Pesyabtatu pocaimkenn. Illupoxe Buxopucranus Mamux BIUIA, a Takox Beluke pO3MIMPEHHS OE3MPOBOJOBOIO
MKITIOUCHHST Mepexk S5SG, BUMaralTh HOBHX 3aXO[iB Oes3neku Ui 3amobiraHHs HECaHKI[IOHOBAHOMY JOCTYIY [0
KOH(IJCHIIHHNX aHUX.

Inentudikamis Ta Authentication mis Mepexi oreparopa MOOUIBHOTO 3B’SI3Ky 13 3aCTOCYBaHHSM JIPOHIB JI03BOJISIFOTH
BCTaHOBIIIOBATH O€3MeYHUi 3B°430K MiXK 1l OCHOBHUMU KoMIOHeHTaMmH. Lle no3Bosse po3mi3HaBaTH caMi APOHH, sIKi OepyThb
y4acTs y GopMyBaHHI Takoi Mepexi. AyTeHTH(IKaLis APOHY JaCTO 3aXUIIAe KaHAI 3B’ 3Ky IIISXOM 3aIl00iraHHs MOBTOPHHX
arak. Po3poOka MexaHi3MiB KOHTPOIIO PaAiOAOCTYIy JIpOHY, TAaKUX SK MEXaHI3MM aBTopu3auii Ta aBTeHTHiKaLii,
3QIIHIIAIOTECS aKTYaTbHIMH JTOCIIKCHHAMH JULS TTI00YI0BH MEPCIIEKTUBHAUX MEpexk pafiofocTymy i3 3amisausaM BILIA.

[TinTBepmKeHo, 110 BBEJCHHS CIEIiabHUX IPYIOBUX MPOLEAYp ayTeHTH(IKALIT POt APOHIB y Mepexi SG MOXKYTh 3HAYHO
MOKPAIIUTH SKICTh HAJTaHHS TENCKOMYHIKAIIHIX TTOCIYT.

BucHoBku. [Ipu po6OTi 3 poeM IpOHIB 10 3BUYAHUX MpoOiieM i3 muppyBaHHIM Ta aBTeHTH(IKAIIE (BCEpEIrHI PO Ta
JUIsL 3B°A3KY MIX POEM Ta Ha3eMHOIO CTAHLI€I0 KOHTPOJIO), MAIOTh Micle 1 A0JaTKOBI IpoOyieMH, MOB’s3aHi i3 MOCTiHHO0
3MIHOKO CKJIaJy POFO 1 MOJIOKEHHIO HOTO 3aBHCAHHS: JIPOHU MOXKYTh IPHETHYBATHCS a00 3aJIMIIATH Pild.

B 3anexHOCTI BiJi CTPYKTYpH YIpPaBIiHHS POEM 3HAI00MThCS Pi3HUM crocid ayreHTH(iKalil, 10 YCKIaAHIOE YHI(pIKAIiIO
TaKMX TPOLEAYp Ul poro apoHiB. [Ipouenypu ayreHTudikaiii s poro apoHiB B SG MOXyTh OyTH peasti3oBaHi 3a paXyHOK
HACTYIHUX MiIXOAIB: 1HIUBiyalnbHOI ayTeHTH(iKallil, KOIU KOXKEH JPOH K WIEH POI0 MIPOXOJAUTh ayTeHTUDIKALI0 3 OJHIEI0
Ha3eMHOW craHiiero NR 5G; MoxkHa po3riisaaT Takui miaxif sk ayreHtudikaimis rpynu npunaais [oT, skmo tpadik poro
Jy’Ke oOMexeHui; rpynoBoi ayTeHTUudikawii uepe3 ApoHa-Jijepa, SKuii Mae 3B'30K 3 WIEHAMU POIO Ta MEPEXKEIO oIeparopa
5G; rpynoBoi po3noIiiieHoT ayTeHTU]IKallii uepes TpaHuyHi APOHH.

[pencraBneHo rpynoBy ayTeHTH]iKalii yepe3 JApOH-JTiJep, e ayTeHTU(IKAIs MPOBOAUTHCS Yepe3 MEXaHi3M Ha OCHOBI
PO3IOIIICHOTO JeNeryBaHHs I 3MEHIICHHS CIry:k00Boro Tpadiky, 1o HarpasieHHii 10 6a30Boi Mepexi oneparopa 5G. Tyt
JIETITUMHI IPOHM aBTOPU30BaHi SIK IIPOKCi-Z1eJIeroBati MinucyBadi JJisl BAKOHAHHS aBTeHTH(diKawii B iMeHi 6a30B0i Mepesxi.

Po3risiHyTO TPYNMOBY pPO3MOJINIEHY ayTeHTH(IKALilo Yepe3 IpaHWyYHI JPOHU, IO MPOINOHYE Oinblie pillieHb HDK s
BUNAAKy ayTeHTH(ikamii uepe3d npoH-mizep. TyT MoxIuBe pilleHHA oJpa3y Ul JAEKIIbKOX BHUIAAKIB, HANpPUKIAL,
aBTeHTHU(]IKAIliST HOBUX JPOHIB (BXOAATH 0 POIO 200 BUXOJATH 3 POI0) 1 00’ €THAHHS JBOX OKPEMHUX POiB IPOHIB.

Knrouosi cnosa: 5G; NR 5G; 6esnexa; aymenmudikayis, epynosa aymenmuikayis, ioenmuqpixayis, opon,; BILJIA; pitl
OpoHis.





