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OPTIMIZING HARD QOS AND SECURITY WITH DISJOINT PATH ROUTING
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Background. The combination of secure routing and hard QoS is a worthwhile topic that involves designing and
implementing network protocols and systems that can provide high performance and robust protection for data flow due to
shared goals. Secure QoS routing over disjoint paths is a challenging problem that requires balancing the trade-off between
network security and bandwidth guarantees.

Objective. This article investigates a mathematical model that can address secure QoS routing by formulating it as an
optimization problem with a linear objective function and linear or bilinear constraints. The objective function aims to
minimize the paths compromise probability, while the constraints ensure that the total bandwidth of the paths meets the QoS
requirements.

Methods. We use computer simulation of hard QoS and security with disjoint path routing. Also we use mathematical
programming methods in order to describe secure QoS routing.

Results. The article presents a numerical study of the model using different scenarios and parameters. The results show that
the model can effectively provide secure QoS routing over disjoint paths with a high bandwidth guarantee level and a low
compromise probability. The work analyses the sensitivity of the solutions to the QoS requirements and reveals that there is

usually some margin in the bandwidth provision.

Conclusions. The proposed model is a promising tool for secure QoS routing over disjoint paths in various network

environments.
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Introduction

An important place among the means of ensuring the
Quality of Service (QoS) in modern information and
communication networks (ICNs) is occupied by routing
protocols [1, 2]. They are tasked with determining one
or more paths along which the specified QoS indicators
would be provided. First of all, we are talking about
bandwidth, average packet delay, jitter, and packet loss
rate [3-8].

It is worth noting that in IP networks, not all
protocols meet the requirements for considering
multiple QoS indicators when forming metrics and
calculating routes. As of now, only the proprietary
protocol EIGRP (Enhanced Interior Gateway Routing
Protocol) proposed by Cisco [2] takes into account a set
of route performance indicators, albeit indirectly, when
determining routing metrics:

- number of retransmissions (hops);

- bandwidth;

- packet delay;

- packet loss rate;

- route link utilization.

Within the EIGRP protocol, these indicators are
converted into a scalar routing metric traditionally used
by routing algorithms, such as DUAL. This approach is

quite universal and is used in other IP routing protocols.
However, it does not allow us to discuss the guaranteed
values of the selected QoS indicators, which is
important for most packet flows circulating in modern
multiservice ICNs.

In addition, in recent years, network security tasks
have come to the fore. Their successful solution is also
associated with the involvement of the functionality of
all levels of the OSI (Open System Interconnection)
model. In this regard, the term "secure routing"
appeared when determining routes; in addition to QoS
indicators, it is necessary to consider network security
indicators [9-12]. The traditional approach is to use an
option where the composite protocol metric will
additionally take into account another indicator related
to network security. This will not lead to revising the
set of used route calculation algorithms - Dijkstra,
Bellman-Ford, DUAL. However, as the analysis has
shown, an approach based on the departure from using
graph models for finding the shortest path in a graph
and the listed combinatorial optimization algorithms is
becoming increasingly common among scientists
dealing with routing problems [13-16]. The power of
contemporary routers makes it possible to use more
modern but also more computationally complex
optimization models, methods, and computational
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algorithms, in which, at the level of optimization
criteria and introduced constraints, it is possible to more
adequately consider the requirements for the values of
certain QoS and network security indicators.

In this work, we will consider and investigate an
approach to solving the problem of secure QoS routing
based on optimizing the process of calculating a given
number of disjoint paths along which the bandwidth
requirements are guaranteed to be met, and such an
important network security indicator as the probability
of packet compromise is improved.

Mathematical Model of Secure QoS Routing over
Disjoint M-Paths with Guaranteed Bandwidth

We reviewed existing methods [17-20] for finding
disjoint paths in a network and selected the basic
mathematical model for computing routes, which was
introduced and analysed in [15, 16]. We will use the
following notation to explain the model in this article:

- G=(R,E) -network structure graph;

-R= {R,-; i= 1_m} - set of vertices (routers);

-E= {E»’j; i,j=1,m;i# j} - set of edges (links);

1

s - sender node (source);
d;. - receiver node (destination);

K - network flows (k€K);

k
-4

E; ; € E is in the set of distinct paths for the kth flow;

- ¢;; -link E; ; € E capacity (packets per second,
pps);

- MF - integer constant that determine disjoint paths
number;

- W; ; - weighting coefficients connected to the link

- control variables that establish if the link

E; ; € E capacity;
- pi - link Ei,j € E compromise.

To solve the stated problem of sending the kth flow
over disjoint M-paths, we need to obtain the set of

variables a} ; under the constraints:

k
al‘,j 6{0,1} (1)
In addition, for every pair of source and destination
nodes, the conditions must be satisfied [15, 16]:

> ai/szMk; keK, R =s;;

jIEi,jEE

@
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Y b =MNkek, R=d;. (3)

jZEj’l'EE

Simultaneously, the basic model imposes the following
restrictions on transit nodes, R; #sy,dy , [16]:

> al-lfj <1, keKk;

j:Ei,j ek

k
Z aj’l' < 1,
j:E‘]"iEE

k
)y a4,;—

jZEl'ijE

keKk; 4)

> aj‘»,i=0, keKk.
j:Ej,l'EE

The initial inequality in the system (4) implies that
the transit router R; can only have one path exiting it.
Ensuring the satisfaction of the second condition in
system (4) is essential to ensure that the transit router R;

is not involved in more than one path within the
computed set of disjoint routes. Implementing the third
condition from (4) entails that a path can only depart
from a transit router R; if it has previously arrived at

that node.

To implement M-Paths routing, it is necessary to pre-
determine and fix the number of calculated disjoint
paths:

MF>1. (5)

In a more comprehensive perspective, the acceptable

values represented by M* are closely connected to the
network's configuration. This connection is notably
influenced by factors such as the network's topology, the
extent of connectivity among nodes, and the degree of
vertices in the G graph, which simulates the source and
destination routers.

The basic mathematical model, represented by
equations (1) to (5), can be adjusted for QoS routing to
achieve maximum or predefined bandwidth. This
adjustment involves employing a calculated set of
disjoint paths. Consequently, additional conditions must
be introduced within the framework of the basic model
to ensure a specific Quality of Service level concerning

bandwidth. In this regard, we define ﬁ’;mh as the

minimum threshold value for the bandwidth associated
with any set of disjoint paths responsible for
transmitting the kth packet flow. Therefore, the
subsequent condition can be integrated into the routing
model, akin to the methodology in [16]:

(6)

k k k
aj j9i,j W (A=a; 1) 2B pa -
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In this context, the weighting coefficients W take on
values surpassing the maximum bandwidth of links in
the network. Compliance with condition (6) guarantees
that each route within the computed disjoint paths for
the kth flow has a bandwidth equal to or

exceeding Bl,fmth .

Let's designate as Bk this specific threshold value,
for example, as for every kth packet flow. Accordingly,
within the model outlined by conditions (1) to (6), the
subsequent condition is suggested:

M B, 2 B ™

The left side of inequality (7) denotes the minimum

bandwidth requirement, collectively enabling the use of

the computed paths. This lower limit is guaranteed
because, according to conditions (6), each disjoint path

has a capacity that is equal to or exceeds B;mh, albeit

potentially surpassing it. Depending on the chosen
optimality criterion, achieving the conditions outlined in
(7) can be accomplished by increasing the number of

employed M* disjoint routes or by raising the threshold
[&fmth value concerning the minimum bandwidth of the

paths.

As aresult, in [15, 16], it is suggested to modify the
model (1)-(7) by complementing it, altering the type of
optimality criterion, which will be based on maximizing
such an objective function:

®)

k
= X Wb
Ej jeE

Within the objective function (8), the significance of

individual terms is determined by positive weights w, ; .

It is essential to select these weights in a manner that
prioritizes the minimization of the compromise
probability when selecting the set of disjoint paths [15]:

w; =—lg(1-p; ;). ©)
Then the probability of compromise for the nth path can
be derived according to [3]:

pa=1- 11 (l_pi,j): (10)

Ei,_ €Ly,
where L, is the ordered set of links of the nth path.

Finally, the compromise probability of the disjoint
paths (multipath) is obtained as [15]:

k mt
Pup=11p, -
i=1

(1)

To guarantee QoS bandwidth assurances in secure
routing implementations, it is suggested to frame the
routing problem using the model (1)-(11) in the
following optimization formulation:

- The routing decisions' optimality criterion is
defined as the maximum value of the objective function
(8).

- Constraints (1)-(4) and (6) are applied to the routing

variables a¥ j

balance in the routes' capacity.
- Constraints (5) and (7) are applied to the balancing

variables B'I‘,ath, influencing the number of disjoint

and the variables Bl;mth to maintain

routes engaged.

Hence, in the context of implementing a secure
routing strategy, employing the model (1)-(11)
emphasizes solutions falling under the DiffServ
category. From a QoS routing perspective, the solutions
obtained adhere to IntServ principles. This is attributed
to the fact that the use of the optimality criterion (8)
aims to select paths with a high, albeit non-guaranteed,
level of network security. However, the incorporation of
conditions (7) into the model structure aims to ensure

the QoS level concerning bandwidth Bk . As a result, the

solution to the optimization problem yields a multipath —
a set of disjoint paths with maximum capacity, ensuring
a total bandwidth not below the specified requirements

Bk and a minimal compromise probability.

In summary, the application of the model (1)-(11)
allows the classification of the optimization problem for
secure QoS routing over disjoint paths, providing
guaranteed bandwidth, as a Mixed Integer Linear
Programming (MILP) problem.

Study results of a mathematical model of secure
QoS routing in a network over disjoint paths

When examining the model for secure QoS routing
over disjoint paths with guaranteed bandwidth (1)-(11),
the requirements Bk specified in constraint (7) play a
crucial role. This is because the optimality criterion (8)
does not explicitly incorporate parameters related to the
bandwidth of links and paths. To meet the conditions
outlined in (7), ensuring that the multipath for the kth
packet flow will maintain a bandwidth not less than Bk .
The level of guarantees offered by a particular
multipath, as per conditions (7), is determined by the
product MkB’;ath .
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The characteristics of the model for secure QoS
routing in a network will be elucidated through a
subsequent numerical illustration. In the context of the
examined network depicted in Fig. 1, the first and
seventh nodes are designated as routers representing the
source and destination of the flow, respectively.
Implementing the proposed model results in four distinct
scenarios, each characterized by varying probabilities of
compromising communication links. These scenarios
yield sets of disjoint paths, as outlined in Table 1.
Additionally, the table provides information on the
bandwidths associated with the links in the network.

R, Rs
E Ess Eys Es;
R, R R
s
Eis Eyg A

Ry

0

47 Esq

Fig. 1 Structure of the network under study

Table 1. Input data for investigating secure QoS routing
models

L = {El,2>E2,5’E5,7};

(12)
Ey4.Eq6:E67 } ;

Table 2 presents the bandwidths and
compromise probabilities of the paths (12) available
for transmitting packets, linking the source R, and

destination R; routers, under various network link
compromise probabilities scenarios.

Table 2. The bandwidth of the paths available for packet
transmission between the source and the destination routers

Path Path BW, | Path compromise probability
# pps | Case I | Case 2 | Case 3| Case 4

1 [{Eip, Exs, Es73[150  10.6640 [0.4880 |0.4960 |0.3115
2 {E13, E36, Es7} 1190 10.4960 |0.5140 |0.4880 10.4645
3 |{Ei4 Esq} 230 0.5200 0.3700 |0.5800 |0.3600
4 |{Ei4, Es6, Es7} 140 10.5680 |0.7060 0.4960 |0.4960
5 {Ei3, E35, Es7} 130 10.5590 0.3520 |0.4960 |0.3859
6 |[{EiEar} 200 0.5200 |0.5200 |0.4600 |0.4150
Table 3 displays potential routing solutions,

featuring, for instance, two computed disjoint paths. In
turn, it provides the bandwidth and compromise
probability for each multipath. Additionally, Table 3
shows the extreme bandwidth values and compromise
probability for each initial data set.

Table 3. Calculation results of the disjoint paths set

Link BW, Link compromise probability
pps Case 1 Case 2 Case 3 Case 4

En 200 0.4 0.2 0.1 0.1
Eiz 270 0.3 0.1 0.2 0.15
Eiy4 250 0.4 0.3 0.3 0.2
Eys 150 0.2 0.2 0.2 0.1
Er; | 220 |02 0.4 0.4 0.35
Ess 130 0.1 0.1 0.1 0.15
Es6 190 0.2 0.1 0.2 0.1
Esz 230 0.2 0.1 0.4 0.2
Esp 140 0.2 0.3 0.1 0.1
Es; 220 0.3 0.2 0.3 0.15
Esq 280 0.1 0.4 0.2 0.3

The system (12) outlines the collection of
possible routes connecting the source and

destination nodes:

Set| Disjoint Paths | BW, |Multipath compromise probability

# Set pps |Case I|Case 2| Case 3 | Case 4

| [ Bas Esadsuh 10320302508 | 0.2420 | 0.1447
{E13, E36, E67} ) ) ) )

2 B Eas Esatlyo0103453] 01806 | 02877 | 0.1121
{E14, Es7}
{E12, E>5, Es7}

3 S 2575990 10.377210.3445 | 0.2460 | 0.1545
{E14, Es6, E67}

4 BB Eortl 50 10957902673 | 02245 | 0.1928
{E12, E27}

s 1B Eag} 450 0.270410.1924| 0.2668 | 0.1494
{E\2, Er7}

6 |\EreEae Eortl 340 109954 03671 | 02282 | 02058
{E12, E27}

7 B3, Bys, Esgh) ) 0.2907|0.1830 | 0.2282 | 0.1601
{E12, E27}
{E\4, Es7}

4 2 13021 0.2 1
8 (Ers Ev Esol 30 10.2907|0.1302 | 0.2877 | 0.1389
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{E14, Ess, Ec7}

9 b Z46 Z6T51 300 10,3175 0.2485 | 0.2460 | 0.1914
{E13, E35, Es7}

10 B3 Bse Ead | 440 10.2579]0.1902 | 0.2830 | 0.1672
{E14, Ea7}

Subsequently, two types of requirements for the total
bandwidth of disjoint paths (Bk ) were considered: 300

and 400 pps. In the case when Bk =300 pps, the optimal

routing solutions for different variants of ICN link
compromise within the framework of models (1)-(11)
are the ones presented in Table 4.

Table 4. Optimal routing solutions for Bk =300 pps

Compro- | Disjoint Paths Multipath
i BW’ pps compromise
mise Set m
probability
{E13, E36, E67}
Case 1 > 36 BOTE | 440 0.2579
e {E1,4’ E4,7}
{E1p, Eas, Es7}
2 W Eart 4 1
Case {Er4, Eaz} 00 0.1806
{E13, Es, Eo7}
Case 3 390 0.2245
e {E12, Ea7}
{E12, Eos, Es7}
Case 4 S BT 400 0.1121
e {E14, Eag}

In the case when Bk = 400 pps, the optimal solution
for all variants of ICN link compromise is the routing
solution represented by the fifth multipath in Table 3,
i.e., the paths {E14, E47} and {E1,, E>7}. Only this set of
disjoint paths ensured the joint fulfilment of conditions
(6) and (7).

Conclusion

This article presents a mathematical model of secure
QoS routing in ICNs (1)-(11) using disjoint paths.
Within the model, the engineering problem of routing
was reduced to solving a MILP-class optimization
problem with a linear optimality criterion (8) and linear
constraints (1)-(4), (6), and (7). Integers represent the

set of variables (1), and the variable B’;mh is a real

number.

The study of the proposed model for calculating
routes for different variants of link compromise and
QoS requirements confirmed its effectiveness in
providing guarantees for path bandwidth and increasing
the level of network security in terms of the
compromise probability. The logic of the model was
that among those multipaths that met the bandwidth
requirements, the option that provided the minimum

value of the probability of compromise was selected
(Table 4).

During the research, we noticed the robust nature of
the obtained routing solutions, which were not sensitive

to the level of QoS requirements (Bk). As a rule,

bandwidth guarantees were provided with a significant
reserve. This is because conditions (6) and (7) focus on
the worst case regarding the bandwidth of the routes
included in the optimal multipath.
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Jemewro O.B., Epemenxo O.C., €Esookumenko M.O., Cneitman bamyn

OnTtumizanisi npoueciB 3a0e3lneYeHHs] TAPAHTOBAHOI SIKOCTI OOCIYrOBYBaHHSI Ta Mepe:KHOI 0Oe3meKkH mix vac
MapuIpyTu3anii HUIsIXaMH, 110 He NePeTHHAKThCS
IMpobaemartuka. [Toexnanns Oe3neynoi mapmpytusanii Ta Hard QoS € BaximBoro TeMoro, ska nepenbdadae po3poOKy Ta
BIPOBA/KEHHS MEPEKHUX MPOTOKOMIB 1 CHCTEM, 3/aTHUX 3a0€3MEUUTH BUCOKY MPOAYKTUBHICTb 1 HAJIHHUH 3aXUCT MOTOKIB
JIAaHUX 3aBJAKH CIITBHAM IinsM. besneurna QoS-MapmpyTisanis numsxamu, Mo He HepeTHHAIOTECA, € CKIATHOI0 Ipo0IeMoro,
sKa BIMarae KOMIIPOMICY MiXK O€3IIeKOI0 MepesKi Ta TapaHTIIMH I[0JI0 HPOITYCKHOI 3aTHOCTI.

Meta. V¥ wiif cTaTTi JOCITIUKYETHCS MaTeMaTHYHAa MOJENb, SKa MOXKE BHPIIIUTH IpobiieMy Oe3NedHOoi MapmipyTH3arii
QoS, chopmynroBaBmM il SK ONTUMI3AlIMHY 3a7auy 3 JIHIHHOK ILUILOBOK (YHKIIEW 1 JiHIMHUMH a00 OimiHIHHUME
obomexennsmu. LlimpoBa QyHKIis cripsmMoBaHa Ha MiHIMI3alil0 HMOBIPHOCTI KOMOpOMETalil HUIAXIiB, TOMI SK OOMEKEHHS
rapaHTyIOTh, 10 CyMapHa MPOITyCKHA 3aTHICTh IIISAXiB BiAnoBigae Bumoram QoS.

Metoau. BukopuctoByeTbest koMmi'totepae MozemtoBanHs Hard QoS ta Gesneku mpu MapmpyTu3alii MuisixaMmu, Mo He
HePEeTHHAIOTECS. TaKkokK BUKOPHCTAHO METO/IM MaTEMAaTHYHOTO IIPOrpaMyBaHHs Il onucy 6e3rnednoi QoS-MapipyTH3arii.
Pe3yabTaTi 1ocaiTkeHHs. Y CTAaTTi MPEICTABICHO YHCENBHE TOCIIPKEHHS MOJICII 3 BUKOPUCTAHHIM Pi3HHX CIICHApIiB i
napamerpiB. Pe3ynbTaTi NOKa3yrTh, 110 MOJIENb MOKe eeKTHBHO 3a0e3neuyBatu Oe3neuny QoS-MapiipyTH3aIiio MUIIXaMHy,
0 HE TEepPETHHAIOThCS, 3 BHCOKHM PIiBHEM TapaHTii MPOIMYCKHOI 3JaTHOCTI Ta HU3bKOK HMOBIPHICTIO KoMmpomerarii. B
po0OoTi mpoaHani30BaHO YYTIUBICTH pillieHb A0 BUMOT (Q0S i BHABIEHO, IO 3a3BMYAll iCHYe IEBHHII 3amac y 3a0e3nedeHHl
HPOITYCKHOI 3aTHOCTI.



O. LEMESHKO, O. YEREMENKO, M. YEVDOKYMENKO, B. SLEIMAN, OPTIMIZING HARD QOS AND SECURITY WITH
DISJOINT PATH ROUTING

BucHoBKH. 3aponoHOBaHa MOJICIb € TIEPCIICKTUBHUM IHCTPYMEHTOM [t Oe3neuroi QoS-mapuipyTu3sanii nuisixamu, 1o
HE NMePETHHAIOTHCS, Y PI3HUX MEPEXHUX CEPEIOBHILAX.

Knrouogi cnosa: fxicmo obcryeogysanns; 6esnexa; Mapupymuszayis, WisAXu, wo He nepemuHaomscs, nponyckHa
30amuicmy,; IMOBIPHICMb KOMIPOMemayii.





