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MANAGEMENT OF CRITICAL IT-INFRASTRUCTURES

Yaroslav Y.Dorogyy
National Technical University of Ukraine “KPI”, Kyj Ukraine

In the article the terminology and requirementssiafie, reliable operation of critical IT infrastture were defined. The gener-
alized structure of critical IT infrastructure, kg basic level, sub levels and functionality wdescribed. In the paper for the
described structure mathematical model of contfeksource allocation in the case of inter-indegeme processes and uni-
versal services were proposed.

Introduction consequences for national security in many

At present, creation of critical IT-infrastructures areas.

an integral part of the key industries that aralvior
the safety and functioning of society.

The existence of critical IT-infrastructure is abs
linked to the notion of the critical infrastructurdnfra-
structure that is vital to the state, failure ostdaction
of which could significantly negatively affect natial
Secg:ilfii/:.al IT-infrastructure is a collection of infor toring,_quality assurance, reliabi_lity gnd safefycoti-

: L cal IT-infrastructure is a very topical issue.
mation and telecommunication systems of the stade a
the private sector, providing performance and sgcur Analysis of Existing Solutions
of policy institutions, systems and objects of Staen-
tral and local government systems, energy managemey,

transportation, communications, banking sector rente, T o
. co T ' reated a situation where the very process of ghogi
prises during activities that use and / or produlcan: information services is a subject to control. Intlea

ardous substances, etc.) and public safety (marmgen]arge variety of services and resources in theofise-

of law enforcement agencies and defense secta), i mation and telecommunication networks, histdrica

unauthorized intervention in work which could thesa ly, makes supporting of business processes in large
the economic, environmental, social and other ta#es 4o nizations in time and space in real-time in aent
safety or harm international image of the counfy.  jiticuit problem

Other critical infrastructures include such fiels pub- The main suppliers of computer and telecommunica-

lic filnance, the stateis energy sector, food ingust tions equipment and IT came to market with a softuti
medicine, ”?a”“fa‘?“%”r‘gn transportation SyS‘tem’e‘7"""tdesigned to solve this problem. Methodological base
suppI.yj pUb“C. administration, etc. of its decision contained in ITIL solutions on whiwas
Critical IT-infrastructure pegds to: advanced the development of ITSM. The latest devel-
— ensure the functioning of hazardous and S@pment, which is a fairly detailed description &t
cially important industries and processesyrgphlems and almost completely covers the previous
staffing regime violations of may result ingegign is COBIT [2]. All of these developments are
man-made emergency; _ methodological device to be used to create a specif
— serve as an information system disorders Qf.infrastructure. Specificity of living in a pactilar
stopping of operation which could lead toountry also imposes limitations on the creationaof
negative consequences in the political, eCyitical IT-infrastructure.
nomic, social, informational, environmental  cyrrently in our country has already started wagkin
and other areas; ~ towards the development of design issues for atitic
— assure that a significant amount of infor{T_infrastructures. Several groups of authors hbee
mation society services, partial or total susgun to consider some aspects of critical IT-
pension of may result in serious negatiVénfrastructures. For example, in [3] the authorareine
the issue of service of critical IT-infrastructurés [4]

At present, Ukraine is only beginning to develop
such global systems of management, although some ar
eas already have well-developed IT-infrastructsuegh
as transport dispatching management, energy fasilit

Therefore, the development of new approaches,
methods and algorithms for creating, analyzing, imon

The rapid development of IT and telecommunica-
ns, their widespread adoption in the management
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examined the synthesis of parameters for critidal |rity threats. Reliability of critical IT infrastraare pro-
infrastructures, in [5] - the problem of monitoringti- vides a choice of methods and ways of planning, de-
cal IT-infrastructures was considered. sign, development, commissioning, direct operation,
The main problem of considered works is a lack ahodernization, decommissioning, allowing to exclude
generalized patterns of critical IT-infrastructuits, re- or reduce an acceptable level of losses to critiCah-
quirements for reliability, quality and safety bkir op- frastructure as a result of a breach of its stp#ration
eration. in normal conditions and conditions of implemeraati
of security risks.
Measures to ensure the reliability of critical ffra-
The aim of this work is to develop the basic restructure shall be provided on all stages of fsdicle.
quirements for the operation of critical IT-To ensure reliable functioning of critical IT inffauc-
infrastructure, development of a generalized stmecof  ture is essential to observe the following requizata:
the critical IT-infrastructure of enterprise and mage- — reservations hardware and software of critical
ment model of the distribution of resources. infrastructure at the level of hardware and soft-

The problem analysis of management of critical ware means, communications channels and data
I T-infrastructurein Ukraine transfer and means of protection;
— providing allowable downtime of critical IT in-

Purpose of Research

Analysis of critical IT-infrastructure management i frastructure while switching on reserve assets;
Ukraine indicates the.presence of thesg problems: ~ — avoid the possibility of launching and function-
— lack of consolidated set of terminology on criti- ing critical IT infrastructure, bypassing the secu-
cal IT infrastructures — at this time there is my &er- rity system.
minological base adopted appropriate legislatite;ac Generalized structure of thecritical 1 T infra-
— lack list of objects with critical infrastructure — structure of enterprise
there is no concept, criterion assignment to @itio- IT infrastructure of any company or organizatiom s
frastructures; set of interrelated structures, systems, objects, e

— weak development of the information COMPOyhich ensures the proper functioning of the IT eyst
nent most critical infrastructures (i.e., objedtattcan e specific scheme of IT infrastructure is detew
intuitively include to critical infrastructures, agou by the size of the organization, the nature of tess
know, in Ukraine such term is not defined); problems being solved, the list of IT used, etg. [6

~ lack of consistency priorities of business and pyginesses that limited to the use of several LAN i
IT. Very often, these levels define critical verffetent  ci511ed on the server business applications, afigwi

things; ) . slightly improve employee productivity by automatin
— lack of integration of management processes gfymber of business of processes can carry signti
critical IT infrastructure; losses due to, for example, loss of data due tdaitle

_~ lack of specific mathematical models, algogs hackup. IT infrastructure, which lacks only sonfe
rithms that could have been used for managingeatiti ¢, important components, will be cheaper, butreat
IT infrastructure; _ essarily effective. The maximum result from thedun
—  orientation of research on methods of creatiofoning of the IT infrastructure can be achievedyon
organization and management of IT departments en ;i the complete comprehensive IT infrastructurat t

whole. allows perform rationally and effective of activipyo-
Requirementsfor the operation cesses decide business challenges. Same time such a
of critical 1T infrastructure organization's IT infrastructure — is a complex and

lengthy process which requires serious capital stve

Securing critical IT infrastructure is realized bynent company to create IT infrastructure and signif
meeting the requirements for its development ar&f-0p .ant current cost in its support.

ation, including as a set of measures establishiggs-

tem of security critical IT infrastructure of legargan-  ont of T infrastructure different numbers of fier
izational and technical. As part of a security 8§8US  ¢picq) |evels are allocated, depending on the §ipsci
being developed and implemented by a monitoring Sy, re of the business and infrastructure of sodvtte
tem of information security of critical IT infrasirture. 00 system (MIS) problems. For example, in [7]
This system is designed to provide choice, corrml e considering of metrics operators of telecomimun

actualization measures and means for information-se c4tion services (OTS) released five hierarchicatlke
rity management of critical IT infrastructure ak $9-  (ajecommunications technology; network; services:
es of its life cycle and in continuous occurrenteezu-

When considering questions related to the manage-
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subscriber; the telecommunications business. Adaegrd agement (PLM), workflow management (Work Flow),
to the model OSI [8], the concept of network managelocument (SEDO), BSM and many other IT that are es-
ment (TMN) examines the logical network architeetursential for a successful business venture. Sontieosk
that includes five levels of management [9] — &lenf processes are critical (ERP, Work Flow, etc.). Thei
network elements, management level elements, nsteppage can result in serious financial loss oidaaot.
works, and the level of business management. I [18Iso on this level there are software tools thatede
the concept management of IT infrastructure isndgd mine the importance of business processes in tteg-en
in relation to the hierarchical structure, whicmt@ins prise, their criticality and MIS components that ae-
three layers: the bottom — management of networlsponsible for the distribution of computing and eom
middle — management systems, top — IT managementnafinication resources.
service. On llI-th level there are services that do not aepe

It is reasonable to consider IT infrastructure enteon the specifics of business venture. These service
prises (which is part of ITS) as a generalized arier clude: email, DBMS, videoconferencing, and various
chical scheme, which is shown in Fig. 1. web services, file transfer services, IP telephoay,

In the IT infrastructure — organizational and techmeans of ensuring access to the Internet and so on.
nical totality of IT systems and TCR [11] — it isop Among of these services is also critical. Breakimgir
posed to allocate four-level hierarchy with twotloree  work will lead to loss of efficiency critical apphtions
sublevels in each: the level of business applipatithe business level. Security level of services is rasjine
sub-critical and other business applications), léwel for the security and access to universal servioesea-
of universal services (sub of protection servicas] sure the provision of protection for business-leap!
other critical services), the level of computingaerces plications. The level of computing resources inekic
(the sub-critical and other resources) and thel lefe user terminal and the resources data processingrcen
network interaction (the sub-objects protectionToin- (DPC).
frastructure, and other objects of critical of Ififra- Businesses are small, and branches are almost al-
structure). ways used in place of a data center or servererlgst

On IV-th level are performed distributed applicatution, which hosts the server parts, software leve
tions that are directly related to business proeesge- business applications and universal services.
mation or process activity. At this level, are wiatk All computing resources are proposed to be realized
such systems as: enterprise resource planning (ER® cloud resources with services as EaaS (alla—sas-
human resource management (HRM), customer reldee).
tionship management (CRM), product lifecycle man-
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Business-level ISB || ERP CRM Work FI i SCM BSM | I AN
applications | || | | I | i |: |—| l—l: ¢V
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Figure 1. Generalized structure of critical IT adtructure
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When using the external cloud resources IT depattmegement of IT assets and activities automatiorpditing

must decide organizational matters and it is resiptanfor
monitoring of the services quality. Cloud resourcas on-
ly be used for the implementation of non-criticahéces
critical IT infrastructure.

User access is carried by means of networkinghiat t

level, the critical elements of a fully reservelde thasic
physical topologies which are used to connect at¢srere
Full Mesh or Partial Mesh.

System security of critical IT infrastructure is pla-
mented on all levels. Its main elements are stratiyure-
lated to the first and third levels (label "C").

As part of the security systems creation of criti¢an-
frastructure it is necessary to implement the Yoihgy
complex measures:

IT department, appropriate functioning of critidafra-
structure. MIS can not only reduce the cost of lthele-
partment maintaining, but also can automatize thekwf
IT department.

Mandatory constituent of the critical IT infrasttue of
the critical infrastructure is the IT departmentisiiesses
with critical infrastructure through its specificannot use
the services of outsourcing companies. The maik ¢ds
the IT department — service requests of businexepses
in strict time limits. Requirements for the prowisiof IT
services are governed by Service Level Agreemesits s
vice (SLA). In the SLA it is determined by key pmf
mance indicators (KPI) and quality (KQI) — limitedt of
objectively measurable parameters that allows usstd

— classification of assets of critical IT infrastruc-nate the effectiveness of the work of critical fifrastruc-
ture, including the categorization of data, inture. ISO 20000 standard [11] defines a role fo Mhich

formation exchange by category access;

supports IT service management, such as contraiamnet

- development and correction of information sethat characterize the behavior of IT processes.

curity policy;

For IT service management in the critical IT infras-

- development and correction of requirement fotire it is necessary to have at least three IT rtiepats:

security systems;

support critical services and infrastructure eletsienon-

- implementation of the requirements while crecfitical support services, managing critical I Trasftructure

ating security systems;

that is responsible for the functioning of ITS Engral.

— development and implementation of infor- Mathematical modd of management resour ce

mation security monitoring system;
- control.
Classification of assets critical IT infrastructusethe
defining elements that are important for the exeoubf

allocation CIT & for the case interdependencies
business processes and universal services

According to ITSM [13] the following main groups &f

business operations. In the classification of asseist be Can be identified:

considered: the importance (criticality) to execlty
business transactions; security
measures and their adequacy). The following caitéor
classification are proposed (in the absence oflegigla-
tion in Ukraine on a given subject):

—criterion of economic significance;

—criterion of environmental significance;

—criterion of significance for defense capability;

—criterion of relevance to national security;

—criterion of social value;

—criterion of significance in the part implementatiof
management functions.

(existing protectiv

—  IT support services and resource management;
— management of IT services and processes;
— performance and the delivery of IT services.
Consider one of the primary goals of the first gou
task of managing resource allocation for critichlimfra-
structure. For this task, you can build many diférmodels
with different initial conditions and restrictiorGonsider the
model the case of interdependence business precasde
universal services.

Enter the model for the formation of CIT & notation

Z,,...,.Z, — a set of business processes, which ensures effi-

cient operation of the facility management;

On the base of the proposed criteria of criticalniffa- S-Sy — a set of universal services, which provides
structure !t makes _sense to divide them into thlesses of support for the effective functioning of the cohtrbject;
hazard: high, medium and low. : , W’,...,w; —critical business processes factors respective-
Management of critical IT infrastructure is carriedt ! n
by means MIS. The objectives of the MIS is to candne Y for fuzzy scale:
inventory database on Enterprise Resource mortetinl .
management support for the state of these resoatdbse
right level, access control and distribution of guting
and telecommunication resources, supervision, behav
analysis and user support, planning and acquisitian-

critical - o, W’ <1;
H Z .
 very important -a, < W <ay;

important -a; < W <d,;

not important -w” <a.
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W°,...,Ws, —critical factors for universal services 1, if business process Z iscritical
S-S, in accordance with fuzzy scale: and maintained primarily
. critical -y, sw<1; X, =< 0O,, process is very important and is sen

04, process is important and is servec
0, process is nhot important and is naved

 very important -y, <wW° <vy;;

« important-y; < W <vys,; . o
timportant A 1, service § is critical
* notimportant W <vys. _ o
. . and maintained primaril
R,...,R, — resources of critical IT infrastructure needed L i P y ]
Y, =1Y,, service is very important and is sendk

to support of business processes; ! o ) qi ik
~ . . , service is very important and is se
p :H B H — matrix needs of business process of resource Y3 o ry_ P ) ]
0, service is very important and is sendl

Thus, control of resource allocation CIT & A isfind
quired for the business procegsresourceR; in the form  the maximum following objective function (2):

of the triangular fuzzy numbers; = (p;, . p;) or O if U :inwlz +§3~’k"~"§ - max, (2)
|

critical IT infrastructure, whergd; equal to the amount re-

the resource is not required whepg - worst (maximum) in the presence of constraints (3) and (4):

n m

version resource need§ - average resource requirements, Zf(i (B +Zyi 3 <f,, (3
i=1 i=1

N,, - max, (4)

s= Hsj H — matrix needs universal service resource crifical  forj=1,...m.

Condition (4) defines the fact that the numberritical
processes and universal services that are redoirsetve a
universal SerViCS resourceRj in the form of the triangu- maximum, that all critical processes and servie=girio be
resourced. Otherwise, the control of the resoudistsbu-
tion is not possible to enter the additional resestr

not required Where,‘} - worst (maximum) variant resource Odds W, i objective function represent a fuzzy num-

requirementss{ - average resource needs - the best per —v“v,ZD[WIZ";W,ZR], WED[WELWE?] LiR - left and
(minimum) variant resource requirements. High deshfan right borders of the carrier fuzzy numbers.

pj - the best (minimum) variant resource requirements

infrastructure, where; equal to the number required for

lar fuzzy numbersg; = (sj,s;,sj) or O if the resource is

resources is determined by (1): Problem (2) - (4) is a fuzzy linear programminglypem
o pﬁ +[3p|*j’“ + pI’JF which can be solved using the methods describgdin
! 2+B ’(1) Example of using the proposed mode

¢S tXs’+s; Consider a distributed and multi-cluster. Typicatlyis
S _2—+X cluster has hundreds of servers located in differacks.

The connection between the two machines on diffessks
where p{®, si° - the most likely options for resource recan pass through one or more switches. Multi-distion is

quirements for business process and universabgq}w - avery difficult task for reliable, scalable, agible dissem-

weighted averaging parameter that determined emperi inati_on. For a cluster_need to deve_lop policiesqmaent of
tally. replicas that must satisfy the following properties
» maximize reliability;

~ ~ - 2 C K
Ml — trlangular fuzzy numbers |Od(i 0 ), o MaX|m|Z|ng the avallablllty of data;

determining the amount of resourckgs...,R,, in accord- « maximize the use of network bandwidth.

ance. Replicas should be placed not only on differerksdizr
Critical process or service is always maintainethe® different machines, but in different racks. Thiswes that

processes or services served by critical ratios. the process or service will be available, evernéf whole
We introduce the coefficients of the triangularzuzar- rack is damaged or disconnected from the networkh W

iables as follows: this arrangement, reading takes time, which isa@mate-

ly equal to the bandwidth, while the flow of dathem writ-
ing to go through the different racks.
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At the same time, when creating a new critical sscor
service is determined where to place the replicahduld
consider the following:

1. Discover the replica of critical process or enbal
service hosted on the server with the lowest Averdiges.
In this way, the workload is aligned disks on diff&t serv-
ers.

2. Created number of new critical processes oreusél
services on each server is limited. Despite thetfeat the
creation of a new process is fast transactionrpitiges fur-
ther writes data to the server that is alreadyfecult opera-
tion, and that can lead to imbalance of traffiadatdiffer-
ent parts of the system.

3. As stated above, it is necessary to distribateess
between racks.

4. Once the number of replicas falls below a usetta-
ble values must again perform a remark criticat@ss or
service. This may occur for several reasons:

server became unavailable;

one of the disks has failed;

increased number of replicas.

Each critical process or universal service for Wwhjou
want to make an appropriate priority replica sétictv also
depends on several factors. First priority is highehe crit-
ical process or universal service that has the teasber of
replicas. Second, to increase the reliability gbliaptions
increased priority processes or services that kreking
progress in the client. First, serviced criticalqasses.

5. Selects process or service with the highestifyriand
is copied from one of the replica server, whiclthes most
affordable. The new replica is located, based enstime
reasons as in the creation.

6. Creating replicas is balanced constantly. Deipgrzh
the distribution of the replicas in the system,liceg are
moved to align the load drive and load balancingu élso
need to constantly decide which of the replicaswése to
be removed at this time. Typically, deleted replitat is on
a server with the smallest available hard drives.

The resource management model (respectively,
number of required resources are servers and isksl the
number of free resources to create new processesesin
vices replicas to accommodate each of our crifimatesses
and universal services for their reliable operatioithin the
existing constraints (availability of servers atatp to place
replicas on separate servers, the number of aleilab
sources to create new processes and servicesd)loaate

the maximum number of critical business processes a

universal service in a way that is not considensghd¢hed
the principles of operation of the cluster.

By a similar principle MapReduce technology from ,

Google works. The main difference is that the tetdgy
does not work with critical processes, and workk wivari-
ety of data in a file.

thes
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Conclusion

During the research the terminology and requiresnent
for safe, reliable functioning of critical IT-inf&ucture was
identified. The generalized structure of criticall |-
infrastructure, identified its main level, the sglels and
functionality. Also in work for the proposed st is de-
scribed a mathematical model of resource allocatiprirol
in case of interdependent processes and universates.
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