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Background. Protecting the data link of an unmanned aerial vehicle (UAV) is a top priority for countering attacks on
UAVs. In this case, it should be taken into account that even the use of the most protected from the effects of deliberate
interference types of modulation with spectrum spread does not guarantee the protection of such a channel.

Objective. The vulnerability of UAVs using cyber-attacks on a wireless channel is quite large, its study remains relevant,
and therefore further development of complex effective means of countering such cyber-attacks is necessary, which is the
purpose of this work. Moreover, the countermeasures presented in the work are based on the use of architectural solutions for
building a UAV communication channel, which is different from traditional ones.

Methods. Structural-functional methods for constructing a secure wireless system of UAV communication channels are
being investigated.

Results. A block diagram of the organization of UAV electronic countermeasures has been developed, which shows the
data transmission channel from the UAV ground control station, the organization of the jamming channel, and the structure of
the signal at the receiver input with all distortions and interference.

Interferences that can act as a signal of intentional interference from an electronic warfare station are presented and
analysed.

An architectural solution is proposed using two channels in different frequency bands for the UAV control channel. A
schematic structure of the organization of such a communication channel is presented. An expression is given for the margin of
safety of a communication channel against a specific intentional interference. It is shown that the proposed architectural
solution will have a similar effect when exposed to structured interference on the communication channel. In the case of the
impact of imitation interference, the situation will be ambiguous, so it is very important to correctly determine the channel that
is affected by intentional interference.

It is shown that to determine the presence of intentional interference, it is necessary to have at least one more degree of
freedom, which is necessary for classifying such interference and effectively counteracting it. Such a degree of freedom can be
achieved by additional dimensions or architectural solutions for building a communication system.

Conclusions. The types of intentional interference that can affect the UAV communication channel, the features of their
application, and characteristics to ensure effective electronic protection are presented. Scenarios for counteracting the influence
of attacks on UAV control channels are proposed. Scenarios with qualitative estimates are given, on the basis of which
algorithms for detecting intentional interference and algorithms for counteracting the influence of such interference on the
UAV communication channel can be built. It is assumed that the algorithms use averaged parameters, the length of the
averaging interval is chosen as a multiple of the length of one data frame, which makes it possible to exclude from
consideration fast fading in the communication channel that occurs in the case of frequency selective channels.
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threats, which makes them vulnerable to various kinds

L. INTRODUCTION of attacks. For example, in 2009, a predator UAV was

In recent years, the use of unmanned aerial vehicles
(UAVs) has become increasingly widespread for both
military and civilian purposes. Such distribution will
continue in the future due to the development and
improvement of technologies for supporting the
operation of UAV equipment, which leads to the
creation of cheaper and more intelligent UAV systems
[1-3]. However, the widespread UAV leads to an
increase in the safety problems of their operation [4].
Thus, traditional autopilot designs are based on human
control and often do not take into account cybersecurity

hijacked, which forced developers to pay attention to
the cybersecurity of the UAV [5]. Cyber-attacks on
UAVs can be divided into three main categories:
hardware attacks, wireless attacks, and sensor spoofing
(the practice of attackers masquerading as a specific
user or device connected to a network). in hardware
attacks, the attacker has access to the hardware
components of the autopilot; while in wireless attacks,
attackers use wireless communication channels to
penetrate the system.
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At present, UAV-related research on countering
cybersecurity threats focuses mainly on GPS signal
jamming and spoofing, but attacks on controls and data
links are ignored. While the data link is the most
vulnerable in terms of cyberattacks on UAVs, a gap in
research on attacks on the data link is a concern, since
the operator can see the UAV go astray due to a control
channel attack, but is unable to detect this attack and
resist it [6]. The results of tests conducted by
independent security researchers have shown that
drones are quite vulnerable [7]. In some cases, online
resources even provide full source codes or tools that
were used to carry out attacks on UAVs, containing
ready-made background information about vulnerable
drones and related attack tools. An example is the
description of the US Air Force RQ-170 drone when the
Iranian government claimed that it had captured the
drone through its cyber warfare unit [8]. While there is
some debate about the means of attack, the captured
drone appears to be completely undamaged, meaning it
was not hit by projectiles. With regard to civilian
drones, the situation with attacks is much more
complicated. So [9] announced Sky Jack, a dedicated
drone hijacking platform exclusive to Parrot AR drones
that exploit a Wi-Fi hotspot vulnerability in Parrot AR
drones to take control of them.

Protecting the UAV data link is a top priority for
countering attacks on UAVs. In this case, it should be
taken into account that even the use of the most
protected from the effects of deliberate interference
types of modulation with spread spectrum does not
guarantee the protection of such a channel. A lot of
research shows that the transition to the frequency-
hopping spread spectrum (FHSS) alone cannot
completely protect the communication channel from
hacking and suppression. So, in [10] several algorithms
for cracking a pseudo-random sequence FHSS with
external observation were presented, and in [11] the
security of drone controllers that use frequency hopping
spectrum (FHSS) was investigated. In the process of
research using not the fastest software-defined radio
(SDR) Universal Software Radio Peripheral (USRP), in
comparison with [12], the hopping sequence of the
target system was successfully extracted and the
baseband signal was determined. In addition, high-
energy broadband jammers can block the entire jump
space used by the FHSS system. A random jammer
with a much higher hopping speed can degrade the
signal-to-noise ratio (SNR) [13].

The use of cryptographic algorithms to protect a
wireless data transmission channel also cannot
guarantee such a channel from “hacking”, especially for
civilian UAVs, due to the fact that the key length is

limited by law. In [14,15], studies are presented that
have studied strategies for preventing attacks on
wireless communications. Here are algorithms for
detecting attacks that want to infiltrate and extract
encryption keys. By extracting the encryption keys,
attackers can inject their false data into the same correct
data structure. In such attacks, the attackers introduce
errors into the cryptographic algorithm to produce an
erroneous ciphertext so that they can decode the
encryption key.

Thus, it is obvious that the vulnerability of UAVs
using cyber-attacks on a wireless channel is quite large,
its study remains relevant, and therefore further
development of complex effective means of countering
such cyber-attacks is necessary, which is the purpose of
this work. Moreover, the countermeasures presented in
the work are based on the use of architectural solutions
for building a UAV communication channel, which is
different from traditional ones and was previously
proposed in [16-18].

II. INTERFERENCE AFFECTING THE UAV
COMMUNICATION CHANNEL

In the general case, the effect of intentional
interference on the UAV communication channel,
regardless of the purpose of the UAV itself (military or
civilian), is, in its own way, a means of electronic
warfare. With regard to UAV communication channels,
three components of such electronic warfare can be
distinguished:

- passive radio-electronic support ESM (Electronic
Support Measures);
- active radio-electronic suppression ECM (Electronic
Counter Measures);
- countering radio-electronic countermeasures - radio-
electronic protection ECCM (Electronic Counter-
Counter Measures).

Passive radio-electronic support in relation to UAVs
consists mainly in radio intelligence (Communications
Intelligence - CI), which ensures the interception of
signals, determining the direction of their arrival and
their analysis. To solve these problems, both modern
systems capable of detecting unusual and complex
signals, and traditional means, including radio direction
finders with remote control, are used. Radio intelligence
tools build a representation of the signal in the
frequency domain and/or in the time domain and decide
on the type of transmission, frequency, modulation, and
other parameters of the signal. This information is used
to identify the emitter.

The peculiarity of the last two components is that the
development of the equipment used for their
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maintenance is accompanied by a constant competition
one with the other. This feature, in general, corresponds
to the global trend in the development of weapons and
counter-weapons - from ancient times (a shield against
a sword) to the present (an aircraft against an anti-
aircraft gun, etc.). While in the field of electronic
jamming systems are being developed that generate
various kinds of interference and false radiation, in the
field of electronic protection, tools are being developed
to reduce the negative impact of these systems.

A typical scenario of electronic warfare is a
confrontation between the forces and means of all three
components: electronic support, electronic suppression,
and electronic protection. Moreover, such a
confrontation 1is accompanied by the constant
development of the technical means of each of the
components and the tactics of their use. The complexity
of modern Electronic Warfare (EW) systems and the
limited time to make a decision require maximum
automation of means to counteract the effects of
deliberate jamming. At the same time, an important
aspect is that the software of the electronic protection
system would be modifiable, that is, it would have an
open architecture, presented, for example, in [12].
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Fig. 1. Schematic representation of the organization of UAV
electronic countermeasures

To ensure effective electronic protection, it is
important to know what types of deliberate interference
can affect the UAV communication channel, the
features of their application, and its characteristics. Fig.
1 schematically shows the organization of UAV
electronic countermeasures. To counter UAVs,
electronic warfare stations are used that combine the
functions of radio intelligence (Communications
Intelligence) and radio suppression (Electronic Counter
Measures), operating in a wide frequency range and
allowing not only to jam UAV communication
channels, for example [19] , but also small-sized low-
power anti-drone gun with a limited frequency range,
for example [20]. The electronic warfare station is
always located closer to, or in close proximity to, UAV
mission targets. As a result, the spatial and energy
characteristics of the UAV communication channel and

the suppression channel differ significantly in the length
and direction of radiation.

Fig. 2 shows a block diagram of the organization of
electronic countermeasures for an unmanned aerial
vehicle, which shows the data transmission channel
from the UAV ground control station, the organization
of the jamming channel, and the structure of the signal
at the receiver input with all distortions and
interference.
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Fig. 2. Structural diagram of the UAV electronic countermeasures
organization

The model of the transmitted signal from the ground
control station to the UAV in the absence of radio
interference in the general case can be described as:

X(t) = K(t) = S(t) +n(t), 1)

where X(7) - signal at the input of the receiver; S(¢) -
useful signal; K(7) is the coefficient that takes into
account the influence of multipath in the channel; n(¢) is
additive interference in a limited frequency band.

In the presence of radio interference, the channel
model will be described as:

X)) =K(@) =S(t)+n() +J@), (2)

where J(f) is an additive signal from a radio
countermeasures station, described in a general way.

In this case, the radio countermeasure channel,
similarly to the communication channel with the UAV,
can be affected by multipath and the receiver input
receives additive interference, described as:

J(© = Kgem (®) * Sj(0) + n(0) 3)

where Sj(7) is the interference signal generated and
emitted by the radio suppression station; Kgeum(?) is a
coefficient that takes into account the influence of
multipath in the radio countermeasure channel.
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It should be noted that the additive interference n(?)
in expressions (2) and (3) is the same interference,
limited in frequency band by the input path and the
main selection filters of the UAV receiver.

A signal is received at the receiver input of the radio
intelligence station, which can be described similarly to
(1). Ideally, the radio intelligence station recognizes the
presence of the UAV control signal, classifies it, and
determines its parameters (carrier frequency,
modulation type, transmission rate). Since the
requirements for the reaction time of the radio
reconnaissance station and the inclusion of the radio
suppression system are not “hard” compared to those
for electronic warfare radar systems, real-time signal
processing is not required and can be performed with a
recorded signal fragment. After that, the electronic
warfare station generates a jamming signal. The
following interference can be used as such a signal.

Energy  noise interference  (broadband  or
narrowband). In the first approximation, it can be
considered as a uniform "white noise" emitted in the
operating frequency range of the UAV control station
(broadband interference) or in the operating frequency
band of the control channel (narrowband interference).
The use of broadband interference requires high power
from the station to achieve Ny sufficient to provide SNR
< SNRumin, at which the probability of erroneous
reception by the UAV receiver BER is guaranteed to
exceed the specified level (less than 107).

Energy structured interference that is emitted at the
operating frequency of the UAV control channel and
repeats its parameters (type of modulation, frequency
band). The impact of such interference on the
communication channel leads to a breakdown of
synchronization (frequency, phase, time) and the
complete destruction of the information message. The
results of testing the impact of such interference on a
communication channel with QPSK modulation showed
that a partial loss of synchronization in the
communication channel occurs already at signal-to-
interference ratio Py/P; = 10 dB, and a complete
destruction of the channel at P/P; = 6 dB. These tests
were carried out using the Arradio SDR transceivers
[21] as the main and Pluto SDR [22, 23] as the
interference source, while the distance from the
transmitters to the receiver was the same. For
comparison, as a result of similar tests of the impact on
the channel, limited in band by the filters of the additive
white noise receiver, a partial loss of synchronization
occurred at Py/P; = -3 dB, a complete destruction of the
channel at P/P; = -6 dB.

Imitation interference of the replay attack type, in
which a recording of a real signal in a communication

channel (for example, with a straight-line UAV
movement) is used as an interference signal, which
repeats the entire structure of the signal, including the
elements of the channel cryptoprotection. For the
effective impact of such interference on the
communication channel, the condition Py/Ps; > Pjmin
(Pjmin is the minimum interference power) must be
satisfied at the receiver input. The test results in a
communication channel with QPSK modulation without
error-correcting coding showed that Pjmin was 10 dB
with an error probability BER < 107,

Imitation interference of full or partial replacement
of an informational message through the introduction of
erroneous data (false data injection attack). This type of
interference is the most harmful from the point of view
of the "survivability" of the UAV, since it allows you to
completely take control of the unmanned vehicle. To
implement this type of interference, the radio
intelligence station must fully detect the information
message, including cryptoprotection, and then generate
a new message with a modified one. For the effective
impact of such interference on the communication
channel, the condition P/P; > Pjmin must also be
satisfied.

III. SCENARIOS TO COUNTER THE EFFECT OF
ATTACKS ON UAYV CONTROL CHANNELS

In [16-18], an architectural solution was proposed
using two channels in different frequency bands for the
UAYV control channel. In this case, information in both
channels is transmitted simultaneously with full
duplication, which should increase the resistance of
such a communication channel to the effects of
deliberate interference. Schematically, the structure of
the organization of such a communication channel is
shown in Fig. 3.
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communication channel with protection against the effects
of intentional interference



M. KAIDENKO, S. KRAVCHUK. PROTECTION AGAINST THE EFFECT OF DIFFERENT CLASSES OF ATTACKS ON UAV 39

CONTROL CHANNELS

In [24], the anti-jam margin is described, which
describes the stability of the system against attempts to
suppress the signal. Although the use of this term is not
always correct, it can be applied in general to denote a
margin of safety against a specific jamming.

For a traditional version of the communication
system, the anti-jam margin, which is affected by
deliberate interference, can be described as:

v _[ E, ] _( E, J “4)
Y (N0+J) Received (N0+J) Required

For the variant proposed in [16-18] with two
receiving channels in which the same information is
transmitted, the anti-jam margin can be represented as:

M ,, = max(M AJ_Channell M AJ_Channe12) (5)

Therefore, if intentional interference affects only one
of the channels, the anti-jam margin will be maximum
and limited only by unintentional interference in the
range of the channel, in which there is no intentional
interference. In the event of intentional interference on
both receiving channels, in order to ensure high
reliability of information transmission in the control
channel and, accordingly, the "survivability" of the
UAV communication channel and the UAYV itself, it is
sufficient to provide sufficient anti- jam margin, at least
in one of the receiving channels.

Despite the fact that expressions (4) and (5) quite
informatively describe the anti-jam margin in case of
impact on the communication channel of energy
interference, the proposed architectural solution will
have a similar effect when the communication channel
is exposed to structured interference. In this case, the
next very important task of the receiver is to recognize
the presence of intentional interference in the
communication channel. In the case of the impact of
energy interference (both noise and structured), this
task is not particularly relevant, since deliberate
interference only leads to loss of control of the UAV, is
easily detected, and the means of counteracting the
impact of such interference can be the transfer of the
UAYV to an autonomous flight mode. In the case of the
impact of imitation interference such as replay attacks,
or false data injection attacks, the situation becomes
ambiguous, so it is very important to correctly
determine the channel that is affected by deliberate
interference and thus the attack on the UAV is carried
out.

To effectively counter the effects of intentional
interference, it is necessary to detect this interference

and, if possible, classify it in order to correctly select
and activate the necessary counteraction algorithm. A
modern receiver includes several means of estimating
the state of a communication channel: Received Signal
Strength Indication (RSSI), signal-to-noise ratio (SNR),
and error rate (BER).

The received signal strength indicator RSSI
measures the amount of received signal in a particular
frequency band as the total power of the received signal
receivers. In this case, it is not determined whether the
signal is useful, is an interference signal, or is a mixture
of a signal with interference.

The ratio of the received signal power to the noise
power SNR determines the quality of the received
useful signal, provided that this signal is useful
(detected) and a mixture of signal and interference is
received, without specifying the type of interference.
The term CINR (Carrier to Interference + Noise Ratio)
is often used in the literature, which is synonymous
with SINR (Signal Interference + Noise Ratio). The
difference between SNR and SINR is only that SNR
determines the ratio of signal power to the noise power,
and SINR is the ratio of signal power to noise power
and that interference resulting from interference, which
is perceived in the same way as noise.

In the case of the presence of intentional interference
in the mixture of signal and noise, there is no response
at the RSSI measurement level to the presence or
absence of such interference. At the level of SNR
measurement, it is only possible to give an
unambiguous answer to the signal quality and, as a
result, to the presence of interference without
classifying the type of interference.

Measurement of BER (counting the number of errors
per frame interval Newor) is possible in communication
channels with FEC (Forward Error Correction) error-
correcting coding and allows you to more accurately
determine the quality of the received signal compared
to SNR, since it determines the quality of the received
information. In addition, SNR measurements at low
signal-to-noise ratios can have a significant error,
regardless of whether the transmitted information is
known (Data-Aided) [25] or unknown (Non-Data-
Aided) [26-28]. Thus, BER can be a means of
indicating the presence of SNR measurement error.

The above indicates that in order to determine the
presence of intentional interference, it is necessary to
have at least one more degree of freedom necessary for
classifying such interference and effectively
counteracting it. Such a degree of freedom can be
achieved by additional measurements, and/or
architectural solutions for building a communication
system. The presence of the third degree of freedom
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when using the architectural solutions proposed in [16-
18] makes it possible to build algorithms for detecting
intentional interference and counteracting their impact
on the communication channel.

In the case of detecting a potential impact of
intentional interference on the control channel, there are
two options for more accurate detection of the impact of
such interference: with feedback (Close Loop detection)
and without feedback (Open Loop detection). At first
glance, the feedback option is preferable, but it has its
drawbacks since the impact can be carried out not only
on the control channel but also on the telemetry
channel. This detection option is applicable to small
commercial UAVs that use the simplest communication
system using only one frequency band for the control
channel and telemetry. For small-sized civil and
military UAVs that use two communication channels in
different frequency bands to build the UAV control
channel, it is preferable to use detection without
feedback (Open Loop detection). For UAVs in which
two communication channels in different frequency
bands are fully used to build the UAV control channel
and the telemetry channel, it is possible to use either
one or the other option, their combination or
simultaneous use. Open-loop detection has a significant
advantage in the case of using two communication
channels since it allows you to determine the channel
with reliable information with minimal delay. However,
the use of a combined scheme, when open-loop
detection is used to make a decision about the impact of
interference with confirmation of the decision made by
the feedback channel, provides the highest probability
of detecting the potential impact of intentional
interference.

Table 1 shows scenarios with qualitative estimates,
on the basis of which algorithms for detecting
intentional  interference  and  algorithms  for
counteracting the influence of such interference on the
UAV communication channel can be built. It is
assumed that the algorithms use averaged parameters,
the length of the averaging interval is chosen as a
multiple of the length of one data frame, which makes it
possible to exclude from consideration fast fading in the
communication channel that occurs in the case of
frequency selective channels. In addition, the power of
both communication channels must be chosen in such a
way as to ensure the same energy potential in both
channels, which will be used as one of the criteria for
detecting deliberate interference.

Scenarios are written under the condition that the
potential impact of intentional interference on the
control channel is detected. The most accurate initial

sign of detection is to control the difference between
information messages in two communication channels:

Jam _d = XOR ( Message,,,...i» MessageChaW,z) (6)

If Juwa = 1, then it is likely that one of the
communication channels may be subject to a deliberate

attack.

Table 1.
Scenario | Interference type Description of symptoms
1 Energy noise  [In one of the channels Neyor >>1;
interference IRSSI Chan_error > RSSI Chan_correct ;
broadband SNRChanierrar< SNRCha)Lcor)'eCt;
IRSSIc han_error+-B w~RSSIc ‘han_error
2 Energy noise  [In one of the channels Neyor >>1;
interference  |RSSIChan_error > RSSIChan correct;
narrowband SNRChaniermr< SNRChanicurrecl,'
RSSIc ‘han_error+-B w<<RSSI Chan_error
3 Energy structured |In one of the channels Neyror >>1;
interference RSS]Chan_z/rror >= RSSIChan_cvrrect;
SNRChanierror< :SNRChanicorrect;
No Frame Synchronization
(Packets)
4 Imitation N, error_Chanl ~ N, error_Chan2,
interference such RSS! chani>> RSSI Chanz;
as replay attack  |SNR chani>= SNR Chan2;
Incorrect order of imitation inserts
5 Imitation noise  |[Nerror_Chani ~ Nerror_Chan2;
replacement (false |RSSI chani>> RSSI Chanz;
data injection  |SNR ciani>= SNR Chan2;
attack) Observation of changes over a long
time interval

As can be seen from the table for energy noise
interference scenarios, the first sign is the presence in
one of the channels of a large number of bit errors that
cannot be corrected by error-correcting coding. The
next sign is the excess of the level of the received RSSI
signal in this channel over the RSSI in the channel with
normal signal reception. The SNR of an errored channel
(if it can be measured) will be substantially less than the
SNR of an error-free channel. Checking for the
presence of broadband or narrowband energy
interference, if necessary, can be carried out by tuning
to an adjacent frequency channel within the operating
frequency range, while for broadband interference RSSI
will be practically unchanged. In the presence of fading
in the channel, which is not affected by interference, the
behaviour of signs of the presence of interference will
be similar to the case without fading. Deep fading can
lead to temporary destruction of the channel, however,
observation over a long-time interval allows you to
accurately determine the channel affected by energy
noise interference.
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For the energy structured interference scenario, there
will also be a large number of bit errors in the affected
channel. In this case, the RSSI of the channel affected
by the interference can be commensurate with the RSSI
in the channel with normal signal reception. SNR can
also be comparable in both channels and is highly
dependent on how it is measured. Thus, the second sign
is the structure of the data frame, or rather the
impossibility of frame synchronization.

A scenario using simulated interference such as a
repetition attack will be characterized by the absence of
errors in both channels, the SNR will be commensurate
or at a level sufficient for stable reception, while the
RSSI in the channel with interference will exceed that
of the channel without interference by a level sufficient
to suppress the correct signal. The main sign of the
presence of a repetition attack will be the correctness of
the sequence of imitation inserts, the repetition period
of which should be sufficiently large. Similar signs will
also characterize the channel with imitation interference
of substitution, however, in this case, imitation inserts
can also be replaced, therefore, to determine the sign of
the presence of interference, it is necessary to observe
changes in the behaviour of the communication channel
over a long-time interval.

1IV. CONCLUSION

The types of intentional interference that can affect
the UAV communication channel, the features of their
application, and characteristics to ensure effective
electronic protection are presented.

A block diagram of the organization of UAV
electronic countermeasures has been developed, which
shows the data transmission channel from the UAV
ground control station, the organization of the jamming
channel, and the structure of the signal at the receiver
input with all distortions and interference.

Interferences that can act as a signal of intentional
interference from an electronic warfare station are
presented and analysed: energy noise interference
(broadband or narrowband); energy structured
interference, which is emitted at the operating
frequency of the UAV control channel and repeats its
parameters; imitation interference such as replay attack;
imitation interference of complete or partial
replacement of an information message by introducing
erroneous data (false data injection attack).

Scenarios for counteracting the influence of attacks on
UAYV control channels are proposed.

An architectural solution is proposed using two
channels in different frequency bands for the UAV
control channel. A schematic structure of the
organization of such a communication channel is

presented. An expression is given for the margin of
safety of a communication channel against a specific
intentional interference. It is shown that the proposed
architectural solution will have a similar effect when
exposed to structured interference on  the
communication channel. In the case of the impact of
imitation  interference, the situation becomes
ambiguous, so it is very important to correctly
determine the channel that is affected by deliberate
interference and thus the attack on the UAV is carried
out.

It is shown that in order to determine the presence of
intentional interference, it is necessary to have at least
one more degree of freedom, which is necessary for
classifying such interference and effectively
counteracting it. Such a degree of freedom can be
achieved by additional dimensions or architectural
solutions for building a communication system.

Scenarios with qualitative estimates are given, on the
basis of which algorithms for detecting intentional
interference and algorithms for counteracting the
influence of such interference on the UAV
communication channel can be built. It is assumed that
the algorithms use averaged parameters, the length of
the averaging interval is chosen as a multiple of the
length of one data frame, which makes it possible to
exclude from consideration fast fading in the
communication channel that occurs in the case of
frequency selective channels.
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Kaiioenko M.M., Kpasuyk C.O.

3axucT Bi BIUIMBY Pi3HOI0 KJjacy aTak Ha KaHauM ynpapainna BIIJIA

IIpodnemaTnka. 3axucT KaHATy mepenadi O0e3miIoTHOro JiTansHoro amapary (BIIJIA) e mepmodeproBuM 3aBIaHHIM JUIS
3abe3neueHns npotuaii atakam Ha BITJIA. TIpu npomy Tpeda BpaxoBYBaTH, IO HABITh BUKOPHCTAHHS HAMOUIBII 3aXUICHIX
BiJl BIUTHBY YMHUCHHX 3aBaJl BU/iB MOYIIAIIT 3 pO3IIMPEHHAM CIIEKTpa He TapaHTye 3aXUCTy TaKOTO KaHaIy.

Meta pocrmim:kenHs. Bpasmusicts BITJIA 3 BukopmcraHHSM KibepaTak Ha Oe3ApOTOBMH KaHAN JOCHTH BEINHKA, ii
JIOCTII/DKCHHS 3aJIMIIAE€ThCSA aKTyaIbHAM 1 TOMY IOTpiOHa MoJaibiia po3podka KOMIUICKCHUX e()eKTHBHUX 3ac00iB MPOTHIIT
TaKUM KiOepaTakam, IO € METOI0 CHpaBXkHBOI podoTu. Ilprdomy mpencraBieHi B poOOTi 3acobm mpotumii 6a3yroThcs Ha
BUKOPUCTAHHI apXiTEKTypHUX PillleHb M0/10 To0ynoBH kKaHay 3B's3Ky BIIJIA, sxi BiaMiHHI BiJ TpaJunmiitHUX.

MeTtomuka peanizamii. J{oCHimKyIOTECS CTPYKTYpHO-(DYHKITIOHANBHI METOMM ITOOYMOBM O€3MpOBOIOBOI 3aXHIIEHOT
cucTeMHu KaHauiB 3B'13Ky BITJTA.

PesyasTaTn pociaimkeHHsi. Po3poOneHO CTpyKTypHY cxeMmy oprasizamii pamioenexTponnoi mportumii BITIA, B skiit
MIpeCTaBIICHO KaHAIl Tepeaayl JaHuX Bij HazeMHoi ctaHmii yrnpasiinas BIIJIA, opraHizaliro KaHaiy TTOCTaHOBKHU 3aBayl Ta
CTPYKTypY CHUTHAIy Ha BXOJi MpHiiMada 3 yciMa CHOTBOPEHHAMH Ta 3aBaTaMH.

IpencraBieHi Ta MpoaHaTi30BaHi 3aBajH, sKi MOXKYTh BHCTYIATH K CHTHAJI HABMICHOI 3aBafy CTAHIII paliOeeKTPOHHOT
060pOTHOH.

3amponoHOBAHO apXITEKTYpHE PINIEHHS i3 BHKOPHCTaHHAM JBOX KaHANIB y PI3HUX J[iala3oHaX 4acTOT IS KaHAIy
ympasiinas BITJIA. TlogaHo cxemaTtHdHy CTpYKTypy OpraHizamii Takoro kaHaiy 3B'a3Ky. JlaHO BHpa3 3amacy MIITHOCTI KaHAITY
3B'3Ky MPOTH KOHKPETHOI HaBMHCHOI 3aBaau. [loka3aHo, 0 3ampONOHOBAHE ApXIiTEKTypHE DIMICHHS MaTHME aHAIOTidHHI
epexT mpM BIUIMBI HAa KaHAT 3B'I3Ky CTPYKTYpOBaHMX 3aBaA. Y pasi BIUIMBY IMiTamiifHOi 3aBagm cHTyaris Oyne
HEOHO3HAYHOIO, TOMY Ty’K€ BaXKIMBO IPABHIILHO BU3HAUYNTH KaHAJI, Ha KMl BIUTHBAE HABMICHA 3aBaJa.

INoka3zaHo, 1m0 I BU3HAYCHHS MPHCYTHOCTI HABMUCHOI 3aBaJl HEOOXITHO MATH IIe SIK MIHIMyM OJHH piBEHb CBOOOIH,
HeoOXimHMH Ut Kiracu¢ikamii Takol 3aBagu Ta edekTHBHOI mpoTHmii iff. Takwit cTymiHe cBOOOAM MOXe OyTH JOCATHYTHIt
JIOTaTKOBHMH BHMipaMH, a00 apXiTeKTYPHHMH PIlICHHAMH I0/10 TTOOYIOBH CHCTEMH 3B'SI3KY.
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BucHoBku. [TogaHo THIIM HABMUCHKX 3aBaJl, sIKI MOXYTh AisITH Ha KaHau 3B's13Ky BITJTA, 0coOMMBOCTI iX 3aCTOCYBaHHS Ta
XapaKTEPUCTHKK Jisi 3a0e3Me4YeHHs] e)eKTUBHOTO PalioCICKTPOHHOTO 3aXKCTy. 3alpONOHOBAHO CIEHApPIl MPOTHIi BIUIUBY
atak Ha kaHanu ynpasiinHs BITJIA. HaBeneHo crieHapii 3 sIKICHUMH OIlIHKaMH, Ha OCHOBI SKMX MOXYTh OYJyBaTHCh
AITOPUTMH JICTCKTyBaHHsS HAaBMHUCHHX 3aBaJl Ta AJTOPHUTMH MNPOTHAII BIUIMBY TAaKMX 3aBaj Ha KaHaln 3B's3Ky BIUIA.
TTepenbauaerbes, Mo A1s1 pOOOTH ANTOPUTMIB BUKOPUCTOBYIOTHCS YCEPEIHEHI TapaMeTpH, AOBKHHA IHTEpPBAILy yCEpPEIHCHHS
BHOMPAETHCS] KPATHOIO JIOBKHHOK OIHOTO KaApy AaHHX, LIO J03BOJISIE BUKITIOYUTH 3 PO3IJISIAY MIBUIKI 3aBMUPAHHS B KaHAJI
3B'SI3KY, 1110 BUHUKAIOTh Y pa3i 4aCTOTO-CEIICKTUBHUX KaHAIIB.

KuarouoBi cioBa: 6esninomui nimaroui anapamu,; Kanaiu nepedaui 0anux, besnexa, npomudis, Kibepamaxa.





