UDC 004.415

81

IMPROVED CLUSTER MANAGEMENT METHOD FOR
INDUSTRIAL “INTERNET OF THINGS” NETWORKS
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Background. With growing technological level and the corresponding availability of computational devices, sharply
appears the problem of providing the high availability of high-loaded systems, as well as the reliability of the data storage and
integrity. Therefore, it is not surprising that a large number of solutions have put high demands to the data manipulation.

Objective. The aim of the paper is to create a generic algorithm for industrial IoT networks that will be used for managing

containerization components in database clusters.

Methods. During the work process most of existing solutions for providing automatic scalability of database cluster have
been analyzed. Based on this analysis a special algorithm that manipulates the images of database cluster nodes based on

predefined input parameters was proposed.

Results. Algorithm for managing database clusters in industrial IoT networks that will allow clients to optimize the
resource usage with saving availability and incoming throughput characteristics of the cluster.

Conclusions. On the first stage, using this approach in production solutions requires more preparation and administration
expenses, compared with existing solutions, but with time, it will give an advantage because the system will fully support the
cluster to keep it in optimal condition without human interruption.

Keywords: clusterization; containerization; industrial [oT networks.

Introduction

With growing technological level and the
corresponding availability of computational devices,
sharply appears the problem of providing the high
availability of high-loaded systems, as well as the
reliability of the data storage and integrity. Therefore, it
is not surprising that a large number of solutions have
providing high demands with the data manipulation.

In general, clustering in the server architecture can
be a universal option for distribution, as well as a
powerful tool of saving data from losses. Moreover, on
modern market we can see a new solution that propose
us a better space optimization, scalability and security —
containerization. In addition, it seems that those
solutions are good enough for integration on server
layer of IoT systems.

Perhaps one of the main parts of this system is a
database containing data collected from all devices in
the network, so it needs to pay sufficient attention onto
the development and maintenance of the system.
Generally, data can be stored in a different way, but
today we have a two popular types of databases —
relational and non-relational (hereinafter SQL and
NoSQL respectively). Which of them to use and
combine is all depends on the type of data that will be
stored.

For example, to store arrays of large data with a
homogeneous structure without taking some operations
on them, it is better to use NoSQL, but for constructing
the logical structure, and for using data manipulation or
even transfer a part of solution logic into the database
layer the classic SQL will be the best solution [1].

Our solution focuses on storing data from end
devices and based on described above the main purpose
of this work is combine clusterization with
containerization. That will help to reach improvements
in scalability, availability and security and to create an
algorithm that can be configured to provide optimal
cluster node management for concrete industrial IoT
network.

I. Existing solution overview.
I.1 Clustering relational databases

Depending on the type of database, which were
selected, or their combinations, for example, store
unprocessed data from devices on non-relational
databases, and processed and structured information on
relational ones, need to choose own clustering model
and fault-tolerance databases [2]. For example, for
Microsoft SQL Relational databases, there are two most
commonly used approaches [3]. The first one is
scalability of the usual Clustered SQL Server (Fig. 1).

ISSN 2312-4121, Information and Telecommunication Sciences, 2020, Volume 11, Number 2
© 2020, National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”



INFORMATION AND TELECOMMUNICATION SCIENCES VOLUME 11 NUMBER 2 JULY-DECEMBER 2020

Instance

Node 1 Node 2 Node 3

MS SQL DB Cluster

Fig.1 Generalized cluster structure of the relational database

The second one is Always On SQL Server, which,
depending on the configuration settings were chosen,
can improve efficiency and speed of the data
throughput. The pros of this solution are a good level of
scalability and high availability.

1.2 Clustering of non-relational databases

The most popular working model for load balancing
of NoSQL databases is a sharding (or fragmentation)
[4]. In a fragmentation approach, the database is
divided into fragments (Fig. 2), which records and reads
data, which can significantly increase the speed of
working with the database.
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Fig.2 A generalized cluster structure of a nonrelation
database based on a fractional type of replication

1.3 Containerization and control algorithm

In normal operating systems for personal computers,
a computer program can see (even if it cannot access)
all system resources. They include:

e Hardware features that used, such as a processor and
a network connection

e Data that can be read or written, such as files,
folders, and network folders

e Connected peripherals with which it can interact,
such as a webcam, printer, scanner, or fax

With the operating system virtualization or
containerization, someone can run apps within the

containers, which allocate only parts of these resources.
A program that expects to see the entire computer,
when it launches inside the container, can only see
selected resources and find them available. Several
containers can be created on each operating system,
each with a subset of computer resources. Each
container may contain any number of computer
programs. These programs can run simultaneously or
separately, even interact with each other.

Based on the result shown on Fig.4 the most
perspective databases for high loaded systems could be
the Couchbase. In addition, we can a see a dynamic
how more productive non-relational database can be, as
less SQL features it supports, comparing Mongo and
Aerospike.
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Fig.3 A generalized cluster structure of a non-relational
database constructed on a regular replication

NoSQL databases have optimal throughput
characteristics and they are suitable for using in
industrial IoT with great number of end node devices.
In addition, many vendors have built in features for
containerization and clusterization.
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Fig. 4. Loading data diagrams for some NoSQL Db [6]

Let introduce a short list of common solutions:

1. Sharding from Mongo. Mongo used a replica as
a guarantor of fault tolerance. A replica set is a group of
at least three MongoDB instances that maintain the
same data. One node of the set is deemed primary and
is responsible for all write operations. It records all
changes in the oplogso that the remaining nodes
(secondaries) can accurately reflect the primary’s data.
If the primary becomes unavailable, a new one will be
automatically elected from the active secondaries after a
short delay.

2. Couchbase Clustering. The Couchbase cluster
size is automatically adjusted based on incoming load
by changing the DB servers number (up to 10 instances
per layer) according to the following conditions:

+1 node if CPU/RAM usage is >70% for at least 5
minutes

-1 node if CPU/RAM usage is <40% for at least 5
minutes

When a node is added to or removed from the
cluster, the process of data rebalancing is automatically
handled. It is aimed to evenly re-distribute all the
information, stored within a cluster, across the available
nodes. Herewith, the cluster remains up and continues
to serve and handle client requests.

3. Master-Slave. Cluster that uses a master-slave
model has one main node and a set of slave nodes that
are usually used to save the data copy and in case of fall
of master node the one of slave nodes will take all
master’s tasks.

Proposed solution

For automatization of the cluster was implemented a
special algorithm for analyzing the incoming data flow,
which will manage cluster nodes automatically without
interference from administrators, in this solution it is
proposed to use a formula that will control the number
of database nodes in the cluster.
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where: E — input data stream at a time; e — the
amount of data that can be processed by the node, A —
coefficient for dynamic change of the number of cluster
nodes. Therefore, based on (1), the maximum
bandwidth of the system will be equal to:
Enax = exk (2

To determine the final dependence of A must be first

determined the average change in incoming messages

over a period:
n

A Epig = Z (Emax = Emomi)/ 1

i

3)

where E,,;4 ; data flow at a certain point in time, n —
the number of time segments for which the
measurement was performed.

It is also necessary for each system to determine the
approximate time spent on a full system deploy, it will
be the sum of time spent on creating / deleting a
container (t.), time spent on joining the node to the
cluster (t;) and the time spent on balancing the cluster
after creating / deleting nodes (t.).

tr=te+ tg+ ter 4)

Based on (2) — (4) determination of the coefficient A, at
moment E,,,,, can be expressed:

(Emax - Emom)

A={——F——"F—< 0Ta AEp3>0
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The limit level is a natural whole 6 >1, it is proposed
to choose as the optimal ratio of the predicted scan time
to the real scan time.

For example, if the server want to be deployed as
soon as possible before the maximum bandwidth is
reached, or on the contrary, to be minimized when the
bandwidth drop to E;q, — e thend=1.
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Conclusion

In this paper proposed an algorithm for managing
cluster industrial IoT networks that will allow clients to
optimize the resource usage with saving availability and
incoming throughput characteristics of the cluster. On
the first stage, developed solution requires a more
preparation and administration expenses, but with time,
it will give an advantage because the system will fully
support cluster to keep it in optimal condition without
human interruption.
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Jasuowk A.M., Acmpaxanuyes A.A.
Bnockonanennii kaacTepu3oBaHMil MeTO YIIPABIIHHA ISl Mepe:k NPoMucaoBoro “IurepHery peueii”

ITpodsemaTuka. 3i 3pOCTaHHSM TEXHOJIOTIYHOIO PIBHS Ta BIANOBIAHOI JOCTYIHOCTI OOYMCIIOBAIBHUX HPUCTPOIB Pi3KO
nocrae npobrnema 3a0e3nedyeHHs BUCOKOI JOCTYIHOCTI BHCOKOHABAHTaXKEHHX CHCTEM, a TaKOX HaJiifHOCTI 30epiraHHs Ta
imicHocTi gaHuX. ToMy He AUBHO, IO BEJIMKA KUTBKICTh PIlIEHb MTOCTABMIIA BUCOKI BUMOTH J10 0OPOOKH JaHHUX.

Merta pociairxenHsi. CTBOpPEHHS 3araJbHOTO aaropuT™My st mpomuciaoBux Mepex 10T, skuii Oyne BUKOPUCTOBYBATHCS IS
yIIpaBIiHHS KOMIIOHEHTaMU KOHTEeHHepH3allii B Kilactepax 0a3 JaHuX.

Mertoanka peanmizamii. B mporeci pobotu 0Oyio mpoaHami3oBaHO OUTBIIICTh ICHYIOUYHX pIilllCHb Ui 3a0€3IeYCHHS
ABTOMATHYHOT MacITaboBaHOCTI Kiactepa 0a3 nannx. Ha ocHOBI 11boro aHamizy OyJ10 3alpoINOHOBAHO CIENiabHUN alropHTM,
SKUH MaHIIyJII0€ 300paKeHHSIMH BY3IiB KilacTepa 0a3 jaHuX 0a3ylounch Ha 3a3jiajerifb BU3HAYEHUX BXIJHUX MapameTpiB
CHCTEMH.

PesyabraTn gocaixkenb. ANropuTM yrpabiiHHS Kiactepamu 0a3 JaHUX Y npomucioBux mepexax loT, mo mo3Bomuthb
KJIIEHTaM ONTHMI3yBaTH BUKOPHCTaHHS PECYpCiB i3 30€peKeHHIM JOCTYTHOCTI Ta BXIJHOT MPOIYCKHOI 31aTHOCTI KJIacTepa.

BucnoBkn. Ha meprioMy eTami BHKOPUCTaHHS I[OTO MiAXOIY Y BUPOOHMYMX PINICHHSAX BUMAara€ OUTBIIMX BHUTpAT, HiXK
ICHYIOUl pillleHHs, Ha MiJATOTOBKY Ta aJMIHICTpyBaHHs], alie 3 4acoM L€ JacTh MepeBary, OCKUIbKU cHCTeMa OyJie MOBHICTIO
HIATPUMYBaTH KJIACTEP, 00 MiATPUMYBATH HOTO B ONTUMAILHOMY CTaHi 6e3 BTpyYaHb 3 OOKY JIFOAMHH.

KurouoBi ciioBa: kiactepusalis; KOHTeHHepH3allis; IpoMuciIoBa Mepexa [HTepHeTy peueit.

Jasuowk A.M., Acmpaxanyee A.A.
YcoBeplLIeHCTBOBAHHDII KJIACTEPU30BAHHBINA MeTO/ yIIpaBJeHUsl 1151 ceTell MpoMbllieHHoro “UurepHera Beweii”

ITpoéaemaTuka. C pocTOM TEXHOJOTHYECKOTO YPOBHS M COOTBETCTBYIOUIECH TOCTYIHOCTH BBIYHCIUTEIBHBIX YCTPOHCTB
pe3ko BcTaeT mpodiemMa obecriedeHnsT BHICOKOH JOCTYITHOCTH BBICOKOHATPYKEHHBIX CHCTEM, a TAakKe HAJSKHOCTH XPAaHEHUS U
LECJIOCTHOCTHU JAaHHBIX. HO3TOMy HEYOAUBUTEIBHO, YTO 00JIBbIIIOE KOJIMYECTBO pemeHHﬁ IIoCTaBuJIa BBICOKHC Tpe6OBaHI/I$[ K
00paboTKe TaHHBIX.

Hean uccnenosannii. Co3ganue o0Imero anropuTMa AT IPOMBIIIICHHBIX ceTeil 10T, KoTopslii OyaeT HCmoab30BaThCs I
yIIpaBiIeHUS KOMIOHEHTaMH KOHTEHHEPH3aluy B KitacTepax 0a3 JaHHBIX.
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Metonnka peanusanuu. B mporecce padoThl ObUIO NMPOAHATM3UPOBAHO OOJBIIMHCTBO CYLICCTBYIONINX PELICHHH s
obecrieueHNs] aBTOMAaTHYECKON MacimrabupyemocTH kiactepa 0a3 naHHbIX. Ha ocHOBe 3TOro aHammsa OBUIO HPEAIOXKEHO
CTICNMATBHEIN aITOPUTM, KOTOPHIH MaHHUIYITHPYEeT M300paKEHMSMH y3JI0B KiacTepa 0a3 JaHHBIX OCHOBHIBASCH Ha 3apaHee
OIpeJIEEHHBIX BXOHBIX 1APAMETPOB CHCTEMBIL.

Pe3yabTaThl HecJaeI0BaHMNA. ANTOPUTM YIIpaBICHHS KiIacTepaMi 6a3 TaHHBIX B IPOMBINIICHHBIX ceTsx [oT, uTo mo3Boiut
KJIMEHTAaM ONTHMH3HPOBATH HCIIONB30BAHIE PECYpPCOB C COXPAHEHHEM JOCTYHNHOCTH M BXOJSIICH MPOITYyCKHOH CIOCOOHOCTH
KJacrepa.

BeiBoabl. Ha nepBom 3Tare HCIoNb30BaHHs ITOTO TIOAX0/a B IIPOU3BOJACTBEHHBIX PEIICHUSX TPeOyeT OOJbIINX 3aTpaT, YeM
CYIIECTBYIOIME PELICHUs, Ha HNOATOTOBKY M aJMUHMUCTPUPOBAHMS, HO CO BPEMEHEM 3TO JACT IPEUMYLLECTBO, IOCKOJbKY
cucreMa OyJeT MOJHOCTBIO MOJIEPKUBAThH KIACTEP, YTOOBI MOUIEPKUBATE €0 B ONTHMAIBHOM COCTOSHUH 0€3 BMEIIATEIbCTB
€O CTOPOHBI YETIOBEKA.

KiroueBble ci10Ba: xnacTepusaiys; KOHTEHHEpU3aLys; IPOMBILITICHHAS CeTh MIHTepHeTa Belel.





