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Background. In modern telecommunication networks, the functioning of network protocols is aimed at achieving a high
level of Quality of Service and network security. Therefore, an urgent scientific and applied problem is the adaptation of
routing solutions with load balancing to the requirements of network security. The novelty of the proposed model is the
modification of the load balancing conditions, in which, in addition to the link bandwidth (Quality of Service indicator), the
probability of its compromise (network security indicator) is also taken into account. The routing solutions obtained within the
framework of the proposed model are aimed at reducing the overload of network links that have a high probability of

compromise by switching traffic to more secure links.

Objective. Developing the flow-based routing model with load balancing, which takes into account the parameters of

network security.

Methods. Analysis of all known publications on load balancing and network security. Synthesis of a load balancing flow-
based routing model. Study of the influence of network security parameters of communication links on routing and load

balancing processes.

Results. A new condition for load balancing is proposed, which is a modification of the existing Traffic Engineering
solution based on accounting the network security parameters - the probabilities of compromising communication links.

Conclusions. In routing with load balancing, parameters of network security should be considered. Depending on the
network state and user requirements, different models of network security parameters for load balancing processes can be used.

Keywords: routing; network; compromise; model.

Introduction

In modern telecommunication networks (TCNs), the
solution of technological problems related to the
provision of a given Quality of Service (QoS) and
ensuring network security, as a rule, is inconsistent [1-
3]. In addition, various technologies, protocols and
mechanisms are used, which, as a result, does not allow
to realize the maximum efficiency of network
performance as a whole. For example, the introduction
of additional traffic analyzers, VPN solutions, firewalls
can negatively affect the TCN performance and
introduce additional delays in the packet transmission
across the network. On the other hand, the introduction
of the latest protocols and systems for automatic
network and traffic management can negatively affect
the level of network security [1, 2].

Routing protocols have always been and remain an
effective solution for improving the Quality of Service
based on balanced loading of the TCN [2, 4]. However,
the latest trend in the development of the theory and
practice of routing is the implementation of the

principles of so-called secure routing [5-10]. The
purpose of its application in modern telecommunication
networks is to ensure a fuller consideration of network
security indicators related to both structural and
functional parameters of the network and traffic
characteristics in the traffic routing [5]. It is proved that
the efficiency of a routing protocol largely depends on
the type of mathematical model and calculation method
underlying it. Therefore, to make the solution of
problems maximally consistent in order to ensure a high
level of both Quality of Service and network security,
all necessary measures should be taken at the level of
mathematical description of the routing process.

Overview of solutions for secure routing

The analysis of current solutions in the direction of
the development of secure load-balanced routing
mechanisms and protocols has been performed [6-11].
Some of the approaches are shown below.

Thus, in [7] the optimization algorithm was
improved within the framework of the proposed secure
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load-balanced routing protocol (SLBR) together with a
logical clustering technique and an efficient key
management system. The SLBR protocol developed for
wireless sensor networks. In turn, in [8] the LBSTAR as
a reliable, secure, and load efficient routing protocol
has been proposed for performance improvement in
multihop wireless networks and is a further
development of E-STAR protocols enhancing their
functionality.

In [9] there is the trust and packet load balancing
based opportunistic routing protocol (TPBOR)
presented as a new trust and packet load balancing
based opportunistic routing. The TPBOR uses the
broadcasting abilities of wireless links, utilizes the
trusted nodes for secure routing process, and provides
energy efficiency.

The works [5, 11, 12] should be mentioned as the
approach where the fast rerouting process based on
Traffic Engineering has been used for cyber resilience
improvement.

A review of the known approaches to routing [4-14]
allows concluding that promising routing solutions for
QoS level improvement should be based on the flow
characteristics and ensure effective load balancing in
the TCN. Thus, there is a relevant scientific and applied
problem related to the development of a mathematical
model of secure routing in the TCN, which belongs to
the class of flow-based solutions and adapts the
principles of load balancing to the requirements of
network security.

Routing model with load balancing under network
security parameters

Let the topology of MPLS network be described by
the graph G =(R,E), where R = {R,-; i= L_m} is the set of

routers in the network, and E=\E; ;;i,j =Lmi# j} is

the set of links. Let us denote the bandwidth of the
communication link by ¢, ;, which is modeled by an arc

E; ;.
For an adequate analysis of load balancing processes
in the TCN, a multi-flow case will be considered.
Therefore, we denote that K is a set of unicast packet
flows, for example, which are transmitted over the
network. Then the main characteristics of & th unicast
flow will include: s, is the source router; d, is the

destination router; A" is the average intensity of packets
of the k th flow measured in packets per second (1/s).

O. LEMESHKO, A. SHAPOVALOVA, FLOW-BASED ROUTING MODEL WITH LOAD BALANCING UNDER NETWORK
SECURITY PARAMETERS

The result of solving the routing problem is
calculation of a set of routing variables xl-]f ;- Each of

these variables characterizes the proportion of the
intensity of the 4 th flow within the link E; ; e £. In

order to ensure effective load balancing in the TCN, it is
necessary to implement the multi-path routing.
Therefore, the following constraints are imposed on
routing variables

ko<,

ngi,j_

)

To ensure that there is no packet loss and to ensure
unicast paths connectivity, route variables are also
subject to constraints, which are represented by the flow
conservation conditions on each specific router and in
the TCN in general:
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Then the average intensity of thekth flow packets
within the link E; ; € £ (1/s) ) can be calculated as

follows:

Ay =A8sf

The analysis of the works devoted to load balancing
in the TCN showed [11-14] that a very effective solution
in this direction is to implement the provisions of the
Traffic Engineering (TE) concept. This solution is based
on the idea of minimizing the overloading of all
communication links in the TCN during routing. This
should reduce the probability of creating congested areas
on the network if there are underloaded communication
links. And the minimization of coefficients of
utilization, which within the model (1), (2) will be
determined by the formula

k _k
Z A xi,j
. _keK

’.] - ’
i,j
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a;

always helps reduce packet delays and packet losses in
these links and in the network as a whole.
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In [12, 13], it is proposed to implement the formulated
principle within the flow-based model (1)-(3) at the
level of modification of the known condition to prevent
congestion of network communication links.

b ﬂkx{fj NNE 4)

keK

After modification, it will take the following form:

Y K <ap (5)
kek
where o is the additional control variable that
numerically determines the upper bound of the network
links utilization (3), (5) and obeys the following
conditions [11-13]
0<a<l. (6)
The optimality criterion for the routing solutions that
meet the requirements of the Traffic Engineering
concept [13] will be the minimum of the bound o, that
is

)

mine .
X,0

Thus, the problem of routing with load balancing
according to the Traffic Engineering principles is
formulated in optimization form with criterion (7) and
constraints (1), (2), (5) and (6). Its solutions are aimed
at ensuring optimal load balancing with minimization of
utilization coefficients for each of the network
communication links. To expand the functionality of
the above solution for the routing problem in the
direction of considering the parameters of network
security in terms of load balancing (5) it is necessary to
make some modifications.

In the general case, each communication link
E; ;€ E 1s associated with a set of parameters that

characterize its level of security. One of the most
important of these parameters is the probability of link
compromise, which is denoted by p; ;. In this case, the

values of these security parameters are considered to be
known values and are determined by statistics on the
effectiveness of the Intrusion Prevention System (IPS)
installed on the routers. The main idea of the solution
proposed in this paper is to ensure more intensive use of
links with minimal probabilities of compromise, and
vice versa — links with high p; ; should be loaded

minimally or even completely blocked. Therefore, the

improved version of the load balancing conditions (5)
will look as follows:

)

k_k
X ATX < avi ;s
keK

where in the right part of the inequation the weighting
coefficient v; ; must meet such boundary conditions

0, if p; i=1;

L if =0,

That is, in the case of increasing the probability of
compromise p; ; from 0 to 1, the weighting coefficient

v; j should decrease from 1 to 0. In this paper it is

proposed to investigate the following functional

dependence of weighting coefficients v; ; and
probabilities of link compromise:
k
vi,j =1=pij> (10)
where k>1 (Fig. 1).
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As can be seen from Fig. 1, increasing the
parameter k in function (10) reduces the sensitivity of
the load balancing means to the network security threat.
For example, the corresponding communication link
will be underloaded by 10% under the condition k=5
only at p; ;=0.63; in the case of /=3 it will be
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underloaded at p; ; =047, and if /=1, underloading
will take place at p; ; =0.1.

As a result of the performed modifications the
problem of load balancing under network security
parameters is formulated in the optimization form. Here
the criterion of optimality was condition (7), and
constraints were expressions (1), (2), (5) and (8). This
optimization problem belongs to the class of linear
programming problems, for the solution of which
scientists have proposed algorithms that are quite
efficient from a computational point of view [15].
Research of routing and load balancing process with

under network security parameters

The study of routing and load balancing processes,
organized taking into account network security
indicators, is carried out in the work. As an example,
the structure of the TCN has been chosen, which is
presented in Fig. 2. In Fig. 2 the breaks of
communication links show a fraction, in which the
numerator indicates the link bandwidth, and the
denominator indicates the probability of its
compromise. Packets of two flows, which had

intensities A'= 600 1/s and 1%2=400 1/s, were
transmitted in the network between the routers R, and
Rip.
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Fig.2. Investigated fragment of the network.
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In the study we compared the solutions obtained
using the original Traffic Engineering routing model
(1), (2), (5)~(7) and the proposed model (1), (2), (5), (7),
(8)-(10). The results of the calculations are given in
Tables 1 and 2, which are represented by the values of
flow intensities in the respective communication links (

ﬂ,-]f ), as well as by the coefficients of utilization (3).

Table 1 shows the results of comparison of Traffic
Engineering solution and the proposed model at £/=2.

Table 1. Comparison of Traffic Engineering and secure based
Traffic Engineering solutions (k=2).

Traffic Engineering Secure Based Traffic
solution Engineering solution (k=2)
Link | 7j,;j
1 2 .. 1 2 .
Ao Ao | G| Ay | Ay | %
E, [02 292.3 | 323.1 | 0.769 | 346.3 362.9 0.886
E,s 105 0 307.7 | 0.615 | 346.3 0 0.693
Egs 103 307.7 | 769 | 0.481 | 253.7 37.1 0.364
E,s |04 2923 | 154 10342 |0 362.9 0.403
Eys 0.1 0 307.7 | 0.44 346.3 0 0.495
Ess |05 0 0 0 0 0 0
Es¢ |02 2154 | 154 10769 | 0 121.9 0.406
Ey 102 307.7 | 769 | 0.549 | 2537 37.1 0416
Esg | 0.1 769 10 0.154 |0 241 0.482
Eso |04 2154 | 323.1 | 0.673 | 3463 121.9 0.585
Eys | 0.1 307.7 1 0 0.769 | 253.7 0 0.634
Eys 103 0 0 0 0 0 0
Er0 | 04 0 769 10154 |0 37.1 0.074
Egin |02 3846 | 0 0427 | 253.7 241 0.55
Ey1p | 0.5 2154 | 323.1 | 0.673 | 3463 121.9 0.585
Ewii | 03 0 769 | 0.11 0 37.1 0.053
Enpn | 02 384.6 | 769 | 0.769 | 253.7 278.1 0.886

Table 2 shows the results of comparison of solutions
obtained using the proposed model at =3 and £=5.

Table 2. Comparison of secure based Traffic Engineering solutions
for k=3 and i=5.

;ig;i?;ﬁ;i;ﬁifgg Secure Based Traffic

pi i (=3) Engineering solution (k=5)

Link | “%J
Ay A g | Ay | A | %

E, 02 581.8 | 77.8 0.825 | 600 252 0.782
Ess 0.5 363.6 | 0 0.727 | 378.7 0 0.757
Eis 0.3 18.2 3222 10425 |0 374.8 0.468
E,y |04 2182 | 77.8 0.329 | 2213 252 0.274
Eys 0.1 363.6 | 0 0.519 | 378.7 0 0.541
Ess |05 0 0 0 0 0 0
Es¢ |02 2182 1 0 0.727 | 2213 0 0.738
Ey 102 18.2 3222 10486 | 0 374.8 0.535
Esg | 0.1 0 77.8 0.156 | 0 252 0.05
Eso |04 581.8 1 0 0.727 | 600 0 0.75
E:s | 0.1 18.2 0 0.045 | 0 0 0
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Eog 0.3 0 0 0 0 0 0
E70 | 04 0 3222 1 0644 | 0 374.8 0.75
Egin | 0.2 18.2 77.8 0.107 | 0 25.2 0.028
Eopn | 0.5 5818 | 0 0.727 | 600 0 0.75
E | 03 0 3222 | 0.46 0 374.8 0.535
Enn | 02 18.2 400 0.697 | 0 400 0.667

threshold for

coefficients of utilization (3), which is denoted by a*,
and the objective function of criterion (7) for all
compared solutions are shown in Table 3.

The resulting values of the upper

*
Table 3. Analysis of values of @ and « for the four compared

solutions.
Comparison | Traffic Engineering Secure Basedg;{ifgs Engineering
criteria solution = = =
0!* 0.7692 0.7815 0.8245 | 0.8864
a 0.7692 0.7818 0.8312 | 0.9234

Based on the results of the comparative analysis, a
number of conclusions can be drawn.

First, the load balancing solutions obtained with the
proposed model were based on adequate consideration
of three main characteristics of communication links:
bandwidth (QoS), probability of compromise (network
security) and link location in the network topology. As a
rule, those links with high bandwidth and low
probability of compromise were loaded more
intensively. This is clearly seen in Table 1 when the
links, which had a minimum probability of compromise
(0.1 or 0.2) compared to Traffic Engineering solution,
had coefficients of utilization (3) that either increased
(for Erp, Ese, Esgs, Esii, Ei,12), or remained
approximately at the previous rather high level (for Es.e,
E47 and E738). Most links with a high probability of
compromise (from 0.3 to 0.5), such as links Es,9, £7,10,
Eo9,12 and E10,11, began to be used less intensively, i.e.
reduced their load on the indicator (3).

Second, within the proposed routing solutions when
the coefficient £ (from 5 to 2) in expression (10)
decreased, the intensity of links utilization with a high
probability of compromise decreased, and the intensity
of more secured links utilization, on the contrary,
increased (Tables 2 and 3). This also led to an increase

in the values of & and « . A similar conclusion can be
drawn from the results of the analysis of Table 3 when
the increase in the coefficient £ led to a decrease in the
impact on the load balancing process for the network
security parameters of communication links.
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Third, the nature of the curves shown in Fig. 1 and
the simulation results presented in the Tables showed a
low sensitivity of routing solutions when using function
(10) for small values of communication links
compromise probabilities, especially at & >3. This
determines the scope of the proposed solutions in terms
of threats to network security.

Conclusion

Thus, the relevant problem is formulated and solved
in the work, which is related to the development of a
flow-based routing model with load balancing under
network security parameters. Within this model, the
problem of secure routing was presented in the form of
a linear programming problem when the criterion was
condition (7), and the constraints were expressions (1),
(2), (5) and (8).

According to the results of the study, the routing
solutions obtained with the help of the proposed model
take into account both the bandwidth of communication
links and their security parameters represented by the
probabilities of compromise when determining the
order of load balancing. A comparative analysis of the
obtained results showed that the use of function (10) in
general adequately influenced the solution of the secure
routing problem. It has been found that as & decreases
during load balancing, links with a lower probability of
compromise are loaded more intensively thus unloading
more links that are dangerous from the point of view of
communication links compromise. At k>35, the
influence of network security parameters, represented
by low values of the probability of communication links
compromise, on the process of load balancing in the
TCN is significantly reduced.
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Jemeuiko O.B., Illanosanosa A.C., Anv-/ynaimi A.M.K., Epemenko O.C., €sdokumenko M.O.

IToTokoBa Mozes1b MapIpyTH3anii 3 6aJIaHCYBaHHS HABAHTAKEHHS 3 BpaXyBaHHSIM NapaMeTPiB MepekHOI Ge3nmexn

IpodaemaTuka. B cyuacHux TenekoMyHIiKaliffHHX Mepexkax (yHKIIOHyBaHHS MEPEKHHX MPOTOKOJIB HANpaBICHE Ha
JIOCATHEHHSI BUCOKOTO PIBHS AKOCTI 0OCIYrOBYBaHHS Ta MepexHoi Oesneku. ToMy akTyaldbHOIO HayKOBOIO Ta MPUKIATHONO
3a/1a4ei0 € ajanTalis MapIIPyTHUX DillleHb 3 OalaHCYBaHHSAM HABAaHTAXEHHS MiJl BUMOTUM MepexHOi Oesmeku. HoBuzHOO
3aIPOIIOHOBAHOI MOZENI € MOAM(iKamis YMOB OajaHCYBaHHS HABAaHTA)KCHHS, B SKHX KPIM IPOITYCKHOI 3JaTHOCTI KaHAIy
(MoKa3HUKA AKOCTI 00CTYrOBYBaHHS) TAKOX BPaXOBYEThCS HMOBIPHICTh HOTO KOMIIpoMeTarii (MTOKa3HUK MEPEkKHOT Oe3MeKH).
OtpuMaHi B MEXaX 3alpoNOHOBAHOI MOJENI MapIIPyTHI pIlICHHS HANpaBICHI HAa 3MCHIICHHS 3aBAHTaXCHOCTI KaHAJIB
3B’AI3KY, SIKI MAlOTh BICOKY HMOBIpPHICT KOMIIPOMETAIlii, IUIIXOM IepeHanpaBIeH s Tpadika Ha O1TbII Oe3MeyHi KaHau.

Meta pocaimkeHb. Po3poOka moTokoBOi Mojeni MapmpyTHsamii 3 OamaHCyBaHHS HABaHTAXKEHHS, fKa BPaxXOBYE
HapaMeTpH MepeKHOi Oe3MeKH.

Metonuka peamizanii. AHami3 BCiX BIIOMHX IyOJiKal[iid, MPUCBSYCHHX 3a/adaM OalaHCYBaHHS HABAHTAKCHHS Ta
MepexHoi Oesrnekn. CHHTE3 MOTOKOBOI Mojeni MapipyTH3aiii 3 OanaHCyBaHHsS HaBaHTaXeHHS. JlOCIIKEHHS BIUIUBY
THapamMeTpiB MepexHOT Oe3MeKH KaHalIiB 3B’sI3Ky Ha IIPOLECH MapIIPyTH3aLii Ta OalaHCYBaHHSAM HAaBAaHTAKCHHS.

Pe3yabTaTi fociixKkeHb. 3arpornoHOBaHO HOBAa yMOBa OalaHCYBaHHS HABAaHTAXKCHHS, sIKa € MOAM(DIKAIIE0 iCHYIOYOro
pimenns Traffic Engineering, 3acHOBaHOi Ha BpaxyBaHHI MapaMeTpiB MEPEKHOI Oe3MmekH — WMOBIPHOCTEH KOMIIpOMETAIlii
KaHaJiB 3B S3KY.

BucnoBku. ITpn MapmpyTtu3anii 3 6amaHCYBaHHSAM HABaHTaXKEHHS BAapTO BPAaXOBYBATH MapaMETPH MEPEXHOi Oe3mexu. B
3aIe)KHOCTI B/l CTAaHYy MEpeki Ta BEUMOT KOPHCTYBAdiB MOKHA BHKOPHCTOBYBATH Pi3HI MOJIENi BIUIMBY IapaMeTpiB MEPEKHOT
0e3reKy Ha poLecH OaTaHCYBaHHAM HaBAHTAKECHHS.

Kutouosi ciioBa: MapipyTusanis; Mepexka; KOMIPOMETAlisl; MOJIEIb.
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Jemewko A.B., lllanosanosa A.C., Anv-/[ynaiimu A.M.K., Epemenko A.C., Eéookumenxo M.A.
IMoTokoBasi Moe b MAPUIPYTH3AIMHU MO HATAHCHPOBKE HATPY3KH € YUETOM MApaMeTPOB ceTeBOl 0e30MacHOCTH

IIpo6aemaTuka. B coBpeMEHHBIX TENEKOMMYHHKAIMOHHBIX CETSX (DYHKIIMOHUPOBAHUE CETEBBIX IIPOTOKOJIOB HAMPABICHO
Ha JIOCTIDKCHHE BBICOKOTO YPOBHS KauecTBa OOCIYKMBAaHHS M ceTeBOM Oe3omacHocTH. [103TOMy akTyanbHON HAaydHOH M
HPUKIAIHON 3a/ia4uell SBIACTCS aanTalys MapIIPyTHBIX PEIIeHHH ¢ OaTaHCHPOBKOW HArpy3Kd MOJ TpeOOBaHMS CETEBOM
6e3omacHocTi. HOBM3HOW TIpeitaraeMoil MOJeNH sABIACTCS MOAW(DUKAINA yCIOBHH OaJaHCHPOBKH HATPY3KH, B KOTOPHIX
KpOMe MPOMYCKHOM CIIOCOOHOCTH KaHanma (Toka3aTels KadecTBa OOCTY)KMBAHHUS) TaKKe YYUTHIBAETCS BEPOSTHOCTH €T
KOMIIpOMETanuy (TIO0Ka3aTeNlb ceTeBoil Oe3omacHOCTH). IlomydeHHBIE B paMKax MPEATOKEHHOW MOJETHM MapIIpyTHBIE
pEIIEeHNs HalpaBIeHbl HA YMEHbIIEHHUE 3arpy’KEHHOCTH KAaHAIOB, KOTOPbIE MMEIOT BBICOKYIO BEPOSTHOCTh KOMIIPOMETALUH,
MyTeM NepeHanpasieHus Tpaduka Ha Oosiee Oe30acHbIe KaHAIBI.

Heab uccaenosanmii. PazpaboTka NOTOKOBOM MOJENN MapLUIPyTU3alUH ¢ OaTaHCHPOBKOH HArpy3Ku, KOTOpask yUUTHIBAET
HapaMeTphl CeTEBOH 0E30MaCHOCTH.

Metoauka peaqu3anuu. AHaIU3 BCEX M3BECTHHIX IMyOJMKAIMM, MOCBSAIICHHBIX 3aJadaM OalaHCHPOBKH HArpy3Kd H
cereBoil Oe3omacHocTH. CHHTE3 MOTOKOBOW MOJENM MapIIpyTU3AIMK ¢ OaTaHCHPOBKOH HArpysku. VccrenoBaHWe BIHSHUS
MapaMeTpPOB CETEBOH 0E30ITaCHOCTH KAaHAJIOB CBSA3M Ha MPOIECCH MAPIIPYTU3ANH U OATaHCUPOBKH HArPy3KH.

PesyabTaTsl ucenegoBanuii. IIpeamoxkeHo HOBOE ycloBue OaTaHCHPOBKH HArpy3KH, KOTOPOE SBISAETCS MOAM(UKAIEH
cymectBytomero pemenus Traffic Engineering, ocHOBaHHON Ha y4eTe MapaMeTPOB CETEBOI OE30MacHOCTH — BEPOATHOCTEH
KOMIIPOMETAIHU KaHAJIOB CBSI3U.

BeiBoasl. [Ipn MapmpyTuzammu ¢ GanaHCHpOBKOW HArpy3KH CIEAyeT yYHTHIBAaTh NMapaMeTphl ceTeBoi OesomacHocTH. B
3aBHCHMOCTH OT COCTOSIHMSI CETH M TpPEeOOBAaHMH IIOJB30BAaTENEeil MOKHO MCIOJIB30BaTh PA3IMUHBIC MOJENH BIMSHUS
TapaMeTpPOB CETEBOH OE30TTaCHOCTH Ha MPOIIECCH OATaHCHPOBKH HATPY3KH.
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