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Background. LTE networks support a wide range of applications and services. These networks provide high-quality
mobile services and have increased transmission rates and often used for remote biometric authentication, but the influence of
noise and fading in wireless channels on quality and stability of biometric authentication is not analyzed yet.

Objective. The aim of the paper is to study the model of the physical layer of the LTE network, which transmits biometric
templates for authentication.

Methods. We use computer simulation of biometric authentication system for preparing biometric template and Matlab
models of wireless communication channel using the LTE technology for analysis of influence of noise and fading on channel.

Results. The paper presents the results of the evaluation of the authentication system under the influence of interference in
communication channels. The impact of the use of MIMO technology on the dependence of the number of bit errors is
evaluated. The obtained results show that in order to improve the quality of remote biometric authentication systems, it is

advisable to use additional means of noise immunity and the use of adaptive settings on the transmitter side.
Conclusions. The system of remote biometric authentication with data transmission via LTE network was modeled.
Influence of AWGS and Doppler shifts in wireless communication channels was analyzed. For noise resistance different error

correction codes are implemented.
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Introduction

With the growing demand for mobile services and
applications, such as streaming music, videos, using
banking applications, there is a need to develop the next
generation of wireless standards. LTE (Long Term
Evolution) and LTE-Advanced have been developed to
provide the required data rates, network bandwidth,
which are needed to support the operation of mobile
applications [1]. In wvarious applications, such as
banking networks, smart homes and others, it is very
important to properly authenticate to avoid access by
third parties. Recently, remote biometric authentication
has become increasingly popular. Everyone has their
unique biometric features, such as the iris, fingerprint,
voice, facial geometry [2]. Also, to increase the security
of biometric data, it is possible to use network
steganography methods, which hide the fact of this
information using network protocols [3].

All these data in remote authentication are
transmitted in this case by mobile networks and must be
protected, so it is important to study the external effects
of mobile networks in LTE.

Description of the remote authentication model via
the LTE network

For remote authentication, methods using biometrics
were considered. Biometric authentication methods can
be divided into static and dynamic.

Static methods use unique and inherent biometric
characteristics of a person, such as fingerprint, facial
geometry, iris. Dynamic methods use human behavioral
characteristics such as dynamic signature, voice
recognition. For biometric authentication, the presence
of a person is necessary, and this type of authentication
also makes it possible not to remember passwords or
have special electronic keys.

For biometric authentication, a system that uses one
or more biometric characteristics of a person
(multimodal biometrics) can be used. The use of
characteristics such as fingerprints, iris, face geometry,
hands, dynamic signature, voice recognition was
considered. Based on the multi-criteria analysis [2,4],
the best authentication methods for research were
selected (Fig. 1).

Based on the fact that the authentication is
considered in the payment systems, smart home
systems which are increasingly used with the
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smartphone have appropriate use of these authentication
methods, such as fingerprint, facial geometry, iris.
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Facial geometry
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Fig.1 Comparison of biometric authentication methods based
on multi-criteria analysis

During remote authentication, the user's biometric
features on the first stage (this can be a fingerprint,
facial geometry, iris) via biometric sensor and biometric
template were prepared.

When using authentication based on iris biometric
template as the fabric used «trabecular meshworky,
which makes visible to divide the iris radial sectors.
The recognition process on the iris of the eye combines
several stages: the eye image processing, filtering, iris
code generation [5].

Fingerprint authentication is one of the most
common. Existing methods of fingerprint comparison
can be divided into three types: comparison based on
correlation, comparison of minutia and comparison
based on the ridges of papillary lines [6].

In face geometry authentication systems, an image
or video stream is input to the recognition system. And
the solution is to identify or verify the person in the
image or video. Recognition accuracy depends on
image quality.

The transmission of the resulting biometric template
is unsafe. In the case of interception of these data, an
attacker can gain unauthorized access to information.
To increase the security of biometric data, in addition to
encryption, it is possible to use steganography.

Steganography is a way of transmitting information
while hiding the fact of transmitting this information.

There are various ways to hide data using
steganography. Data can be hidden in images, video,
audio, as well as using data transfer protocols over the
network.

In this paper, we considered data hiding using
network steganography. The classification of existing
methods of network steganography is given in [7].
Methods can be divided into methods that modify
packets (packet headers, payload fields), methods that
modify the structure of packet transmission (changing
the transmission sequence, introducing delays), and
hybrid methods.

Packet-modified network steganography methods
include methods for modifying unused IP and TCP
header fields [8], SCTP protocols [9], and methods that
modify packet payloads, such as Transcoding
steganography [10].

The work investigated the methods of network
steganography, which are based on hiding data
transmitted in headers. Efficiency evaluations were
carried out for methods that use network data units
(PDUs) of the Transmission Control Protocol (TCP),
Hypertext Transfer Protocol (HTTP), and Internet
Control Message Protocol (ICMP).

To hide the data in the TCP segment, the Window
Size field [3] was used. After embedding data in this
field, the TCP segment was transmitted to the
recipient's side and the data was restored there.

The second method implements hiding data in
HTTP headers. In this method, various characteristics
of HTTP messages can be wused for covert
communication. These include modifications to the
order of headers, their structure and content.

The third method of fancy steganography is based
on capturing data from ICMP headers, using fields such
as Identifier, Sequence number and data field.

After performing hashing and error correction
encoding, the data is embedded to the stegocontainer
and transmitted via model of LTE network. The model
of LTE network includes transmitter side, wireless
channel and receiver side. The scheme of data
processing before transmission is shown on Fig. 2.

The requirements for LTE networks cover the
achievement of the following objectives. These
networks should have increased bandwidth, high
transmission speeds, low latency at the user and
management levels, reduced operating costs, support
for multiple antennas, and flexible bandwidth
operations. The use of MIMO (Multiple Input Multiple
Output), turbo coding, OFDM (Orthogonal frequency-
division multiplexing), and dynamic channel adaptation
methods helps to meet these requirements.



40 INFORMATION AND TELECOMMUNICATION SCIENCES VOLUME 11 NUMBER 2 JULY-DECEMBER 2020

User CRC i~ Scrambling
' | _encodin i !
| | Modulation ||
BiGnr:etl'riC Code block Interference
senso ||| segmentation || - }
i l | || _Mapping || OFDM
I | || symbols
omee || Coang | || [Precotng | e 1
template || ||| Coding i Precoding [ multiple Channel
e i /| transmit
! e : | antennas
‘|/| Rate | ||| Resource ||
Matching e\emgnt
Embedding || || mapping
instego- [ |
container |
Biometric data |
processing DLSCH PDSCH

Fig.2 Preparing biometric data for transmission

OFDM is a multi-carrier transmission scheme. The
main purpose of this is to separate the information
transmitted over the broadband channel in the
frequency domain and to match these symbols with a
plurality of narrowband orthogonal subchannels.

MIMO is one of the key technologies used in LTE
standards. MIMO methods allow you to take advantage
of multiple antennas to meet the requirements of the
LTE standard for peak data rates and bandwidth.

Physical layer modeling includes processing the
transmitted data bits that are transmitted to the physical
layer, signal processing and delivering the data to an
antenna for transmission.

LTE downlink transmission occurs in several stages.
The data is multiplexed and encoded in a downlink
common channel processing step. The step includes
attaching a code to detect errors, segmenting the data
into subblocks, performing channel coding, turbo
coding operations on the user data, performing rate
matching operations that select the number of output
bits to reflect the desired coding rate, and reconstructs
the code blocks into codewords. At the next stage, the
codewords are scrambled to form a modulated symbol
stream. Next, multi-antenna (MIMO) processing
occurs, in which the modulated symbol stream is
divided into multiple substreams for transmission over
multiple antennas. In MIMO operations, precoding is
first performed, which scales and orders the symbols
that are assigned to each substream. Layer mapping
selects and routes data to each substream to implement
one of the MIMO modes defined for downlink
transmission.

Available radio spectra in different frequency bands
define LTE standards. LTE networks are being
integrated with previous mobile systems. Frequency
bands identified for previous 3GPP standards are
available for LTE deployment. Like previous 3GPP
standards, LTE supports Frequency Division Duplex
(FDD) and Time Division Duplex (TDD) modes. FDD
provides simultaneous transmission on two frequencies:
one for the downlink and one for the uplink. The paired
bands are also indicated with sufficient spacing to
improve receiver performance [11].

Modeling and obtained results

The physical LTE level was simulated with such
parameters as two transmitting antennas, two receive
antennas, channel bandwidth 20MHz, 16QAM, two
symbols for DCI, target coding rate: '3, frequency-
selective fading channel model, Frequency Division
Duplex (FDD).

On the receiver side, templates are compared and a
decision is made to grant access. In the communication
channel, the effect of Additive White Gaussian Noise
(AWGN) noise is simulated, it has a uniform power
spectral density at all frequencies, is distributed
normally by time values and has an additive way of
affecting the signal. Doppler fading has also been set,
which affects the wireless communication by creating
signal fading. This occurs when the signal transmitter
moves in relation to the receiver. Relative movement
shifts the frequency of the signal, making it different in
relation to the transmitter. Fading also occurs when the
Doppler shift between two signals is different due to
multipath [12].

At the given parameters of the signal-to-noise ratio
and Doppler fading, the biometric templates obtained
on the receiving side were compared and compared
with the original.

Fig. 3 shows the effect of the Doppler fading and
SNR on the bit error rate. The results of this study
showed that as the signal-to-noise ratio (SNR)
increases, the BER value decreases. The presence of the
Doppler shift leads to an increase in the bit error rate.
To eliminate this, it is necessary to increase the
transmitter power, to use noise-tolerant codes and
modulation algorithms.
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Fig.3 Dependence of BER on the SNR value at
different values of Doppler shift

The SNR thresholds at which the correct comparison
of the original biometric template with the template
after interference ceases to occur were also evaluated.
In the absence of Doppler fading, correct authentication
occurs at SNR > 3.4, and the presence of fading has
little effect on the trigger threshold (Fig. 4).

The code rate was also investigated, which
shows the ratio of the number of characters at the input
of the error-correcting encoder to the number of
characters at the output. Reducing code speed usually
improves noise immunity, but reduces the effective data
rate. Studies have shown that reducing the code speed
to increase noise immunity can almost double the
trigger thresholds for the authentication system.

SNR
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Fig.4 Influence of SNR and Doppler shift on the quality
of pattern comparison

Table 1 shows the comparison results of the original
biometric template and the resulting transmission over a

channel with AWGN noise and a given SNR in the LTE
model.

TABLE 1 Comparison results

Maximum
Doppler shift 0 1 5 10 | 40 80
SNR
33 - - - - - -
3.4 1 - - - - -
3,5 1 1 1 1 - -
3,6 1 1 1 1 - -
3,7 1 1 1 1 - -
3.8 1 1 1 1 1 -
3.9 1 1 1 1 1 -
4 1 1 1 1 1 -
4,1 1 1 1 1 1 -
42 1 1 1 1 1 1

Table 1 shows at which values of the Doppler shift
and SNR the templates match, when comparing, and at
which, due to the number of errors and distortion of
certain bits, the templates comparison program does not
accept a template that was transmitted over a noisy
channel.

Conclusions

The system of remote biometric authentication with
data transmission via LTE network was modeled in the
work. During authentication correct matching is very
important to obtain a decision to grant access to the
resource. In wireless communication channels, the
signal is affected by AWGS and Doppler shifts occur.
The study of the model showed that the Doppler shifts
have little effect on the accuracy of the comparison of
patterns, and with increasing SNR, the quality of the
obtained signal is better. To avoid fading, it is necessary
to adjust the signals by the forecast.

In the future, it is planned to study the impact of
interference in wireless communication channels on the
quality of authentication systems in the operation of
various methods of network steganography and the use
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of multimodal biometric systems. This will allow you to
evaluate and select methods to improve the quality and
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Jocairkenns mojeni BiianeHoi aBTenTudikanii npu nepegaydi ranux yepes mepe:xxy LTE

Ipodaemaruxka. Mepexxi LTE miaTpumytoTh mmpokuii crekTp mnporpam Ta mociyr. Lli cucTeMu BHCOKOSIKICHHX
MOOUTBHUX TOCAYT MAlOTh MiJBHINCHY IIBHAKICTH TEpeAadi 1 9acTo BHKOPHUCTOBYIOTHCSA JUIS BianeHoi OioMeTpHdHOl
apreHTH(IKalil, aje BIUIMB MIyMy 1 3aBMHpaHHs B O€3pOTOBMX KaHalaXx Ha SIKICTh 1 CTaOUIBHICTH OiOMETPHYHOT

aBpTeHTH(IKaLI] 116 He POAHATI30BAHO.

Merta nocaizkens. Metoto podoTr € BuBUeHHS Mozeni ¢ismanoro piBasA Mepexi LTE, mo nepenae 6iomerprdHi mabnoHu

JUTSL aBTEHTU(IKAITI].

MeToaunka peadizanii. Byno mnpoBeneHO KOMITIOTEpHE MOJENIOBAHHS CHCTEMH OlOMETPHYHOI aBTEHTHU(IKAIi s
HiArotToBkn OGioMerpuuHoro mabmony i Matlab mozmeni kanamy Oe3mporoBoro 3B's3ky 3a TexHosorielo LTE mns awanmisy

BIUIMBY IIyMY 1 3aBMHUpPaHHS Ha KaHAI.

PesyabTaTi gocaimKeHb. Y CTAaTTI MPEICTABICHI pe3yMbTaTH OIIHKA CHCTEMH aBTCHTH(IKamil MpW BIUIMBI 3aBaja B

KaHaJax 3B'A3Ky, OIIHEHO BIUIMB BHKOpUCTaHHA TexHosorii MIMO Ha 3amexHicTh KiTbKOCTI OiTOBHX mommiok. OTpuMmaHi
pe3yJbTaTH TIOKa3yKTh, MIO [UIS IIJBHINCHHS SKOCTI BiINANCHHX CHCTEM OIOMETPHYHOI aBTeHTHU(]IKaNil JOIIBHO
BHKOPHUCTOBYBATH [OJIATKOBI METOJM 3aBajI03aXHIICHOCTI T4 BUKOPHCTAHHS aJalTHBHAX HANAIITYBaHb HA CTOPOHI
nepesiaBaya.

BucHoBku. 3Mo/Ieb0BaHa CHCTEMa BifANCHOT OiOMETpHYHOI aBTeHTU(iKalii 3 mepenauero gaHux mo mepexi LTE.
IIpoanamnizoBano BrmiB AWGS 1 OTIepOBCKHX 3CYBiB B KaHANIax 0€37poTOBOTO 3B's13Ky. st CTIHKOCTI 710 3aBaj peaizoBaHi
Pi3HI KOJIM KOPEKIIiT ITOMIJIOK.

KuirouoBi cioBa: BimmaneHa aBTeHTH(IKAIIS;
CTETOCHUCTEMTL.

LTE; crifikicTe Tepeq TepermkoamMu; OiOMETpHYHHN IIabJIOH;
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Acmpaxanyee A.A., JIawenxo I'.E., Il]epoax A.O.
HUccnenopanue mojeu yaajieHHON ayTeHTU(DUKALIMY NIPU NepeJaye AaHHBIX Yepe3 ceTb LTE

IIpodsnemaruka. Cern LTE nopnepkuBarOT IIMPOKUH CIEKTP NPHIOKEHUM U YCIyr. OTH CETH IPELOCTABIAIOT
BBICOKOKAUECTBEHHBIE MOOWIBHBIE YCIYTH W WMEIOT MOBBIIICHHYIO CKOPOCTh Tepenadd M YacTO WCIOIB3YIOTCS UL
yAaJeHHOH OMOMETPHYECKOH ayTeHTH(HUKAINK, HO BIMSHUE ITyMa M 3aMHUpPAHUS B OECIIPOBOJHBIX KaHATaX HAa KAauecTBO M
CTaOMIIBHOCTh OMOMETPUYECKON ayTEeHTU(HUKAIINY eIlle He TPOAHATU3UPOBAHO.

Heas uccaenoBanumii. Llensio paboTel sBIseTCs W3ydeHne Mopenu (usmdeckoro ypoBHA cetn LTE, mepemaromeit
OGuomeTpuuecKue MAOTOHBI ISl Ay TCHTU(UKALIIH.

MeToanka peajau3anuu. beito mpoBegeHO KOMITBIOTEPHOE MOACIHPOBAHNE CHCTEMbI OMOMETPHIECKON ayTeHTH(HKANH
JUISL TIOATOTOBKM OMoMeTpuueckoro mrabnona u Matlab momenn kanama GecrpoBofHOHN cBs3u mo TexHoioruu LTE mms
aHaIM3a BIMSHUA ITyMa U 3aMUpaHUs Ha KaHAIL.

Pe3yabTaThl HecnenoBaHuii. B ctatbe mpeacTaBIeHs! pe3yabTaThl OLEHKN CHCTEMB! ayTeHTH(HKAIUH TIPU BO3ACHCTBUM
MOMEX B KaHalax CBS3W, OICHEHO BIHMSHUE HCMONb30BaHUA TexHoidormd MIMO Ha 3aBHCHMOCTH KOJIMYECTBA OMTOBBIX
omubok. ITomydeHHble pe3ynbTaThl MOKA3bIBAIOT, YTO JUIS IIOBBIMICHHS KadeCTBA YJAJICHHBIX CHCTEM OMOMETPUUECKON
ayTeHTU(HKALMK 11eJIecCO00pa3HO HCIOJIb30BaTh [ONOJHHUTEIbHBIE CPEICTBA MOMEXO3AIMIIEHHOCTH M HCIOJIb30BaHKE
aJIallTUBHBIX HACTPOEK HA CTOPOHE IIE€PENATUHKA.

BoiBogbl. CMmojenupoBaHa CHCTEMA YAAJICHHONW OMOMETPUYCCKON ayTeHTH(HKALUK ¢ repeadei naHubix mo cetu LTE.
[IpoanamusupoBano BnusHue AWGS u JOMIEpOBCKUX CIABUTOB B KaHanax OecrpoBoaHOIl cBsasu. [lnd ycroifumBocTH K
HOMeXaM pPeaTn30BaHbl PA3IUYHbIC KOJbI KOPPEKIUH OIIHOOK.

KiroueBble ciioBa: ynanennas ayrentuduxanust; LTE; nomexoycToifunBocTs; OMOMETpHUECKHil IIa0IOH; CTErocucTeMa.
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