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Background. Currently, of great interest for developers of modern distributed electronic communications systems are
communication architectures based on a swarm (a connected set of separate mobile devices-nodes) of drones (small unmanned
aerial vehicles, UAVs). At the same time, RFID technology is increasingly being used with various security systems. The field
of joint application of RFID and UAV technologies has now become very extensive, as demonstrated by many publications.

Objective. The aim of the paper is to present the possibility of using radio frequency identification technology when a
swarm of drones operates in the communication system mode, that is, the use of RFID to form control and traffic channels of a
distributed self-organizing drone system.

Methods. The structural and functional methods of constructing a wireless network based on a drone swarm are
investigated.

Results. An analytical review of the literature on the combined use of RFID and UAVs is presented. High interest in this
topic is shown. A scenario has been developed for a swarm of drones operating in a self-organizing communication system
using RFID technology.

The procedure for exchange of control commands in a swarm using RFID is described. A feature of this procedure is the
presence of drone authorization in it, which can be performed using inductive coupling, when all drones in the swarm have
their own specific passive tags, which are triggered (emitted) only if a signal from the reader hits them.

The frequency ranges and transmission powers of RFID systems are presented, which can be used for the scenario
presented in the paper.

Conclusions. The use of RFID, first of all, makes it possible to provide an increase in protection against external
interception of control channels, a decrease in the likelihood of external interference, and a decrease in the energy consumption
of the on-board battery. Further research may include numerical modeling of the operation of a swarm of drones in the mode of
a self-organizing communication system using RFID technology.

Keywords: unmanned aerial vehicle; a swarm of drones; self-organizing system; protection against external interception of

control channels; drone control network.

I. INTRODUCTION

Currently, of great interest for developers of modern
distributed electronic communications systems are
communication architectures based on a swarm (a
connected set of separate mobile units-nodes) of drones
(small unmanned aerial vehicles, UAVs) [1] - [12].

The development of electronic communications
technologies in terms of personal-level wireless systems
(short range up to tens of meters) allows the
development and formation of new communication

infrastructures. In  particular, Radio Frequency
Identification (RFID) technology has become
widespread, which is a method for automatic

identification of objects, where data stored in so-called
transponders, or RFID tags, are read or written using
radio signals. Any RFID-system comprises a reader
(reader or interrogator) and a transponder (also known
as RFID-tag).

By reading range, RFID systems can be divided into
systems:

- close identification (reading is performed at a
distance of up to 20 cm);

- identification of medium range (from 20 c¢cm to 5
m);

- long distance identification (from 5 m to 300 m).

Currently, RFID is a generic term used to describe a
system that transmits identification (in the form of a
unique serial number) of an object or person over a
wireless network using radio waves. It is grouped into a
broad category of automatic identification technologies
[13]. RFID is increasingly being used with biometric
technology for security purposes. The field of
application of RFID and UAV technologies has now
become very extensive, which is demonstrated by many
publications, the analysis of which is given in the next
section.
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The main purpose of this work is to present the in-flight communication under various operating

possibility of using radio frequency identification
technology when a swarm of drones operates in a
communication system mode, that is, the use of RFID
to form control and traffic channels of a distributed self-
organizing drone system.

II. REVIEW OF PUBLICATIONS ON RFID AND UAV
JOINT APPLICATION

The combination of RFID technology and drone-
based aerial platforms allows the creation of new
wireless communication systems with certain unique
properties. So, in [14] the paradigm of combining radio
frequency identification RFID with unmanned aerial
vehicle technology is presented, which gave rise to the
so-called RFIDrone devices. This family of drones
includes the READER-Drone, which is a UAV with an
autonomous RFID reader that acts as a mobile
environment scanner, and the TAGDrone based UAV,
which is equipped only with an RFID sensor tag, which
therefore becomes a mobile and automatically updated
positioned sensor. Several electromagnetic models are
being demonstrated to characterize RFIDrone
communication in close proximity to a scattering
surface. The results of some preliminary experiments in
open space are presented, confirming the developed
theoretical models. In [15], an integrated UAV-RFID
platform based on an unmanned aerial vehicle and
RFID devices is proposed. Such a platform uses deep
learning algorithms to localize the position of an RFID
tag within an acceptable range of accuracy.

In [16], a system is presented that consists of RFID
tags located on a certain territory and a reader installed
on an unmanned aerial vehicle. A methodology for
testing such a system is presented and some of the
achieved characteristics in a test scenario are analysed.
The idea is to use the UAV to collect data from RFID
sensors scattered throughout the area, simply by flying
up to them and downloading the measured data.

The idea of winged tags for ubiquitous and dynamic
monitoring of harsh environmental conditions and large
interior spaces is described in [17]. Described and
experimentally characterized here is the Tag-Drone
concept consisting of an inexpensive nano-quadcopter
and a miniature RFID tag with temperature
measurement capability. The weight of the RFID sensor
is comparable to the modest payload of a quadcopter
and can be polled up to three meters away. Thus, a
simple experimental procedure is described, involving a
reproducible Tag-Drone guided flight, for evaluating
time windows of visibility relative to a base station for

conditions.

An RFID flight tracking and data collection system,
which includes a server with a communication interface
for sending and receiving data from an unmanned aerial
vehicle, is presented in [18]. The server is also designed
to receive a data packet including environmental sensor
data and RFID tag ID from UAV, where the RFID tag
ID and temperature sensor data in the ambient sensor
data are generated by the ground device. The server is
used to create a graphical user interface, including the
presentation of data from environmental sensors.

In [19], the necessity of using unmanned aerial
vehicles in the environment of the RFID radio
frequency identification sensor network for the
development of critical applications is emphasized.
UAVs can act as data loggers and provide localization
in such an integrated environment. This paper compares
localization methods using UAVs. As a result of such
comparisons, the need to establish localization using
UAVs is foreseen, which requires rigorous
mathematical models, approaches and experimental
installations.

The combined use of UAVs and RFID devices is a
new topic in environmental monitoring that combines
the versatility of multi-copters with the capabilities of
inexpensive wireless sensors [20]. Here are some
performance  metrics suitable for  quantifying
RFIDrone's ability to scan a surface equipped with
radio sensors. Using simple propagation models, the
optimal distance between the drone and the surface is
mathematically calculated to maximize the EM
footprint for a specific choice of system parameters
such as sensor type and position, reader sensitivity,
ground reflectivity, radiated power, and flight speed.
Theoretical —advances and some  preliminary
experiments show that omnidirectional antennas are
preferable for the drone, so that a coverage area of 9 ...
12 m can be reached using modern readers and RFID
sensors without batteries or with battery power,
provided that the UAV flies at a distance of 3 ... 5 m
from the controlled surface.

In [21], RFID technology has been widely studied as
one of the methods for collecting location data. The
purpose of this study was to overcome the limitations of
existing approaches by proposing a localization method
based on the integrated UAV-RFID platform.

Although unmanned aerial vehicles are usually
deployed outdoors, there is growing interest in the use
of UAVs for indoor use [22]. It is a very attractive and
challenging task to accurately locate a UAV in an
indoor environment where there is no global positioning
system (GPS) service. This article introduces RFUAYV,
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an advanced RFID UAV system that provides precise
6-DOF positioning for UAVs. With RFUAV, three or
more ultra-high frequency (UHF) RFID tags are
attached to the UAV and polled by a commercial RFID
reader with multiple antennas. Based on the phase
measurements of the responses of RFID tags, the RFID
tracker RFUAV, using a Bayesian filter algorithm,
tracked the position of the tags in the global coordinate
system. The experimental results of measuring the
UAV positions showed that position errors of 0.04 m
and an orientation error of 2.5 degrees were achieved.

[23] discusses a wireless communication network
(WPCN) system that uses several unmanned aerial
vehicles. Ground users (GU) first collect energy from a
mobile UAV with a wireless energy transfer WET, and
then use this energy to transmit their information to a
data gatherer (DG) UAV. The operation maximizes the
minimum throughput for all GUs by jointly optimizing
UAV trajectories and allocating WET UAV and GU
resources. Due to the nonconvexity of the problem
posed, an alternating optimization algorithm is
proposed that uses sequential convex optimization
methods to solve the problem; UAV trajectories and
resource allocation are alternately optimized at each
iteration. Numerical results show the effectiveness of
the proposed algorithm under various scenarios.

A drone-based system is proposed for checking the
presence of military personnel in the permitted area,
which includes RFID radio frequency identification
sensors and biosensors (Bio-sensors) [24]. It uses
biosensors, namely Electric Potential Sensors (EPS), to
check a person's heart rate and send data to the drone.

In [25], a communication system is studied using a
fixed-wing UAV that collects information from a group
of distributed ground terminals (GT). Taking into
account the requirements for quality of service (QoS)
(the throughput of each GT is above a given threshold)
and GT scheduling, the UAV energy efficiency in bits /
Joule is maximized by optimizing the UAV flight path.
The article formulates a mixed integer nonconvex
optimization problem. An efficient iterative algorithm is
proposed that jointly optimizes GT planning and UAV
trajectory.

An RFID based human-unmanned aerial vehicle
interaction system is presented to provide an intuitive
and easy-to-use method for UAV indoor navigation
[26]. It is based on passive RFID technology, which
allows you to accurately track the position of a
handheld controller and then transmit that position
information for UAV navigation.

[27] presents Relay Fly (RFly), a system that uses
drones as repeaters for networks without batteries. RFly
offers two key innovations. The system uses full duplex

relaying for battery-free networks. The repeater can
easily integrate with an already deployed RFID
infrastructure, and retains the phase and time
characteristics of the packets being forwarded. RFly
also uses a new RF localization algorithm that can work
through a mobile repeater. The results of the experiment
showed that RFly can communicate with commercial
RFID at a distance of more than 50 m. In addition, the
presented localization algorithm through a repeater has
an average accuracy of 19 cm.

In recent years, the Internet of Things (IoT) has
experienced unprecedented development and has
become widely used in logistics, automated scheduling
and other fields. In various IoT applications, RFID is in
the spotlight. Like other wireless devices, RFID tags
face an acute collision problem that affects the
efficiency of the IoT system. In [28], a new collision
avoidance algorithm for IoT is proposed, which is
called the UAV-based multiple tags anti-collision
protocol (UMTAP). UMTAP protocol uses a UAV-
based reader to identify multi-frequency tags, which
can effectively solve the problem of tag collision in
dense IoT environments. Simulation results show that
UMTAP has better performance than existing
algorithms in terms of system efficiency and
identification time.

Advances in drone technology offer unprecedented
opportunities for the development of a wide range of
large-scale IoT applications [29]. However, UAV
platforms still face important limitations, mainly related
to autonomy and weight, which affect their remote
sensing capabilities in collecting and processing the
data required to develop autonomous and reliable real-
time obstacle avoidance and detection systems. [29]
provides an overview of the latest developments in the
field of unmanned aerial systems (Deep Learning) DL
and basic DL techniques. In addition, DL-UAV
communication architectures are studied and their most
common equipment analysed. It identifies the most
pressing open issues for current DL-UAV solutions,
allowing future researchers to define a roadmap for
affordable next-generation DL-UAV IoT autonomous
solutions.

In [30], a system based on an UAV is presented,
aimed at automating the tasks of inventorying and
tracking industrial facilities attached to RFID tags. To
counter current shortcomings, such a system is being
developed based on a universal, modular and scalable
architecture aimed at enhancing cybersecurity and
decentralization while encouraging external auditing
and big data analysis. Such a system uses blockchain
and a distributed ledger to store certain inventory data
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collected by the UAV, validate it, ensure its reliability,
and provide access to interested parties.

One obstacle to widespread adoption of passive RFID
systems is the limited read distance or relatively high
error rate due to radio interference in passive
backscatter RFID systems. The most important
performance characteristic of a tag is the read distance
at which the RFID reader can detect the signal reflected
from the tag. The reading distance in passive
backscatter RFID systems depends on many factors.
[31] provides an overview of RFID systems with
passive backscattering and transmission models of these
systems.

Tremendous advances in electronic technology and
RFID technology make it possible to implement
additional functions in transponders. It should be noted
that passive or semi-passive transponders receive
energy from the electromagnetic field generated by the
read / write device and its antenna. This power supply is
used for the radio communication process, and the
excess energy can be used to power additional
electronic circuits. However, the challenge is to
determine the effect of the additional load power on the
correct operation of the RFID system and the size of the
polling area. The possibility of supplying additional
electronic units used in passive transponders is
discussed in detail in [32].

The results of the analysis of the presented works
demonstrate the absence of publications on the use of
RFID for the formation of control channels and traffic
of a distributed self-organizing system of drones, which
is the purpose of this work and confirms its relevance.

I1I. SCENARIO OF A DRONE SWARMS IN THE MODE
OF A SELF-ORGANIZING COMMUNICATION SYSTEM

The work of a swarm of drones, which has the
property of self-organization (robotic system), differs
significantly from the work of the usual link of a
number of drones performing a connected function. The
differences are related to the following: a self-
organizing swarm of drones can operate independently
without being connected to ground or air control centers
or traffic (transmitted payload). Moreover, its
functioning in an independent flight requires high
secrecy and noise immunity, as well as minimizing
energy consumption. These requirements can be met by
using RFID technology.

RFID application allows us to provide:

- increasing protection against external interception of
control channels;
- reducing the
interference;

likelihood of setting external

- reducing the energy consumption of the onboard
battery;

- local government: interruption and initialization of the
mission; drone activation; drone interaction;

- new swarm modes: tag monitoring mode (biosensors -
search for living people); control mode via RFID
channels; manual control mode for a swarm of drones;

- joint work of RFID and wireless personal-level
systems;

- low cost.

Drones can be authorized using inductive coupling,
when all drones in a swarm have their own specific
passive tags, which are triggered (emit) only if a signal
from a reader hits them. The latter can be located both
on all drones, and only on one leading drone of the
swarm.

Fig. 1. Scenarios of a swarm of drones in the mode of a self-
organizing communication system: / - ground point of jamming or
interception; 2, 6, 9 - communication lines with external sources of
useful or "harmful" signals; 3, 5, 7, § - drones; 4 - ground control
point; 10 - swarm boundaries and scope of possible RFID
application; /7 - flying machine (manned aircraft)

Consider a scenario for using RFID for a drone
swarm. Initially, a swarm of drones is deployed in a
certain location in radio silence mode (external control
and traffic channels are disabled) (drones 3, 7, § in Fig.
1). Then the activator in the form of an unmanned drone
(5 in Fig. 1) or a manned aircraft (/7 in Fig. 1) flies into
the swarm hovering zone (/0 in Fig. 1), turns on its
RFID reader and activates the passive RFID tags of the
swarm drones. At the same time, short-range radio
channels are formed between them, through which
control channels are switched on to initialize the swarm
to perform the task assigned to it and transfer
(exchange) information accumulated in the swarm (if
any). Useful information can be transmitted both to the
activator and to the ground data collection point (4 in
Fig. 1). With all these procedures, the swarm drones do
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not work to receive radio signals from external remote
sources (/ or /7 in Fig. 1), especially those that can
interfere  with or conduct radio interception by
controlling the swarm.

Later, after activation, the swarm drones can use
RFID channels to communicate with each other,
keeping radio silence on all other communication
channels that are usually present on board, for example,
Wi-Fi.

The presence on the drones of an independent RFID
channel with passive tags allows them to synchronize
the control data for authorization and eliminate attempts
to withdraw / capture any of the drones in the swarm,
which, if necessary, conducted an external remote radio

session.
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Fig. 2. Procedures for exchanging control commands in a swarm
using RFID

An example of the procedures for exchanging control
commands in the presented scenario of a swarm of
drones using RFID is shown in Fig. 2. Three drones (4,
B, C) are considered here, the first (4) of which is a
swarm activator, and an external flying radio intercept
point D. The sequence of steps of the procedure is as
follows:

1) drone 4 turns on its reader and activates passive
tags on drones B and C;

2) activated drones establish return channels for
response and confirmation to establish a connection;

3) radio channels are established according to RFID
technology between drone A and drones B, C;

4) drone B turns on its RFID reader and establishes a
communication channel with drone C;

5) Drone A4 remains connected to the drones and thus
joins the swarm through RFID-supported control
channels. At this step, a swarm of interacting drones is

formed, which is ready to perform the task assigned to
it;

6) The beginning of the swarm's task. To do this, one
of C's drones needs to get in touch with the ground
terminal. At the same time, accordingly, on board this
drone, high-frequency equipment will be turned on,
which supports communication over long distances and
which can serve to intercept the signal of the drone C,
the radio interception point D.

7) interception point D begins to attempt to intercept
(or jam) in the direction of the signal received from the
drone. Many of the swarm's drones may be exposed to
radiation, but they remain radio silent and therefore not
subject to interceptor processing;

8) only drone C can answer and get under the
"processing" of the interceptor signal;

Table 1 - Ranges of frequencies and transmission power of RFID
systems [33]

Frequency Description Acceptable
range levels
<135 kHz LF, inductive coupling 72dB * pA/m
6.765-6.795 MF (ISM), inductive | 42 dB + pA/m
MHz coupling
7.400-8.800 MF used only in EAS 9dB * uA/m
MHz
13.553- HF (13.56 MHz, ISM), | 42dB * pA/m
13.567MHz | inductive coupling,
widespread in systems
with contactless smart
cards  (ISO 14443,
MIFARE, LEGIC, ..),
smart tags (ISO 15693,
Tag-It, 1-Code, ...), as
well as in the field of
facility management
(ISO 18000-3)
26.957- RF (ISM), inductive | 42dB + uA/m
27.283 MHz coupling, for special
applications only
433 MHz UHF (ISM), scatter | 10-100 mW
feedback, rarely used in
RFID
868-870 UHF (SRD), scatter | 500 mW, only in
MHz feedback, new | Europe
frequency, systems in
development
902-928 UHF (SRD), scatter | 4 W - wide
MHz feedback, used in | range, only in
multiple systems USA / Canada
2,400-2,483 Microwave (ISM), | 4 W - wide
GHz scatter feedback, used in | range, only in
several systems (vehicle | USA / Canada;
identification - 2.446- | 500 mW, only in
2.454 GHz) Europe
5.725-5.875 UHF (ISM), scatter | 4 W - USA /
GHz feedback, rarely used in | Canada; 500
RFID mW - Europe
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SRD  (short-range device), EAS (electronic  article
Surveillance), ISM (industrial, scientific and medical), ISO

(International Organization for Standardization).

9) interceptor D begins attempts to control drone C or
violate its flight mission (introducing various errors). At
the same time, through the independent control
channels supported inside the swarm, RFID will be
transmitted from the drone C to the swarm an error or
alarm signal;

10) the swarm's reaction to an alarm or error will be
the transmission of the currently updated control
information to the drone C and the disconnection of
external remote communication channels, thereby
stopping the maintenance of the communication
channel with the interceptor D.

IV. FREQUENCY BANDS FOR SYSTEMS USING RFID

An RFID reader emits electromagnetic waves, which
is why RFID systems are classified as radio systems. At
the same time, the functioning of other services
operating in the radio range, under no circumstances
should be disrupted or weakened by the work of RFID
systems. It is especially important to have assurances
that RFID systems do not interfere with radio and
television, mobile communications, and military and
aviation services.

The need to accommodate other services
significantly limits the range of operating frequencies
available to RFID systems. For this reason, only those
frequencies are usually available for use that have been
specifically reserved for use in the fields of science,
industry or medicine, as well as frequencies for short-
range devices.

Most RFID systems today operate in three bands:
low frequencies (LF), high frequencies (HF), and ultra-
high frequencies (UHF), as shown in table. 1.

V. CONCLUSION

An analytical review of the literature on the combined
application of RFID and UAV is presented. High
interest in this topic is shown. The results of the
analysis of the reviewed publications demonstrate the
lack of work on the use of RFID for the formation of
control channels and traffic of a distributed self-
organizing drone system.

A scenario has been developed for a swarm of drones
operating in a self-organizing communication system
using RFID technology. The use of RFID, first of all,
makes it possible to provide an increase in protection
against external interception of control channels, a
decrease in the likelihood of external interference, and a
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decrease in the energy consumption of the on-board
battery.

The procedure for exchange of control commands in a
swarm using RFID is described. A feature of this
procedure is the presence of drone authorization in it,
which can be performed using inductive coupling, when
all drones in the swarm have their own specific passive
tags, which are triggered (emitted) only if a signal from
the reader hits them.

The frequency ranges and transmission powers of
RFID systems are presented, which can be used for the
scenario presented in the work.

Further research may include numerical modeling of
the operation of a swarm of drones in the mode of a
self-organizing communication system using RFID
technology.
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BuxopucranHs TexHoJorii pagioyacToTHol ineHTHdikauii npu podoTi poro JPOHIB B pe:KMMi CHCTEMHU 3B’ A3KY

IIpodsnemaTtuka. B naumii yac Benmkmil iHTEpec Ui PO3POOHMKIB Cy4aCHHX DO3IOJUICHHX CHCTEM eJEeKTPOHHHX
KOMYHIKaIiil TIPEACTaBIAIOTh apXiTeKTYpH KOMYHIKAIIH HA OCHOBI poto (TIOB's13aHOTO O€3Midi OKPEeMUX PyXOMHUX MPHCTPOiB-
BY37iB) JpOHIB (Manux Oe3mioTHHMX niTanpHUX amapaTiB, BIIJIA). V Toif e wac Ttexnomoris RFID Bce wacrime
BUKOPHCTOBYEThCS 3 PI3HUMH CHCTeMaMH I 3abesnedeHHs Oesmexku. OOmacth cminmpHOro 3actocyBanHs RFID i BITIA
TEXHOJIOT1 cTaja B JaHWii Yac JyxkKe BETHKO1, 0 IeMOHCTPYIOTh 0e3Miy myOiKaIrii.

Merta. MeTor naHoi poOOTH € TPEACTABICHHS MOXJIMBOCTI BUKOPUCTAHHS TEXHOJIOTIT paioyacTOTHOI iIeHTH(IKALIT pH
Po0OTI PO IPOHIB B PEKUMI CUCTEMH 3B'sI3KY, TOOTO, Bukopuctanus RFID nus dopmyBanHs kaHamiB ynpasiinss i Tpadiky

PO3IIO/IINIEHOT CHCTEMH JIPOHIB, 10 CAMOOPTaHI30BY€ThCSI.

Metoau. JIocTipKy0ThCS CTPYKTYpHO-(DYHKIIIOHAIBHI METOAN MOOYI0BH OE3MPOBOIOBOT MEPEXKi HA OCHOBI POIO JIPOHIB.
Pesyastatu. [IpencraBnennii aHANITHYHHN OTJISA JiTeparypu 3i crimbHOro 3actocyBanHs RFID i1 BIUIA. Iloxazanmii
BHUCOKHH iHTepec 0 faHoi TeMu. Po3pobiieHo crieHapiii poOOTH poio IPOHIB B PEKUMI CaMOOpraHi3alii 3B'sI3KOBOI CHCTEMH

npu 3amydeHHi Texuodorii RFID.

Omucana nporeaypa oOMiHy KepyrouuMu KoMaHaaMu B poi npu BukopuctanHi RFID. Oco6nuBicTio AaHOT Mpolienypu €
HAsBHICTh B HIl aBTOpU3ALlil IPOHIB, KA MOXE 3IIHCHIOBATUCS 32 JOMOMOTOI 1HIYKTHBHOTO 3B'SI3KY, KOJIH BCE JPOHH B POT
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MaloTh CBOi CrielM(i4HI MACHBHI MITKH, SIKI CHPALbOBYIOTH (BUIIPOMIHIOIOTH) TIIbKH B pa3i MOTPAIUIIHHS Ha HUX CHTHAILY BiJ
34UTYBaya.

[pencrasneni miama3oHM 4YacTtoT 1 motykHocTeil mepemaui RFID-cuctem, siki MOXyTh OYyTH 3acTOCOBaHI s
MPEJICTABICHOT0 B POOOTI CIIEHAPIIO.

BucnoBkn. 3acrocysanns RFID, nepur 3a Bce, 103Bod1sie 3a0€3MEUUTH ITIIBUIIEHHS 3aXHUCTY BiJ] 30BHIIIHIX MEPEXOILICHb
KaHAJIB YIPaBIiHHA, 3HWKCHHS HMOBIPHOCTI ITOCTaHOBKM 3OBHINIHIX TNEPEIIKOJ, 3MCHIICHHS BHTpAT €HEprii OOpTOBHMil
Garapei. [ToganbmuMu OCTIIKESHHIMI MOXYTbh OyTH OIIPAIfOBaHHS M0 YMCEIBHOMY MOJEIIOBAHHIO POOOTH POIO JPOHIB B
PEXKHMMI caMOOpTaHi3allii 3B'13K0BOT CHCTEMH TIpH 3aiTydeHHi TexHosorii RFID.

KoarouoBi cyioBa: Oe3minoTHHE JiTalouuil amapar; piii JpOHIB;, CaMOOpraHi3oBaHa CHCTEMa; 3aXHCT BiJ 30BHILIHIX
HEePEeXOILICHb KaHAIIB YIPABIiHHS; MEPEKY YIPABIIHHS APOHAMU.

Kpasuyk C.A., Kpasuyk H.M.
Hcnonb3oBaHue TEXHOJOTHH PAIHOYACTOTHOH HeHTH(GHKANUU NPU padoTe posi JPOHOB B Pe:KHMe CHCTEMbI CBSI3H

IIpo6aemaTuka. B HacTosmee Bpems OOJNBIION MHTEpeC I pa3pabOTIMKOB COBPEMEHHBIX PACTPEACICHHBIX CHCTEM
HNEKTPOHHBIX KOMMYHHWKAIMH IPECTABIAIOT APXUTEKTYPhl KOMMYHHKAIM{ Ha OCHOBE pOSl (CBSA3aHHOTO MHOXKECTBA
OT/ICNBHBIX MOABIKHBIX YCTPOHCTB-Y3/I0B) APOHOB (MAanbIX OCCHMIOTHBIX JeTaromux ammapatos, BIIJIA). B Toxe Bpems
texaonoruss RFID Bce wame HCHONB3yeTcs C pAsNHYHBIMU CHCTeMaMu Uit obecriedeHus OeszomacHocTH. OOmacTh
coBmectHOro mpuMeneHus RFID u BITJIA TexHonmormii crama B HACTOSIIEE BPEMS OUCHBb OOIIMPHOH, Y4TO JEMOHCTPHPYIOT
MHOXECTBO ITyOIHKAIHI.

Henas. Ilenpio maHHOH pabOTHI SBIACTCS MPEACTABICHHE BO3MOXKHOCTH HCIOJIB30BAHUS TEXHOJNOTUH PAAHOYaCTOTHON
UaeHTHGUKAIMK TIPH paboTe posi IPOHOB B PEXKMME CHCTEMBI CBS3H, TO €cTb, Hcroib3oBanue RFID juist dpopmupoBanus
KaHAJIOB yIpaBIeHUs U TpahHKa pacrpeeIeHHON CaMOOpTaHU3yIOMIEH S CUCTEMBI IPOHOB.

Mertoasl. MccaenytoTcest CTpyKTYpHO-(YHKIIMOHATEHBIE METOBI ITIOCTPOCHHUS OECIIPOBOAHOM CETH Ha OCHOBE POS IPOHOB.

Pe3yabTatsl. [Ipeacrasnen ananutuyeckuit 0630p nutepatypsl mo copMectHoMy npumenenuto RFID u BITIA. IMokazan
BBICOKHMII MHTepec K AaHHOW Teme. PaspaboTan cueHapuil paGoTel post APOHOB B PEeXUME CAMOOPraHU3YHOLIEHCS CBA3HOM
CHCTEMBI IIpU 3a1eiicTBoBaHuM TexHoaoruu RFID.

Onmcana mpouenypa oOMeHa yNpaBIsIOMMMHA KOMaHJamu B poe npu ucnons3oBanun RFID. OcoGeHHOCTBIO JTaHHOM
HpOLEAYpPhl SIBIAETCS HAalIUUME B HEl aBTOPHM3ALMM JPOHOB, KOTOpas MOMKET MPOU3BOJUTHCS MPH MOMOIIM HWHIYKTHUBHOI
CBSI3U, KOTJIa BCE APOHBI B pO€ UMEIOT CBOU CIelH()IUEeCKHe TaCCUBHbIE METKU, KOTOPbIE CpabaThIBAIOT (U3ITy4aroT) TOJIBKO B
Cllydae MONaJaHus Ha HUX CHI'Haja OT CYUThIBATEIS.

IIpencraBnensl Amama3oHsl 4acTOoT M MomHocTeil mepenaun RFID-cucteM, KOTOpble MOTYT OBITH NPUMEHEHBI AT
HPEeJCTaBICHHOTO B paboTe CLeHapHsl.

BeiBoabl. [Ipumenenne RFID, mpexae Bcero, mo3BoisieT 0OECIEUUTh MOBBIICHHE 3AIUTHI OT BHEIIHUX IIEPEXBATOB
KaHAJIOB YIPABJICHUS, CHI)KCHHE BEPOSTHOCTH IOCTAHOBKM BHEIIHMX IIOMEX, YMEHBIICHHE pacxoja SHepruu OOpTOBOIL
Oarapen. JlanpHeHIIMMHU MCCIIEIOBAHUSMH MOTYT OBITH MPOPAOOTKHU 110 YNUCICHHOMY MOJCIMPOBAHUIO PabOTHI posi IPOHOB B
peKUME CaMOOPraHU3YIOLIEICS CBA3HOM CUCTEMBI IPH 3aeiicTBoBaHnH TexHonorun RFID.

KiroueBble cj10Ba: OcCIMIOTHBIH JICTAIOMNIA aNIapaT; poii POHOB; CAMOOPTaHU3YIOIIAsICS CHCTEMA; 3allUTa OT BHEIIHHX
HepexBaToB KaHAIIOB yIPaBICHHUS; CETh YIPABIEHUS IPOHAMH.
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