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Background. This article describes the research of QoS parameters in low-bandwidth communication networks based on
VHF (Very High Frequency) radio stations produced by Aselsan (Turkey) and Harris (USA).

Objective. The aim of the paper is the research of data transfer delay, jitter of data transfer delay, packet losses and
analysis of the possibility of different data traffic types to pass through VHF radio channels.

Methods. The program "iperf-v2.0.5", the system utility "ping" and the software "Packet Sender" were used to
experimentally research the QoS parameters of low-bandwidth radio networks.

Results. The obtained data concerning the QoS parameters of low-bandwidth radio networks was applied to improve
special software "DSS Telecard" of LLC «Telecard-Prilad». which resulted in the increase of maximum users number in the

VHF radio networks by 60%.

Conclusions. The research of QoS parameters in VHF radio networks was performed and recommendations upon the
operation in low-bandwidth radio networks were provided for the use in the “DSS Telecard” software of LLC «Telecard-

Prilady.
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Introduction

The decrees of the President of Ukraine
Ne555/2015 [1], Ne92/2016 [2], Ne240/2016 [3] state
that the development of modern digital troop control
systems in Ukraine is performed in the way of creating
an automatic command and control system(C2) in
accordance to NATO standards. Low-bandwidth radio
communication networks based on VHF radio stations
are the base part of the communication networks of the
C2 system. Therefore, it is necessary to experimentally
investigate the QoS of these radio networks and provide
recommendations for their use.

The results of measurements of QoS in
communication networks based on the VHF radio
stations are considered in this article. It is also
necessary to solve the main problems faced by the users
and provide recommendations on the protocols and
types of traffic that should be wused in such
communication networks.

Measurement and analysis of QoS parameters

The scheme shown in Fig. 1 was built to take the
necessary measurements. It is valid for both the radio
station VRC-9661 Aselsan and the radio station
MHH-7850 Harris.

The program "iperf-v2.0.5" [4], the system utility
"ping" [5] and the software "Packet Sender" [6] were

used to check the performance of radio equipment.
Radio stations were placed 100m apart, personal
computers (PCs) and radio stations were connected to
the routers via 100BASE-TX. Whip aerials were
connected to radio stations. The power of radio stations
was set to 1 W, the measurements were performed
outdoors at a temperature of 14-15 °C, humidity 40%
and a pressure of 756 mm Hg.

Radiostation Nel Radiostation Ne2

Router Nel Router Ne2

Personal Computer

Personal Computer
Nel

N2

Fig. 1 Scheme of the communication network for
measurement.

Radio stations support two similar modes of
operation: narrowband and broadband.
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In the first experiment the VRC-9661 radio station
in the NBNR[7] narrowband mode is considered. The
scheme for the experiment is shown in Fig.2. The client
part of the software "iperf-v2.0.5" runs on PC-1, and the
server part of "iperf-v2.0.5" runs on the PC-2. UDP
datagrams [8] of 1470 bytes length were sent from PC-1
to PC-2. A fragment of the program with the results of
measurements is shown in Fig.3. In order to measure
losses in the channel from PC-1 to PC-2 "Packet
Sender" was used. It transmitted UDP-datagrams of 200
bytes length every second during one hour. As a result,
22% of datagrams were lost.

Server
==
L=
NBNR

WRC-9661
Fig. 2 Scheme of the experiment Nel with
VRC-9661 radio stations in the "NBNR" mode.

VRC-9661 PC Ne2

After that, ICMP-requests were sent from PC-1 to
PC-2 using the "ping" system utility during one hour.
The following results were obtained: minimum
response time to ICMP request - 1046 ms, maximum -
2627 ms, average - 1998 ms. The transmission of online
video traffic was started from PC-1 to PC-2 with a bit
rate of 400 kbit/s using the RTP protocol [9]. As a
result, it was possible to trace only "frozen" images,
which were updated once every few seconds. The next
step was to try to exchange online voice messages using
SIP [10] and RTP protocol with G711 and speex audio
codecs. Voice messages could only be transmitted in
one direction from PC-1 to PC-2 or vice versa. At the
same time, there were long delays and losses of audio
frames, which led to the impossibility of receiving some
sentences.

Fig. 3 The result of measuring the data transfer rate in the
"NBNR" mode.

The attempt to transfer a 10 MB file using TCP [11]
and UDP from PC-1 to PC-2 was made. File transfer
failed due to the fact, that TCP has an excessive number
of service messages. This fact along with the high
probability of loss, delay in the channel and simplex
mode of operation led to the fact that the TCP protocol
service messages after some time occupied the entire
bandwidth. UDP data transmission failed due to loss of
datagrams in the channel and inability of the protocol to
retransmit lost packets. Short text messages were sent
from PC-1 to PC-2. The messages were transmitted
using TCP and UDP protocols.

In the second experiment, VRC-9661 radio station in
WBNR [12] broadband mode is considered. The
scheme for the experiment is shown in Fig.4. UDP
datagrams of 1470 bytes length were sent from PC-1 to
PC-2 using "iperf-v2.0.5". A fragment of the program
with the results of measurements is shown in Fig.5.
ICMP-requests were sent from PC-1 to PC-2 using the
system utility "ping" during one hour. The following
results were obtained: the minimum response time is
93 ms, the maximum is 2912 ms, and the average is
851 ms. "Packet Sender" was used to measure the losses
in the channel from PC-1 to PC-2. It transmitted UDP-
datagrams of 200 bytes length every second during one
hour. As aresult, 24% of datagrams were lost.
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Server

PC Nel VRC-9661 VRC-9661 PC N2
Fig. 4 Scheme of the experiment Ne2 with radio stations
VRC-9661 in the mode "WBNR".

Fig. 5 The result of measuring the data transfer rate in the
mode "WBNR".

The attempt to transmit online video traffic, voice
messages, file and text messages as in experiment Nel
was made. The transmission of video traffic in
broadband mode showed the better image update, but
there was digital noise and image fading. Voice
messages were transmitted simultaneously between
PC-1 and PC-2, but there were delays in transmission
and loss of audio frames, which made it impossible to
receive some words. The file could only be transferred
using the TCP protocol. Short text messages were
transmitted via TCP and UDP protocols.

In the third experiment, MHH-7850 radio station in
Quicklook-Wide mode [13] is considered. The scheme
for the experiment is shown in Fig.6. UDP datagrams of
1470 bytes length were sent from PC-1 to PC-2 using
"iperf-v2.0.5". A fragment of the program with the
results of measurements is shown in Fig.7. ICMP-
requests were sent from PC-1 to PC-2 using the system
utility "ping" during one hour. The following results
were obtained: the minimum response time is 2130 ms,
the maximum is 3927 ms, and the average is 2973 ms.
"Packet Sender" was used to measure the losses in the

channel from PC-1 to PC-2. It transmitted UDP
datagrams of 200 bytes length every second during one
hour. As a result, 1% of datagrams were lost.
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Fig. 6 Scheme of the experiment Ne3 with radio stations
MHH-7850 in the Quicklook-Wide mode.
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Fig. 7 The result of measuring the data transfer rate in the

Quicklook-Wide mode.

The results of the transmission of online video, voice
messages, files and short messages completely coincide
with the results of experiment Nel.

In the fourth experiment, MHH-7850 radio station in
the M-TNW broadband mode [14] is considered. The
scheme for the experiment is shown in Fig.8.

Client Server
s ,ééa = <§f§§;?

MHH-7850

BC Jel
Fig. 8 Scheme of the experiment Ne3 with radio stations
MHH-7850 in the «M-TNW» mode

MHH-7850 PC N=2

UDP datagrams of 1470 bytes length were
transmitted from PC-1 to PC-2 using "iperf-v2.0.5". A
fragment of the program with the results of
measurements is shown in Fig.9. From PC-1 to PC-2
send ICMP-requests using the system utility "ping"
during one hour. The following results were obtained:
the minimum response time is 284 ms, the maximum is
350 ms, and the average is 318 ms. "Packet Sender"
was used to measure the losses in the channel from PC-
1 to PC-2. It transmitted UDP-datagrams of 200 bytes



80 INFORMATION AND TELECOMMUNICATION SCIENCES VOLUME 11 NUMBER 1 JANUARY-JUNE 2020

length every second during one hour. As a result, 4% of
datagrams were lost.
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F ig. 9 The result of measuring the data rate in the
"M-TNW" mode

The results of the transmission of online video, voice
messages, files and short messages completely coincide
with the results of experiment Ne2.

Summary of four experiments is shown in table 1.

Table 1 Measurement results

VRC-9661 Aselsan MHH-7850 Harris
Radio mode | NBNR | WBNR | Quicklook- M-
Wide TNW

Bandwidth, 69,4 471 82,3 342
kbit/s
Jitter, ms 43,39 8,36 2573 46,494
Packet 22% 24 % 1% 4%
Loses
Min Ping, 1046 93 2130 284
ms
Max Ping, | 2627 2912 3927 350
ms
Mid Ping, | 2000 851 2973 318
ms

Based on these experiments, the following

recommendations can be provided:

1. VHF radio networks have the following features:
low data transfer rate, high data transfer latency, high
jitter of data transfer latency, high probability of packet
loss in the channel, which makes it impossible to use
modern means and software designed for high-speed
communication networks to transmit traffic.

2. To transmit online traffic, you have to use audio
and video codecs that have the highest compression
ratio.

3. It is better to use the UDP protocol with delivery
control of packets at the application level of the OSI
model for messages and files transmission. The use of
TCP protocol leads to the occupation of the bandwidth
by a large amount of service traffic.

Conclusion

1. The measurement of VHF radio networks QoS is
a base part of the work for creation of the digital C2
system, which is being conducted at LLC «Telecard-
Prilady.

2. This article demonstrates the analysis of different
traffic type transmission possibility over low-bandwidth
radio networks, including media and Volp traffic, short
messages and files.

3. Approbation of the research results allowed
improving the mechanisms of traffic transmission in the
special software "DSS Telecard" of LLC «Telecard-
Prilad»., which increased the number of possible users
of software in the VHF radio networks by 60%.
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Cmpenkoscka 1.B., 3onomyxin P.B.
JocieHHs MOKA3HUKIB IKOCTi pyHKIIOHYBAHHS B HU3bKOLIBHAKICHUX Mepe:Kax 3B 3Ky

IpodaemaTuka. Y AaHiil CTaTTi MPOBOAUTHCSA JOCTIPKEHHS TMMOKA3HUKIB SKOCTI (DYHKI[IOHYBAHHS B HU3bKOIIBUAKICHHX
Mepekax 3B’S3Ky, MOOyZOBaHMX Ha 0a3i  ynbTpakopoTKoxBuIbOBUX(YKX) pamiocTaHmifgx, BHpPOOHHLTBA KOMIMaHil
Aselsan(Typeuunna) Ta kommanii Harris(CLLIA).

Meta pociimxenHs. Metoro i€l poOOTH € JOCTIIKEHHA LIBUAKOCTI Tepenadi AaHMX, 3aTPUMKH Iepefadi JaHUX,
JUKUTEpY 3aTPUMKH Tiepeqadi TaHWX, BTpAT B KaHANI 1 aHATi3 MOXJIMBOCTeH mpoxopkeHHs o YKX pamiokaHamam pizHOTO
TUIy Tpadiky.

Metoanka peasizamii. /11 eKcriepuMEHTaIBHOTO JIOCIIJDKCHHS MOKA3HUKIB SKOCTI (DYHKI[IOHYBaHHS HU3BKOIIBHAKICHAX
pazgiomepex 3B’SI3Ky BUKOPHCTOBYBanach mporpama «iperf-v2.0.5», cucreMHa yTuiita «ping» Ta mporpamHe 3a0e3rnedeHHs
«Packet Sender».

PesyabTaTi gocaimkenb. OTpuMaHi faHi 3a MOKa3HUKAaMH SIKOCTI (DYHKI[IOHYBaHHS HHM3BKOIIBHIKICHUX paioMepern
3B’s13Ky OyJI0 ampoOoBaHo B crienianbHOMy porpamMHomy 3abesnedeHni TOB «Tenekapr-Ilpunamy, mo 103B0IHIIO0 30UTBITUTH
KiNBKiCTh MOXKIUBHX KopucTyBadiB B YKX pagiomepexi Ha 60%.

BucnoBku. [IpoBenero BumiproBaHHs kocTi GyHKionyBaHHs YKX pamiomepesx Ha TOB «Tenexapr-Ilpuman» Ta HagaHo
pEeKOMEH/IaIIT 10 eKCIuTyaTallii HU3bKOIIBUAKICHUX paJlioMepex, siKi OyJir 3aCTOCOBaHi B IporpaMHoMy 3abe3mneueHHi «DSS
Telecard» TOB «Tenexapr-ITpunam.

Kurouosi cioBa: paniocraniis; YKX; noka3sHUKH SKOCTI (DYHKIIOHYBAaHHS; MIBUIKICTh TIepeiadl JaHUX; JUKUTED; BTPATH
B KaHali; ping.

Cmpenkoeckas U.B., 3onomyxun P.B.
HcceaenoBanue nokasareieii kauecTBa GyHKIIMOHUPOBAHUS B HU3KOCKOPOCTHBIX CETSIX CBSI3H

IpobaemaTuka. B 1aHHOW cTarhe MNPOBOMUTCS UCCICIOBAHUE IOKa3areneld KauecTBa (YHKIMOHUPOBAHUS B
HHU3KOCKOPOCTHBIX CETSX CBS3M, HMOCTPOCHHBIX Ha 0a3ze ymbTpaxopoTKoBOMHOBHIX (YKB) paguocTaHUIUMSX, MPOU3BOJCTBA
xommannu Aselsan (Typmus) n komnanun Harris (CLLA).

Hens ucciaenoBanus. Llenpio HacTosmeld paGOTHI ABIACTCS HCCIEIOBAaHUE CKOPOCTH IEpeaadd JaHHBIX, 3aJCpiKKH
Hepesad JaHHBIX, JUKATTEePa 3aJIep’KKH Mepefad JaHHBIX, IT0Teph B KaHAJe U aHAJIN3 BO3MOXKHOCTEH mpoxoskaeHns mo YKB
pagroKaHanaMm pa3HOro TUIa Tpaduka.

Metoauka peanm3amuu. J[I1% SKCIICPHIMEHTANFHOTO WCCIICNOBAHUS IOKa3aTenel KadecTBa (DYHKIHMOHHPOBAHUS
HU3KOCKOPOCTHBIX paIiOCeTel CBSI3M UCIIOIb30Bajach nporpamma «iperf-v2.0.5», cucremHas yTuiuTa «ping» 1 NporpaMMHOE
obecrreuenne «Packet Sender».

PesyabTaTbl ucciaenoBanuii. [logyueHHble JaHHBIE 10 MOKA3aTeNsM KayecTBa (DYHKIMOHUPOBAHMS HHM3KOCKOPOCTHBIX
pammoceTell CBs3M OBIIM ampoOMPOBaHBI B CIENHaNbHOM IporpamMmHoM obecnedeHnn OOO «Tenexapt-IIpubop», 4to
MO3BOJIMJIO YBETMYHUTH KOJIMYECTBO BO3MOXKHBIX Mojb3oBareneil B YKB paxuoceru na 60%.

BoiBoabl. [IpoBenensr n3mepenns kadecTsa Gynkuonuposanus YKB paxmocereit Hva OO0 «Tenexapt-IIpndop» u maHsl
PEKOMEHIAIMHU 110 SKCIUTyaTallil HU3KOCKOPOCTHBIX PaJMOCeTeH, KOTOpble ObUTM NPUMEHEHB! B IPOrPaMMHOM 00€CTIeUeHHN
«DSS Telecard» OO0 «Tenekapr-ITpudop».

KuiroueBbie cioBa: pamuocranuums; YKB; mokazarenu kadecTBa (yHKIIMOHHPOBAHHS; CKOPOCTh II€PElAyull JaHHBIX;
JUKUTTEP; TOTEPH B KaHAJE; ping.
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