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Background. Currently, the wireless radio technologies are an intensively developing branch of the telecommunications
industry, due to their high popularity as a result of their convenience for civilian and specialized applications. Currently, the
frequency resources are already quite overloaded, which leads to electromagnetic compatibility problems. This problem can be
solved by efficient use of the frequency resource; for this purpose, monitoring of the radio frequency resource use by means of
automated radio monitoring is carried out. Now a lot of radio-electronic means are operating at the moment and their number is
rapidly increasing every day, which can lead to the fact that not only radio signals can be received, but also unknown signals,
which in turn can lead to recognition errors. The paper studies the algorithms of selection and recognition of given radio

signals, which take into account the class of unknown signals.

Objective. The aim of the paper is to research the quality indicators of the selection and recognition algorithms for given
radio signals in the presence of unknown signals during radio monitoring in the SW band.
Methods. Investigation of algorithms for selection and recognition of specified radio signals in the presence of unknown

signals by the simulation method on real signal samples.

Results. The values of quality indicators of selection and recognition of specified radio signals in the presence of unknown
signals that are acceptable for the practice of radio monitoring are obtained.
The proposed recognition algorithms should improve the quality of radio monitoring results, and thereby improve the

results of radio monitoring.

Conclusions. The proposed algorithms for the selection and recognition of specified radio signals in the presence of
unknown signals will improve the quality of radio monitoring in the SW band.
Keywords: radio monitoring; frequency resource; algorithms for selection and recognition of specified radio signals;

unknown radio signals.

Introduction
Currently, the wireless radio technologies are
an intensively  developing branch  of the
telecommunications industry, due to their high

popularity as a result of their convenience for civilian
and specialized applications. A lot of radio-electronic
devices are operating at the moment, and their amount
is rapidly increasing every day. Currently, the
frequency resource is already quite overloaded, which
leads to electromagnetic compatibility problems.

This problem can be solved by effectively using
the frequency resource. In order to control the usage of
the radio frequency resource, automated radio
monitoring (ARM) is performed. Radio monitoring is a
complex space-spectral-time processing task of radio
emissions (RE) existing in a wide frequency range [1].

To simplify the solution, it is decomposed into
a number of relatively independent processing tasks, in
particular, detection of RE, existing within individual
frequency channels, selection and recognition of
specified RE types, unknown RE detection, RE type
recognition and the RE modulation parameter
estimation. These tasks can be reduced to processing
the signals corresponding to them at the output of

scanning radio receiving complexes. In case of signal
detection, the tasks of recognition of specified known
signals should be solved from the perspective of which
class of users the detected signal corresponds to: the
primary class (licensed) or secondary users. It is also
possible that the detected signal doesn’t belong to any
of the known signal classes, which is a priori unknown,
and information about it is missing in the database. It
should be noted that in this problem statement of signal
recognition with an automated RM wasn’t solved [3-5].

The article presents the results of research on
the problem of selection and recognition of specified
signals in the presence of unknown signals using an
example of real radio signals typical for radio
monitoring in the SW band.

The decisive rule of selection and recognition
of specified signals in the presence of unknown
signal class.

Due to the effect of interference and many other
uncontrollable factors, the observed signals in the
frequency channels have random nature with a priori
unknown statistical characteristics. A priori uncertainty
is usually overcome by using training samples of given
signals. However, with ARM, there are many unknown
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signals for processing. As a result, the observed signal
may not belong to the specified classes and must be
assigned to (M+1)-th class of signals that is not

specified in the statistical sense. And its training
samples for several reasons cannot be obtained. This
complicates the solution of signal recognition problems
in ARM and determines the relevance of using special
methods of signal recognition in conditions of high a
priori uncertainty, which differ from the known
methods [5].

In mathematical statistics, similar decision
conditions were considered for the problems of testing a
simple hypothesis against a complex alternative [6].
Similar problems are also known for classifying
anomalous observations [7], detecting signals using
Student’s t -statistics [8], and also detecting signals
using the not Bayesian optimality criterion that provides
a correct detection of given probability while
minimizing its own signal area [9,10]. For signal
recognition problems are offered approaches that in
some cases allow building decisive recognition rules
without using training samples of the (M +1)-th signal
[11,12] or algorithms that are insensitive to the
statistical characteristics of signals and interference
which don’t require knowledge of training samples of
signals for their construction [ 13].

Let us consider the formalized formulation of
this non-traditional formulation of the signal recognition
problem. It is supposed that observations of signals in the
analyzed frequency channels are represented by a L -

dimensional vector of discrete samples X. The
following (M +1)-th hypotheses are set that can be
made regarding to the observed signals: Hi, izl,_M -
for given signals, H’ - for unknown signals combined
into the (M +1)-th class.

Suppose that training samples of M signals
{i=1,M}, are defined, and the training sample for the
(M +1)-th signal (i=0) is absent or unrepresentative.

Such initial data for signal recognition can be
characterized by the term “increased a priori
uncertainty” and define the non-traditional task of
selection and recognition of given signals in the
presence of unknown signals [10,11]. The density
probabilities of the given signals W(X|a'), i=1,M
are given to within random vector parameters a',
1=1LM, and for the (M+1)-th class the density
probability is unknown. A priori probabilities of the
P(H)=P, are where

hypotheses also given,

M
ZPi =1. Tt is also assumed that training samples of
i=0

signal realizations M are given
{)?ir, r=Ln; i=1,M}, and there is no training
sample for the (M+1)-th class of unknown signals
(1=0).

As part of the formulated non-classical signal
recognition task, the signal recognition quality indicator
is characterized by an average risk, which is determined
by the following formula:

M M M M . M M
R=Y>cPPG'/i)=) > ¢;PP(G'/i)+ ) cuPP(G’ /i) + P, D ¢, yP(G'/0),
1=0

1=0 i=0 i=1 1=1 i=1
I#i

(M
where ¢ is the loss function; P(G'/i)- the error
probability in the case of making a decision in favor of
the 1-th signal under the action of the i-th signal.

A non-randomized decision rule for recognition
splits the sample signal space into the (M +1)-th non-
intersecting region. With this in mind, in formula (1),
the first term is a component of the average risk due to
the mixing up M specified signals, the second term is
due to assigning the given signals to the (M+1)-th
class of unknown signals, the third term is due to
assigning signals from the (M +1)-th class to M given
signals.

For the formulated non-classical task of
selection and recognition of specified signals in the
presence of unknown signals, the following decision
rule can be used [14]:

under the conditions:

H :PW(X/a)=A,i=1,M
PW(X/a)>PW(E/d),

(2a)

I=1,M, 1=i,(2b)

the hypothesis H' is accepted about the action
of the 1-th specified signal.
if inequality is fulfilled

H’:PW(X/a')<Al,i=1M, (2¢)

then the hypothesis H’ is accepted about the action of
unknown signals;

Here, the threshold value A is determined from
the condition of ensuring a given probability of correct
recognition of given signals.

According to this rule, the decision in favor of
the specified signal is taken in two stages: when at least
one of the inequalities (2a) is fulfilled, and also when
the system of inequalities is fulfilled (2b). When



inequalities (2¢) are fulfilled, the decision is made in
favor of unknown signals from the (M +1)-th class.
The decision rule (2) doesn’t use information
about the density distribution of the (M +1)-th class of
signals and doesn’t require its training set. The
formulation and solution of the considered recognition
task is the formalization of a substantive requirement
about the necessity to isolate (select) and recognize M
specified signals and assign unknown signals to the
(M +1)-th class, information about which is missing.

Let’s consider the case when a probability
model in the form of orthogonal expansions is used to
describe real signals in a frequency channel. In this

case, the vector X is represented as a vector of spectral

samples in a certain basis C = X"B . In particular, the
representation of signals as samples of the amplitude
spectrum in the basis of discrete exponential functions
(DEF) will be considered. Assuming the Gaussian
distribution and the uncorrelated coordinates of the
spectral samples vector, the correlation matrices of the
spectral description become diagonal and decision rule
(2) is simplified, and takes the following form [15]:

N (c.—ut)? .
H':Z—(CJ Ril

L AL =M
j=1 (jS)
Nco—ul) N.-unk)yP
Z(cJ 1ujzc) SZ(CJ kujzc) =M
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where c;- expansions coefficients for observation

j=1

vector X in DEF basis, u?, (G?)Z- evaluation of the

mathematical expectation and variances coefficients of
expansion C;, which are estimated by training samples of

given signals; N- the dimension for the spectral

2— some threshold values

representation of signals; A
selected from the condition of ensuring a given probability
for correct recognition of specified signals.

Note that in the decision rule (3) information about
unknown signals is not used and, consequently, their training
samples are not required. Sometimes these rules can also be
used to solve opposite task in practice - the detection of new

(unknown) signals.
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The experimental research results of the selection
and recognition task of specified signals

The recognition research of specified signals
in the presence of a class of unknown signals was
performed by statistical tests on samples of real radio
signals typical for radio monitoring in the SW band.
During the experiment, samples of implementations
of 9 real radio signals were obtained, corresponding
to the RE in the frequency range regulated for the
IEEE 802.22 standard. The samples records of signal
realizations were obtained using a SDR receiver [15].
For these purposes, a USB DVB-T tuner was used,
which can register signals for RE in the IEEE 802.22
standard operating range with the help of special
software. As the program part of the SDR complex,
the program SDR # was used. The discrete sample
records of radio signals in the frequency band of 12
kHz were obtained. Training and control samples for
70 realizations of each signal are aggregated. In
research, the decision rule (3) was used, which was
programmatically implemented in the MATLAB
environment.

Fig. 1 illustrates the averaged amplitude spectra
of the radio signals that were used as predetermined
known signals. The signal spectra were obtained using
the discrete Fourier transform (DFT) of signal
realizations with duration for 128 discrete samples.
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Fig. 1. Averaged amplitude spectra of given radio
signals
Fig. 2 shows the averaged amplitude spectra of
radio signals that were used as unknowns.
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Fig. 2. Averaged amplitude spectra of unknown radio
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- the probability of wrong decisions about the
action of unknown radio signals from the (M +1)-th

class, in case of presentation the specified radio
signals P(M+1)/1),i=1,M;

- the probability of wrong decisions about the
action of given radio signals, in case of presentation
of the unknown radio signals from (M +1)-th class
PGi/(M+1)),i=1LM.;

The obtained estimates of the recognition
quality of radio signals using the decision rule (3) are
presented in Table. 1. Here are the recognition results of
the specified and unknown radio signals with different
signals observation duration, on which the signal
realizations spectra were calculated (the DFT block
dimension).

Table 1. The results of real signals recognition

signals

The investigations of the probability Signal Signal Ne, (J)
properties of obtained real radio signals realizations recognition
made it clear that the selected spectral representation probability
of the signals is subordinate to the Rice distribution, L2314 ]15(6(7)819
which under certain conditions turns into the DFT block
Gaussian distribution. In addition, the calculated dimension, n 128
estimates of the correlation spectral representation P(1/7j) 09l 0 ]o1]l ol o]ololo]| o
function of real signals indicate practlcally. the P(2/]) 0o loololololololol o
absence of correlated samples of the amplitude -
spectra of signals. This gives grounds to use decisive P@3/)) 0008 0]0J0j0]0]0O
rules for recognizing signals in the form (3). P(4/j) 0|0 [0]09l0]0|0]O0]|O

Accumulated training samples of realizations P(5/]) ol olololoolololol! o
of the specified known radio signals were used to .
estimate the parameters of the decision rule (3). The PG/M+1) Jojorjojojorjrjojozjo2

threshold values A . were chosen from the condition

for ensuring the specified probabilities of correct
recognition of the specified radio signals. In the
working mode, control realization samples of
specified known and unknown radio signals were
presented. By statistical tests, estimates were
obtained for the probability of correct and wrong
recognition of given and unknown radio signals as
the ratio number of correctly or mistakenly assigned
realizations to the total number of presented
realizations for the corresponding signals.

Signals Nel-5 were used as specified radio
signals, the remaining four signals represented the
first (M+1)-th class of unknown radio signals.
According to the results of statistical tests, the
following recognition quality indicators were
evaluated:

Based on the results of table 1 the generalized
values of the components of the wrong probability
decisions are obtained, when solving the problem of
recognizing specified radio signals in the presence of
unknown radio signals according to the formula (1). In
particular, the averaged probabilities of wrong decisions
for the DFT block dimension 256 are given:

- on the action of unknown radio signals from
the (M +1)-th class, in case of presentation of the

M .
specified radio signals P(M +1)/i) = Zm
=1
- on the action of given radio signals, in case of
presentation of the unknown radio signals in the

=0.04;




amount of T from the (M +1)-th class of unknown

radio signals P(i/ (M +1)) = ZZP(l/l)
oo T'M

- on mixing up the set radio signals among themselves -

P(i/ (M) = Zz P(l/ D _0.004.
i=1 j=1
The obtained research results on real-life radio
signals samples confirm the possibility of using the
proposed decision rule for solving the task of selection
and recognition of the specified radio signals in the
presence of a class of unknown radio signals when

conducting automated radio monitoring in the SW
band.

b

Conclusions

1. The paper considers a non-classical approach
for solving the signal recognition task, which occurs
during automated radio monitoring, i.e. when not only
known radio signals, but also unknown radio signals are
received for processing. It is proposed to use the
decision rule for selection and recognition of specified
signals in the presence of unknown signals, which is
based on the signal description, operating in the
frequency channel, by a probability model in the form
of orthogonal expansions.

2. The results are presented about experimental
research on the task of selection and recognition
specified radio signals in the presence of unknown radio
signals. The research have been performed with
statistical tests on samples of real radio signals, typical
for processing tasks with automated radio monitoring in
the SW band.

3. The results of real radio signals recognition
that are acceptable for practice have been obtained,
which gives reason to recommend using the proposed
decisive rule for recognizing specified known signals in
the presence of unknown signals in the process of
automated monitoring in the SW band.
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bespyk B.M., Ieanenko C.A.

Cenexuist Ta po3nizHaBaHHs 3aganux pagiocurnaniB y KX nianasoni

IMpodaemaTuxa. B nanuii yac 6e31poTOBI pafioOTEXHONIOTI] — Taly3b, [0 IHTEHCUBHO PO3BUBAETHCS. [le 00ymMoOBiIeHO iX
BUCOKOIO TIOMYJISIPHICTIO BHACITOK 3pyYHOCT] X BUKOPUCTAHHS JUISl IIMBUILHOTO Ta CHELialli30BaHOTO 3aCTOCYBaHHs. B nanuit
9Yac YaCTOTHUH Pecypc BXKe JOCHUTh MEePEBaHTAXKEHHUH, 0 MPU3BOIUTE JI0 MPOOJIEM eIeKTPOMArHITHOI CyMicHOCTI. Bupimmra
1FO TIPOOJIEMY MOYKIIMBO ILIIXOM €()eKTHBHOTO BUKOPHCTAHHS YaCTOTHOTO PECYPCY, IS KX i1 MPOBOIUTHCS KOHTPOIIb 32
BUKOPHUCTAHHIM PaJio4aCcTOTHOTO PECypCy IUITXOM aBTOMATH30BAHOTO PaiOMOHITOPHHTY. 3apa3 B edipi mpaioe Oe3rmia
paIioeNIeKTPOHHUX 3aC00iB, 1 iX KUTBKICTh CTPIMKO 3pOCTa€ 3 KOXKHUM JIHEM, IO MOKE MPU3BECTH JIO TOTO, IO Ha 0OPOOKY
MOXYTh TOTPAIIATH HE TUTBKM BiIOMI CHUTHAIM, ajle 1 HEBIJOMi, OO0 B CBOIO YEPry MOXKE TPH3BECTH JO HOMMUIIOK
po3mi3HaBaHHA. Y JaHid poOOTi JOCHIKYIOTHCS AITOPUTMH CEJIEKIii Ta pO3Mi3HABaHHS 3aJaHHHUX PaJiOCHUTHANIB, IO
BPaXOBYIOTh KJIaC HEBIIOMHX CHTHAJIB.

Merta pociimkenb. MeTor poOOTH € TOCITIIPKSHHs MOKA3HUKIB SKOCTI alrOPUTMIB CENCKIIT 3aJaHUX PaJiOCUTHAIIB PH
HasBHOCTI HEBIZJOMUX CHUTHAIIB IiJ 9ac paxioMoHiTopuHTy B KX nianasosi.

Metonuka peamizamii. J[OCITiKeHHS alrOPUTMIB CEJEKIl{ 3aIaHUX PaJiOCUTHANIB IPU HASBHOCTI HEBIJJOMUX CHTHAJIB
IIPOBE/ICHO METOI0OM IMITaliifHOro MOZIENIOBAHHS HA BUOIPKaX pealbHUX CUTHAIIB.

PesysabTaTn gociaimkenb. OTpuMaHi 3HAYCHHS MOKA3HUKIB SIKOCTI AITOPUTMIB CENEKIIl 3alaHUX PAiOCUTHAIIB, SIKi €
MPUIATHUMH JUIS TPAKTUKH PaJiOMOHITOPIHTY.

BucHoBKH. 3aripOIIOHOBAH] AITOPUTMH CENEKIIiT Ta PO3Mi3HABAHHS 3aJAHHUX PaJiOCUTHATIB JO3BOJATH MiABUIIUTH SKICTH
pe3ynbTatiB pagioMoHiTopuHry B KX niamazoHi.

KaiouoBi cioBa: pagioMOHITOPHHT; YaCTOTHHH pecypc; alTOPUTMH CEJEKIlil i pO3Mi3HABaHHS 3aaHUX PaiOCHTHAIIB;
HEBIZIOMI CUTHAJIH.

Bespyk B.M., Hsanenko C.A.

Cesekusi ¥ pacro3HaBaHHe 3a1aHHbIX pagnocurnanoB B KB quanazone

IIpo6aemaTnka. B Hactosiiee Bpemsi OecHpOBOAHBIC PAaAHOTEXHOJOTMM SBISIOTCS HHTCHCHBHO pa3BHBAIOLICHCS
OTPACIIbIO TEIEKOMMYHHUKAIIMOHHOM MHJIyCTPHH, 4TO 00YyCJIAaBINBAETCS MX BHICOKOH TOMYJISIPHOCTBIO BCIIECTBUE YA00CTBA UX
UCIIOJIB30BaHMS UTSL TPAKIAHCKOTO M CIEUHATM3HPOBAHHOIO MPUMEHEHHMs. B Hacrtosiiee BpeMsl YaCTOTHBIH pecype yxke
JIOCTaTOYHO MEePerpy’KeH, YTo MPUBOJUT K MPpodIeMaM 3JIeKTPOMArHUTHOH COBMECTUMOCTH. PelnTh 3Ty npobiieMy BO3ZMOKHO
myTeM 3((EKTHBHOrO HMCIIOJIb30BAHUSI YACTOTHOTO pecypca, JUisl 3THX LeNel MPOM3BOAUTCS KOHTPOJIb 32 HCIOJIb30BAHHEM
PaanMoyYacTOTHOrO pecypca IyTeM aBTOMAaTH3MPOBAHHOTO paguoMonutopunra. Ceiiuac B adupe paboTaeT MHOXECTBO
PaaANOdJICKTPOHHBIX CPEJICTB M UX KOJIMYECTBO CTPEMUTENILHO BO3PACTACT C KAXK/IBIM JHEM, YTO MOXET IIPUBECTH K TOMY, YTO
Ha 00pabOTKy MOT'YT HONACTh HE TOJBKO M3BECTHBI PAJAHOCUTHAIIBI, HO U HEU3BECTHBIC CHUTHAJIBI, YTO B CBOIO OYEPE/b MOXKET
NPUBECTH K OIIMOKaM pacro3HaBaHus. B jaHHOH paboTe MCCHemyloTCsl alrOpUTMbl CeJIEKIMKM U PAclOo3HABaHUs 3aJ[aHHBIX
PaZMOCUTHAIIOB, KOTOPBIE YYUTBIBAIOT KIIACC HEM3BECTHBIX CUTHAIIOB.

Ileas wuccaegoBanmii. Llenbio paOoOTHI sBIAETCS HCCICIOBAHHE IIOKa3a3aTeliell KauyecTBAa AaNrOPHTMOB CEICKIHH H
pacro3HaBaHMsl 3aJaHHBIX PaJMOCHTHAIOB MPH HAIMYMH HEM3BECTHBIX CHIHAJIOB BO BpeMs paauoMonuropunra B KB
JUara3oHe.

Metoauka peanusaumu. lccnenoBaHue aaropuTMOB CEJCKIMH M PACIO3HABAHUS 3aJaHHBIX PAJMOCHUTHAJIOB IPH
HAJIMYUH HEM3BECTHBIX CHTHAJIIOB METOAOM MMUTALMOHHOIO MOACIMPOBAHHS Ha BEIOOPKAX PealbHBIX CHTHAJIOB.

PesynbraThl mccaenoBanmii. [lomydeHsl 3HAaueHHs MOKa3aTeNell KadecTBa CENEKLMHM M PACIO3HABAHMS 3aaHHBIX
PAIMOCUTHAIIOB NP HAJIMYMH HEU3BECTHBIX CUTHAJIOB, KOTOPBIC €CTh MPHEMIEMBIMH IS IPAKTHKH PaAHOMOHUTOPHHTA.

IIpennoskeHHbIC ANIrOPUTMBI PACTIO3HABAHHS JOJKHBI [OBBICHTh KAYECTBO PE3yJIbTAaTOB PaIHOMOHUTOPHHIA, K TEM CaMBIM
YIAYULINTb PE3YNbTaThl IPOBEACHUS PaJUMOHUTOPHHTIA.

BoiBogbl. [IpemnoxeHHHBIC aNrOPUTMBI CENEKIMM W PACHO3HABAHUS 3aJaHHBIX PAJUOCUTHAJIOB TPH HATHYAH
HEU3BECTHBIX CUTHAIIOB MO3BOJIAT MOBBICHTH KauecTBO paguomMonuTopunra B KB nuanasone.

KiioueBble clioBa: paJMOMOHUTOPHHI; YAaCTOTHBI pecypc; ajirOpUTMbl CENEKUMH W PACIO3HABAHMS 3aJaHHBIX
PaanOCUTHAJIOB; HEU3BECTHBIE PAJMOCHTHAIBI.



