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Background. Modern firewall systems are compared to classical concepts. The filtering rules are analyzed on the
examples of the leading solutions (presented by Gartner Inc.). The collaborative intrusion detection systems and networks as well
as the threats based on the insider attacks on CIDN are examined. A common CIDN functionality catalogue is discussed. The
aspects of the application of modern systems of network intrusion detection and prevention by the peculiarities of their
implementation at different levels are considered in accordance with the model of ISO/OSI. Brief recommendations on the use of
known network security solutions in the construction of modern infocommunication networks to overcome various types of
threats, in particular DoS type, virus and social engineering, are given.

Objective. The aim of the paper is to study the implementation and application of modern concepts of firewalls and
collaborative network intrusion detection systems.

Methods. The research was carried out based on analysis of a large number of literary sources, the theory of building
information security systems and avenues of manufacturers of systems for detecting and preventing network intrusion.

Results. The advanced firewalls like SMLIF, IPS, the collaborative intrusion detection systems gain in importance
increasingly nowadays. They can be also deployed within the scenarios of NFC and IoT (Internet of Things). The FW and IDS are
often combined into individual participating peers (LAN, WLAN, 2G-4G, NFC and Bluetooth) with possibility of collaboration
and better prevention of both external and insider attacks.

Conclusions. The conducted research indicates the need to improve the implementation of modern network architecture
with the use of integrated systems for detecting and counteracting network attacks. Despite the wide variety of network security
solutions, this area of research remains relevant and suggests that the development of new concepts for protecting network
architectures meets the current state of the industry, is timely and relevant, given the wide range of capabilities and scenarios for
malicious intrusions and network system impacts.

Keywords: firewall; network attacks; intrusion detection systems; intrusion prevention systems; CIDN.

e Section I represents the motivation to examine the

L. MOTIVATION discussed issues;
Since 2012 the development of modern firewalls and the
systems based on them (intrusion detection, intrusion

prevention) as well as of collaborative systems have been

e Section II deals with the basic Firewall Concepts and
their further development like SIF, NGFW, WAF,

commonly triggered by the trend of “collaborative intrusion SMLIF;
detection networks” with increasing of safety and security of e Section III presents IDS, IPS, AEF as well as the
the network domains of diverse MAC-layers (including mobile collaborative IDS and the network combinations of
and wireless) and purposes. them called CIDN;

The FW and IDS are combined into individual participating e In Section IV the typical external CIDN Attacks as well
peers (LAN, WLAN, 2G-4G, NFC and Bluetooth) with as the threats of the Insider Attacks on CIDN are
possibility of collaboration and better prevention of both discussed.

external and insider attacks.

The structure of this paper is as follows:
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II. BASIC FIREWALL CONCEPTS

A. Classical Firewalls

Public available services (Web server, FTP server, File
Sharing, Web Services etc.) are placed in the DMZ before the
actual Firewalls (Table I). Different filtering functionality can
be offered (Fig. 1):

e PF (Layer 3);
e CR (Layer 4);
e AG (Layer 5-7).

A FW system with multiple internal services and with
DMZ with public offered services is shown in Fig. 2.
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PHY - PHY

Fig. 1. Classical Firewalls: main concepts ordered to the OSI layers

The main purpose is blocking of the unauthorized access
attempts to private networks based on IP-addresses (PF, Packet
Filter), TCP/IP-port information (CR, Circuit Relay) or
application-related information (AG, Application Gateway):

B. Comparison and Further Development

Table I depicts the filter abilities for basic firewall
concepts. The available functions can be separated
correspondingly to the following concepts: PF (packet filters),
CR (circuit relays) and AG (application gateways).
Furthermore the integrated functionality the hybrid FW
concept possesses the so called SIF — Stateful Inspection
Firewall [1] from Check Point Software Technologies.

The PFs and CRs are very simple and efficient. The AGs,
or Application Layer FW, bring tighter the key benefits of the
common filtering: they can “understand” certain applications
and protocols such as VPN, DNS, FTP, SMTP, POP3/IMAP,
HTTP as well as their secured versions, e.g. HTTPS, SSH etc.
For use of Cloud Access Monitoring for the virtualized
clusters, networks, storages (VLAN, SAN/NAS) and services
(VMs, RAICs) as well as SDN there are some special FW
solutions.

Since 2012 the new generation of AGs (NGFW) has been
deployed. NGFW is nothing more than the “widen” and
“deepen” inspection at the application-stack based on the
classical SIF solutions (refer Table I). The existing deep packet
inspection systems can be extended via:

e Intrusion detection systems (IDS);
¢ Intrusion prevention systems (IPS);

e  User identity integration (by binding user IDs to IP or
MAC addresses for “reputation”).

The special kind of NGFW is the so called Web
Application Firewall (WAF). The defense against the WAF
attacks was implemented in the tool “WAF Fingerprinting
utilizing timing side channels” (WAFFle) [1-3].

www -
DNS cenver Application

VPN [ gl senver senver
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Client -~ 2SN L
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it Network
Internet [ \ i | N
Externial | | Internal
PF PF
! = File
DMz Backup senver
J | senver
*"//.;"f \K__f

DlNS ‘.".";."."‘."." I'u;IaiI — Direct communication

SENVEr SEerver  Senver - Indirect communication

Fig. 2. Example for FW-secured network services including FW systems
with DMZ

For better demarcation we should address a firewall, a
security system that protects a single computer, the peers or
networks against unwanted or illegal access. However, the
functionality of a firewall is not directly oriented to detect the
external hacker attacks. A classic FW implements only
separate filtering rules to protection directly for network
(mobile, wireless) communication. The advanced IDS / IPS
modules are responsible for the detection of different attack
types, which can be also used on the top of the well-known
firewall solutions (classical and advanced):

o DS — describe the detection of attacks that are directed
against a computer system or network. IDS serve to
increase the security in a network;

e IPS - these systems are the enhanced IDS, which also
provide the defense functionality to fend off in the case
of the discovered network attacks (external as well as
of an insider!).

Therefore, the IDS/ IPS can be a further development of the
FW as the advanced firewall modules. The next significant
generation of the combined SIF/ NGFW are SMLIF (Stateful
Multilayer Inspection Firewalls). By opinion of Gartner Inc.
(founded in 1979, reg. NYSE in IT-Branch as the world's
leading IT research and advisory company) the following top
list of modern SMLIF can be represented [2 - 4]:

AhnLab

Barracuda Networks

Check Point Software Technologies
Cisco

Dell SonicWALL

F5

Fortinet

Hillstone Networks

HP
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Huawei
Intel Security (McAfee)
Juniper Networks
Palo Alto Networks
Sangfor
Sophos
Stormshield
WatchGuard (by Gartner, Inc.).
They listed that firewall solutions operate the cross-layered
multi-defense with combining of multiple filter abilities, like
e.g. pos.18-23 (refer Table I as well as the next sections).

C. Advanced Evasion Technologies

Advanced Evasion Technologies (AET) work fully
anonymously and without any traces so there are new
challenges for (virtual) network data security. In contrast to the
known evasions/penetrations AET combines and changes the
methods to camouflage an attack or malicious code. These
combinations allow hackers to infiltrate into network unnoticed
in spite of multiple security solutions. According to current
estimations, there are more than 2**180 potential combinations
of AET. Some combinations include cross-layered
functionality and several OSI layer integrated attacks!

Really IPS or AEF (Advanced Evasion Firewalls) represent
themselves as effective technologies against AETs. They can
combine attack patterns at different OSI layers, e.g. AET-
Platform from Stonesoft: http://evader.stonesoft.com. Such
kind of the IPS provides a combined protection: IPS, AV, FW,
DMZ, Network Zoning (division into protection domains). The
deployment makes sense for large companies with multiple
branches and structural units.

Some of such patterns and test series are as follows:

e At layers 3, 4: Firstly the opportunities for the attacks
on the IP, TCP, UDP are discovered;
e At layers 5-7: The APL-layer protocols such as SMB

and RPC are protected. Therefore, the internal threats
have to be are assessed;

e Then AET can discover threats for other protocols such
as IPv6, HTTP;

o If AET uses HTTP (Port 80), the hackers can also the
FW mislead and infiltrate with malware into the
network over the web traffic. Therefore is AETs for
web services, web applications and cloud computing
environments a particularly serious threat.

III. COLLABORATIVE IDS AND NETWORKS. CIDN

The widespread Intrusion Detection Systems (IDS)
evaluate and prohibit the potential hacker attacks that aimed at
computer systems or network. IDS increase data security
significantly in opportune to the classical firewalls which
lonely support is not satisfying.

Intrusion Prevention Systems (IPS) are the enhanced IDS
which provide the additional functionality aimed to discover
and avoid the potential attacks.

Nevertheless, as a rule the classical IDS/IPS are operated
autonomously. They can’t detect temporary unknown hacker
threats which became more sophisticated and complex year by
year. Those dangerous threats can serve to disorder the
operation of data centers and computing clusters round-the-
clock in 24/7-mode. Therefore the cooperation and
collaboration of the IDS within a network is of the great
meaning. The comparison of the NW-IDS vs. IDS pure is
depicted in Fig. 3. The NW-IDS has a lot of new features.

TABLE 1. BASIC FIREWALL CONCEPTS AND THEIR FILTER ABILITIES (OWN REPRESENTATION)
FW concepts
Filter abilities PF CR AG SIF Next genera-
tions

1. IP source/ target addresses + +

2.  TCP-Ports and connections + +

3. Denial-of-service attacks (DOS), distributed DOS +

4.  Enabled or disabled protocols + + +

5.  Proxies for certain services + +

6.  HTTP-Proxy, proxy server + +

7.  AV-Software (viruses, worms, Trojans) + +

8. Malware blocking + +

9.  Anti-Phishing + +

10. APL-specific authentication + +

11. APL-specific encryption + +

12. DMZ + +

13. VPN and IPsec + +

14.  Enabled Domain Names (source/ target) + + +

15.  SPAM filtering + +

16. Analysis of content-specific key words + +

17.  Blocking of special applications and scripts (Java applets, Active-X, Web Services, +

further plugins)

18.  Web Appl. Firewall s
19. Cloud Access Monitoring s
20. Virtualized networks, storages and services s
21. SDN s
22. IDS, IPS, NW-IDS (intrusion detection/ prevention/ network collaboration) S
23. CIDN as the networks of IDS/IPS S
24. Time window control + + + + +

Legend: + — available; s — special solutions available
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TABLE IL THE COMMON CIDN FUNCTIONALITY CATALOGUE (OWN REPRESENTATION BASED ON [4-6])
Certain ~ CIDN | Topology Focus | Specialization on the | Robustness against | Robustness against | Privacy Anonymity
examples type threats attacks attacks awareness awareness
Al-A4 AS-A9
Indra Distributed Local SPAM R R A A
Domino Decentralized | Global | Worms R R A A
Abdias Centralized Hybrid | Trojans R R A A
Crim Centralized Hybrid | Social Engineering, | R R A A
WAF
Legend: R - Robustness, A - Awareness

Network based IDS

Hosts with IDS/ IPS

Fig. 3. Comparison of IDS pure vs. NW-IDS

CIDN is a further concept for a collaborative IDS/IPS
network intended to bridge over the disadvantage of the
standalone defense against the unknown dangerous attacks.
The CIDNs allow (Fig. 4) participating IDS as the network
peers to share the detected knowledges, experiences and best
practices oriented against the hackers’ threats [4].
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Fig. 4. Example of cooperation within the CIDNs

The main requirements for the construction of a CIDN and
the support of such functionality are as follows: efficient
communication at short up to middle distance, robustness of

the peers (IDS) and links, scalability and mutual compatibility
of individual participating peers (IDS). The typical
interoperable networks are as follows: LAN, WLAN, 2G-4G as
well as nest for NFC and Bluetooth.

Collaborative intrusion detection networks (CIDN) consist
of multiple NW-IDS under use of multiple PC, end radio-
devices and installed firewalls, the groups of users directed by
the users Alice, Bob, Charlie, Dave. The coupling between the
groups is loose or tight. However, the insider-attacks to CIDNs
are possible (user Eve).

This type of networking improves the overall accuracy on
the threat danger grade as well as the intrusion level
assessment. The cooperation among the participating single
peers (IDS-collaborators) became more efficient within CIDN.

But, unfortunately, the CIDN can become a target of the
attacks and malicious software itself. However, some malicious
insiders within the CIDN may compromise the inter-operability
and efficiency of the intrusion detection networks internally.
Therefore a lot of CIDN research problems have to be
considered [5, 6], for instance:

o Selection of the peers (collaborators) and trust
management,

e Collaborative Intrusion Decision Making;

¢ Resource Management within CIDNS.

IV. CIDN ATTACKS. INSIDER ATTACKS ON CIDN

The traditional network attacks can significantly
compromise the security inside a CIDN. The simple attacks are
as follows (A1-A4 list positions):

1. Eavesdropping.

2. Man-in-the-middle.

3. Replaying.

4. Cloning (3/4 like DDoS).

The advanced insider-attacks to CIDNs (list positions AS5-
A9) which can suddenly occur from the peers-insiders within a
not-compromised CIDN are as follows [5, 6]:

5. Sybil attacks: distribution of a large amount of
pseudonyms (fake identities) via a malicious peer.

6. Newcomer attacks: a malicious peer tries to erase its
“bad history” with other peers in the network.

47
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7. Betrayal attacks: the trust mechanism robust to
betrayal attacks shall satisfy the social norm: “It takes a
long-time interaction and consistent good behavior to
build up a high trust, while only a few bad actions to
ruin it.” When a trustworthy peer acts dishonestly, its
trust value should drop down quickly, hence making it
difficult for this peer to deceive others or gain its
previous trust within a short time back.

8. Collusion attacks: Collusion attacks occur when a
group of compromised/malicious peers cooperate
together in order to compromise the network.

9. Hybrid attacks (5+6+7+8).

A typical CIDN must provide the following common
functionalities against these kinds of attacks (s. Table II). They

Bluetooth) with possibility of collaboration and better
prevention of both external and insider attacks.

The paper compares the modern firewall systems with their
classical concepts. The extended filtering rules are analyzed
and compared with the basic rules under use of practical
examples for certain leading solutions presented by Gartner
Inc.

The collaborative intrusion detection systems and networks
as well as the threats based on the insider attacks on CIDN are
examined. A common CIDN functionality catalogue is offered.
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can be represented by a catalogue (own matrix representation is ;
based on [3, 6]). Gl

V. CONCLUSIONS [4]

The advanced firewalls like SMLIF, IPS, the collaborative
intrusion detection systems are becoming more and more
important nowadays. They can be also deployed within the  [3]
scenarios of NFC and IoT (Internet of Things).

The FW and IDS are often combined into individual
participating peers (LAN, WLAN, 2G-4G, NFC and

Jlynmoscokuii A.O., Knumaw M.M.
HNocaixaeHHs: cyyacHUX KOHUeNUiii OpaHaMayepiB Ta CNiJIbHOT0 BUSIB/IEHHS] MePEKHUX BTOPrHEHb

IpoGaemaTuka. Y wuiii poboTi mpoaHani3oBaHO CyyacHi MiAXOAM 10 OpraHi3yBaHHS MepexHuX OpaHamayepiB, fKi
TOPIBHIOIOTBCA 3 KIACHYHUMM KOHLENTYATbHUMH DilleHHAMM B ramysi MepexkHoi Oesnexu. IlpaBuna (inbTpanii MepexHOro
Tpadiky aHaJi3yloThCs Ha OCHOBI PO3IVISLY MPUKNIAZiB y paMkax oOpaHuX pilieHb (ki mpeacTasneHi kommnadiero Gartner Inc.).
Posrnsnatotees cninbHi cucteMu i Mepexi BusieHHs BToprHeHs (CIDN), a Takok 3arposu, 3aCHOBaHi Ha OCHOBI PO3IIAILY
BUMaIKiB iHcaiinepchkux HamaniB Ha CIDN. KopoTko npoaHanizoBaHo 3araibHuil mepenik (yHKLiOHATbHUX MOMKIMBOCTEH
CIDN cncteM. Po3risHyTO acmekTH 3acTOCYBaHHS CYYaCHHX CHCTEM BHSBJICHHS Ta 3amo0iraHHS MEpeXHNM BTOPTHEHHAM 3a
ocobnuBocTAMHU X peanizanii Ha pizHUX piBHAX 3rigHo Moneni EMBBC. Hamano cTucni pexoMeHpanii mono 3acToCyBaHHS
BIIOMHUX pillleHb MepexkHoi Oe3neky Npy MoOyA0Bi CYJacHNX iHPOKOMYHIKaLifHUX Mepex JUT MOZI0NaHHs 3arpo3 Pi3HOTO THITY,
30kpema DoS Tumy, BipycHUX Ta colialbHOT iHKeHepii.

~ Mera pocnimkens. JlocnimkenHs 0co0MBOCTeR peanizauii Ta 3aCTOCYBaHHA Cy4acHMX KOHUEMUiH OpaHamayepi Ta
CTIBHOTO BUABIICHHS MEPEXKHNX BTOPTHEHb.

Meroauka peanisauii. JlocnikeHHs BUKOHAHO HA OCHOBI aHamli3y BENMKOI KiNILKOCTI JiTepaTypHUX JKEpeN, Teopii
No0YI0BU CHCTEM 3aXHCTY iH(OpMALIil Ta MPOCTIEKTiB BUPOOHMKIB CHCTEM BUSABIECHHS Ta 3aM00iraHHA MEpPEeXHIM BTOPTHEHHSM.

Pesyabtatu gocaizkens. [Tpouecu ynockonaneHHs Opanamayepis, Takux sk SMLIF, IPS, cninbhux cuctem BUsBIEHHS
BTOPTHEHHS Ha0yBalOTh BCE OINBINOTO 3HAYEHHS B Harli 1Hi. BoHM Takoxk MOXYTh OyTH pO3rOpHYTi B pamkax cueHapiiB NFC Ta
[oT (IntepHer peueii). bpaHomayepu Ta cHCTeMH BHABIEHHS MEPEXKHHMX BTPYYaHb 4acTo 00'€IHYIOThCA B iHAMBIMyaJbHUX
nipusroux kongirypauiax (LAN, WLAN, 2G-4G, NFC ta Bluetooth) 3 MOXnuBICTIO CIiBIpaLi Ta Kpawmoi npoQuiakTHKu
30BHIIUHIX Ta BHYTPILIHIX aTakK.

BucHoBkn. [IpoBeneHe mocnmimkeHHS Bkazye HAa HEOOXINHICTh YHOCKOHANEHHS peawi3aliil CydacHOl MepexHOT
apXiTEKTYpH i3 3aCTOCYBaHHSM KOMIUIEKCHUX CHCTEM BHSBICHHSA Ta MPOTHIii MepeHHM arakam. HesBakaroum Ha Benmke
pO3MAiTTS pillleHh MO0 MepekHOi Oe3meku, Ledl HampsAMOK JIOCHIKeHb 3aMIIAEThCA aKTYalbHUM Ta [a€ MiACTABH
CTBEP/UKYBATH, WO PO3POONCHHS HOBUX KOHLEMLIA 3aXMCTy MEPEXHHX apXITCKTyp BINOBIZAE CyYacHOMY CTaHy raiysi, €
CBOCYACHNM Ta aKTyaJbHIM, BPaXOBYIOUH BETMKY MHOKHHY MOKIMBOCTEN i CLiEHapIiB JUIsl 3I0BMUCHUX BTOPrHEHb i BIUIUBIB Ha
MEpEXHI CHCTEMH.

KunrodoBi cioBa: 6pannMayep; MepexHi aTakd; CHCTEMHU BHABIEHHS BTOPTHEHb; CHCTEMH 3amoOiraHHS BTOPTHEHHSM;
CIDN.
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Jlynmoeckuii A.O., Knvimaw M.M.
HccnenoBanne coBpeMeHHbIX KOHIIENLHIT OpaHIMAay3pOB H COBMECTHOTO BbISIBJIEHHSI CETEBBIX BTOPKEHUI

IIpoGaemaTuka. B 3710il paboTe nmpoaHann3upoBaHbl COBPEMEHHbIE MOAXOIbl K OpraHM3aLdM CETEBbIX OpaHAMAy3poB,
KOTOpbIe CPAaBHUBAIOTCS C KJIACCHUECKUMU KOHIENTYalbHbIMH pelIeHHAMH B o0nacTu ceTeBoil OeszomacHocTH. [lpaBiia
(ubTpaLmK ceTeBOro Tpaguka aHaIU3UPYIOTCS Ha OCHOBE PacCMOTPEHHs MPUMEPOB B paMKax M30paHHBIX pelleHuid (KoTopble
npencTaBneHsl komnanuei Gartner Inc.). PaccMarpuBaroTcst coBMecTHbIe cucTeMbl U ceT oOHapyxenus Bropxkenuit (CIDN), a
TaK)Xe Yrpo3bl, OCHOBAHHBIE HAa OCHOBE PacCMOTpeHNs ciyvaeB MHcainepcknx Hamanaenuii Ha CIDN. KopoTko npoanann3upoBaH
o0wmii nepeyeHb (yHKUMOHANBHBIX Bo3MoxHocTelt CIDN cuctem. PaccMOTpeHbl acmeKThl MPUMEHEHHUS COBPEMEHHBIX CHCTEM
00HapyXeHHs W TIPeOTBPALIEHHs CETEBbIX BTOPKEHWI MO OCOOEHHOCTSM WX pealli3alliid Ha PasIMuHbIX %/pom-mx COTJIaCHO
mozenn OMBBC. [IpenoctaBieHsl kpaTkue peKOMEHIALMK 110 TIPUMEHEHHIO M3BECTHBIX PELICHUI CETEBOIl 0€30MacHOCTH TpH
MOCTPOEHUH COBPEMEHHbBIX HHPOKOMMYHUKALIMOHHBIX CETeH 171 MPEONOoNeHUs YIpo3 pa3IMuyHOro TUIA, B TOM ducie DoS tuma,
BUPYCHBIX M COLUANBHOI MHKEHEPHH.

Leas wuccaegoBanuil. HccnenoBaHue 0CoOEHHOCTEH peanu3alud M MPUMEHEHUS COBPEMEHHbIX KOHLEMUMA
OpaHaMay3pOB U COBMECTHOTO BBISIBIIEHHS CETEBbIX BTOPXKEHHUH.

MeTtoauka peajin3auuu. HccnenoBaHue BBIMOJHEHO HAa OCHOBE aHalW3a OOJBIIOT0 KOJMYECTBA JIATEPATYPHBIX
UCTOYHHUKOB, TCOPHUM TOCTPOCHUA CHUCTEM 3alUTHI I/IH(i)OpMaI.II/II/I 1 TPOCTIEKTOB HpOPISBOZ[HTeJ'ICﬁ CUCTEM 06Hapy>KeHI/Ifl u
NpeaoTBpall€HNA CETEBBIX BTOp)KCHPIﬁ.

PesynbraTtel uccnenoBanmii. [Iponecchl coBepiieHcTBOBaHMs OpaHamayspoB, Takux kak SMLIF, IPS, coBmecTHbIX
crcteM OOHapyXeHWs BTOPKEHW MPUOOpeTaroT Bce Oonbluee 3HaYeHHe B HAM AHU. OHM Takke MOTYT OBbITh pa3BEpHYTHI B
pamkax cueHapueB NFC u IoT (MHtepHer Belueil). bpanamayspbl 1 cHCTEMbl OOHAPY)XEHHS CETEBbIX BMEILATENbCTB YacTo
00beIMHSIOTCS B MHIMBUAYaNbHBIX MUpUHroBbIX KoH(urypammsx (LAN, WLAN, 2G-4G, NFC u Bluetooth) ¢ BO3MOXHOCTBIO
COTPYIHHMYECTBA U JNyyliei MpoQUIaKTUKU BHEIIHUX 1 BHYTPEHHUX aTak.

BriBoabl. [IpoBeieHHOe McClieioBaHME YKa3blBaeT HAa HEOOXOAMMOCTh COBEPLICHCTBOBAHMS peanu3aluii COBpEMEHHON
CeTeBOI apxmeKT6ypbl C PUMEHEHNEM KOMIUIEKCHBIX CHCTEM OOHApYKEeHUs U NPOTUBOAEHCTBYSA ceTeBbIM aTtakaM. HecmoTps Ha
fonblIoe pa3HOOOpasye pelieHuit Mo ceTeBoil 0e30MacHOCTH, ITO HANpaBlEHUE MCCIEIOBAHUI OCTAeTCs aKTyalbHbIM U JaeT
OCHOBaHMS YTBEPKJAATh, YTO pa3pabOTKa HOBbIX KOHLEMLMA 3aIlUThl CETEBBIX ApXUTEKTYp COOTBETCTBYET COBPEMEHHOMY
COCTOSIHMIO OTpPAciy, ABJAETCS CBOEBPEMEHHBIM U aKTyalbHbIM, YUMTbIBAs IIMPOKOE MHOKECTBO BO3MOMKHOCTEH M CLEHApUEB
ULl 3I0HAMEPEHHBIX BTOPXKEHUI U BO3JEIICTBUI Ha CETEBbIE CUCTEMBI.

KiroueBble cioBa: OpaHaMaysp; ceTeBble aTakM; CHCTEMbl OOHApyKEHUS BTOPKEHHM; CHCTEMBbI MpeIOTBpAlIEHHs
Bropxkenuit; CIDN.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




