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Background. Telecommunication systems with a broadband signal have improved noise immunity, the ability to
receive a signal in multipath, as well as electromagnetic compatibility with neighboring radio electronic devices. The use of
known pseudo-random sequences to create systems doesn’t ensure their high confidentiality due to the possibility of their
selection when receiving a signal. A significant increase in the confidentiality of the system can be achieved by using pseudo-
random sequences based on chaos.

Objective. The aim of the paper is the development of a technique for creating pseudo-random sequences based on
chaos, as well as the analysis of the correlation characteristics of pseudo-random sequences formed on the basis of a chaotic
signal.

Methods. Chaotic signals are inherently pseudo-random, but they are generated by deterministic systems. All computer
models of chaos are approximations of mathematical chaos. Any analysis of these sequences doesn’t allow them to be
reproduced and they can’t be intercepted, so they have significant advantages when used for spreading the signal spectrum and
creating a pseudo noise broadband signal. Sequence selection with an acceptable level of side lobes of the autocorrelation
function is carried out by using the developed graphical interface method.

Results. It is shown that, based on the chaos of pseudo-random sequences, it is possible to select sequences with side
lobe level up to 0.3, suitable for practical use after analysis of their autocorrelation functions.

Conclusions. Using created chaos based pseudo-random sequences is effective for building broadband single-channel
telecommunication systems that have a high degree of confidentiality in the information transmission.

Keywords: broadband signal; chaos; pseudorandom sequence; autocorrelation function; confidentiality of information

transmission.

Among various types of existing
telecommunication systems, special place belongs to
the systems with wideband signals. Their
undoubtedly advantage is the increased noise
immunity against both narrow- and wideband radio
interference and confidentiality of the transmitted
information. Telecommunication systems (TCS) with
a wideband signal have improved capabilities of
signal reception under the influence of multipath
propagation and electromagnetic compatibility with
neighbouring electronic transmitting devices [1, 2].

The main characteristic of the broadband signal is
Signal Base B

B=TWw, (D
where T - signal’s duration; W — width of the
signal’s spectrum.

For the broadband signal B> 1.

In the real-life TCS is being influenced by the
external interference sources that complicates the
good quality signal’s reception and internal thermal
Gaussian noise of electronic components (hereinafter
— noise)

In the case if a third-party narrowband transmitter
works close to broadband TCS and there’s no
intentions to jam the wanted wideband signal, there’s
a case of the impact of narrowband interfere with
width W3 << W.

The ratio of the useful signal to total noise power
and interference power on the output of the matched
filter is [1]

¥ = 2E/(N, +P,/W) )

where E — energy of one bit; Ny — spectral density of
thermal noise; P, — power of the interference.

Obviously, regardless of the specific signal
interference band W3, the signal/(noise +
interference) ratio at the output of a matched filter
behaves as if the noise power were evenly distributed
in the signal band W, adding noise with the spectral
density P,/W. Moreover, the summary noise has
Gaussian noise properties [2].

To neutralize the impact of interference notch
filter might be used, which can "cut" the interference
from the signal’s spectrum. This will also cut part of
signal’s harmonics and the signal, which occupies
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part of the free from interference spectrum and has
power E,

E,=E(1-W/W), (3)

Then on the output of the matched filter we should
get the following signal/(noise + interference) ratio:

71=Y2(1-Wo/W) “4)

where y, — the actual signal-to-noise ratio on the
output of the matched filter with no interference.

Obviously, that the larger signal’s bandwidth is in
comparison to the spectrum width of the interference
signal, the lesser will be the spectral density of
additive noise from interference signal to the overall
noise spectral density, and the impact of narrowband
system on the wanted wideband signal and our TCS
performance will be also reduce.

Achieving high noise immunity of TCS with the
presence of narrowband obstacle is possible only
through the widest possible spread spectrum signal
without changing its duration (not taking into account
“brute force method” — the increase of transmitter’s
power).

As a deliberate counteraction to the wideband
systems work the wideband signal noise barriers can
be used, with interference signal spectrum width
exceeding the width of the wanted signal. In this
case, the signal / (noise + interference) ratio will also
be determined by the formula (2). In order to impact
on the TCS performance even more the one should
provide a significant excess in noise spectral density
of the interference signal over the wanted signal’s
spectral density of the noise, and the below signal/
(noise power + interference signal power) ratio

y=2PB/P,, (5)

where P — signal power; P, — interference signal
power.

Obviously, that taking into account the power peak
limit of the wanted signal and interference the only
option to enhance the system’s immunity against
blocking interference signal is to use ultra-wideband
signal with the base B >> 1. It provides 2 times signal
processing gain (in B times when using the noise
spectral density Ny instead of Ny/2).

In the case there’s a need to jam wideband signal
effective noise barrier can be organized only after
detecting a radio signal which is being transmitted
and determine its frequency and spectrum width. The
system with a broadband signal must work secretly
with the minimum signal’s spectral density using
special modulation techniques which aren’t disclosed

to the interference barrier owner. The barrier owner
should perform the supersensitive power reception of
the signal in the radiometer mode in a wide frequency
band.

For the interference barrier owner, it is important to
use filter with maximum band pass W;> W. Then the
restoration of signal/noise ratio at the radiometer’s
output will be:

Y= 11/2B. ©)

Obviously, that with increase of signal base it
becomes more complicate for the interference owner
to detect it. Expansion of the signal with constant
energy and duration reduces its signal spectral
density, masking it under noise.

Broadband signal is formed by using a number of
well-known modulation sequences. Interceptor of the
signal can analyze the structure of the signal by just a
simple enumeration using a bank of parallel matched
filters or filters which can be reassembles
consistently, when signal is being received for a long
period of time. Another important factor for the
system with a broadband signal is its encryption by
using encryption keys. In all cases, big value of
signal base increases the telecommunication system
encryption qualities.

The typical feature of the systems’
electromagnetic compatibility is their conflict-free
coexistence in one region. In order to achieve this
transmitter must emit a minimum signal level in the
frequency band of receivers so that the signal spectral
density would be less than some threshold value, for
example -7dB above the level of noise. The
broadband signal enables such functionality, being
the one of the most effective ways to ensure
electromagnetic compatibility between radio systems.

Wideband signal provides high resolution while
receiving pulses with short duration At

At=1/W. (7

In the case if the multipath propagation effect
existence of the signal is present, this feature of the
wideband systems make possible to identify short
duration pulses, which comes to the receiver with
some delay due to signal reflection from obstacles.
These pulses are being processed by Rake receiver or
equalizer, and a total signal is obtained. Such design
increases the signal-to-noise ratio at the receiver’s
output.

In a number of cases, it is appropriate to create a
single-channel TCS with a broadband pseudonoise
signal, with advantages listed above, which effect can
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be already seen when the signal base is B = 10-20 dB
[2].

The system with modulation performed by a
pseudo-random sequence formed from a chaotic
signal-chaos ~ will  have  almost  absolute
confidentiality.

Chaotic signals are pseudo-random by their
nature, but they are generated by systems [3-5]. Any
analysis of these sequences does not make it possible
to reproduce them and they can’t be used for
interception of transmitted signal. That’s why they
have unique advantages when used being for signal
spectrum spreading and creating a pseudo noise
wideband signal.

It should be emphasized that the chaotic structure
of the signal can’t be realized on a computer with a
finite number of states. Each subsequent state of the
system must not coincide with any previous state of
the trajectory. Otherwise (for example, as a result of
rounding), trajectory of the chaotic signal becomes a
cyclic orbit. All computer models of chaos are
approximations of mathematical chaos. The
approximation passes the properties of the initial
system on its initial iterations, but on the boundary of
the iteration step n — oo, the approximation is not
accurate enough (that is, the trajectory of the model
diverges from the trajectory of the original system).
Computer approximations of chaotic mappings are
called pseudo-chaos. The behavior of a pseudo-
chaotic system can qualitatively differ from the initial
chaotic system. At the same time, a pseudo-pseudo-
chaotic system can be considered almost
unpredictable and irreproducible.

The modified mathematical form of the logistic
mapping of a chaotic signal is defined as [4]

Xn+1:f(Xn):)\‘Xn(l'Xn), (8)

where X , — variable of the state, which is located on
0 — 1 interval; n — iteration number; n=0, 1, 2, 3,...,
o; A — a system parameter, which can have any value
in the range from 1 to 4.

Pseudo-chaotic sequences will be implemented
with parameters A > 3.6 and with iterations number n
> 50, when the so-called developed chaos is realized.
The space of key in this case is the regions of the
parameters A, the initial values of x0 and the iteration
number n. Generator of the pseudorandom sequences
is based on logistic mapping, which is a one-
dimensional chaotic system with one management
parameter and one initial condition according to the
equation (1).

At the same time X, is the value of a variable

system on step 7, A - control parameter of the
logistic mapping that varies in (3.65 + 4) range. The
process of doubling the period of chaotic oscillations
is shown in Fig. 1.
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Fig. 1. Bifurcation diagram of the logistic mapping

Generator of the pseudorandom sequences
works as follows:

1. Logistics mapping generates the value of
variable x during next n given iterations.

2. After each iteration the obtained value is being
compared with the given threshold (for example, 0,5)
and determine which bit was generated. If the
obtained value of the variable x<0,5 then the logical
«0» is generated, in other case — logical «1».

During the investigation of this generator
functioning it was found that the best properties have
the pseudorandom sequence which were generated
when the control parameter values A € (3,95 + 4,0). It
was found that it’s necessary to select threshold value
in order to get the best conditions for balance
between the number of bits with logic levels "0" and
"1". Using the developed graphical user interface [5],
autocorrelation functions (ACFs) of the number of
pseudo-random sequences, formed on the basis of
dynamic chaos signals, were obtained. Table 1 shows
the selected results, for which the ACF has side
lobes, which are acceptable for use and which levels
don’t exceed 0,3 value.

Table 1 uses the notation: N is the number of the
variable xn+1 (that is, the values of n + 1) from
which the pseudo-random sequence begins, n * is the
number of pulses of the pseudo-random sequences
short-listed for the ACF study.



Table 1. Auto-correlation functions obtain from the short-
listed pseudo-random sequences, obtained from the chaotic
signals
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Ne| Param. PRS structure Max. side
of chaos lobes
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While performing the researches it has been found
that acceptable ACFs are obtained by the number of
impulses in the PRS more than 50, formed by the
“cut " from the short sequences, and smaller lengths
of the PRSs formed by the "cut" from the long
sequences.

The analysis of the cross-correlation functions of
these PRSs shows that they have significant levels of
lobes that are not acceptable for the practical use of
signals, in particular for creating TCS with channels
code division.

The results of the correlation PRS functions
analysis, which had been obtained from the chaotic
signals, were calculated for the first time, and in the
known literature sources no similar researches were
found.

Conclusion
1. Based on the chaotic signals the pseudo-random
sequences of any length can be formed.
2. From the generated pseudo-random sequences on
the basis of chaotic signals, with the help of the
created graphical user interface, PRS with acceptable
auto-correlation function of the side lobes level — no
more than 0,3, can be selected.
3. The cross-correlation functions of the PRS,
obtained from a chaotic signal, have significant levels
of lobes that aren’t acceptable for the practical use of
signals.
4. Pseudo-random sequences obtained from the
chaotic signal are effective for construction of single-
channel TCS with a wideband pseudo-noise signal
and absolute confidentiality of the information
transmitted by it.
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Cemenxo A.1., Kywmnip H.A., boxna H.I., Kocosan I'. B.

CTBOpPEHHS MCeBIOBUNAAKOBUX MOCTiI0BHOCTEl HAa OCHOBI Xaocy /il JOPMYBAHHSA LIMPOKOCMYTOBOIO CUTHAJTY

IpobnemaTuka.  Tenexomynikauiiini cuctemu (TKC) 3 mMMpOKOCMYroBUM CHTHAlIOM  MarOThb  TOKpalleHi
3aBaJOCTINKiCTh, MOXJIMBICTh NpPUHAMAHHS CUTHATY MPU 6araTompoOMEHEBOMY PO3MOBCIOKEHHI, a TAKOXK €JEKTPOMArHiTHY
CYMICHICTb i3 CyCiTHIMH paioeneKTpOHHUMH NPUCTPOSIMH. BUKOpHUCTaHHA BiZOMUX MCEBIOBHMMAAKOBUX MOCIiTOBHOCTEH ISt
CTBOpEHHs CHCTEM He 3abe3medye X BUCOKY KOH(iZEHLIMHICTh Yepe3 MOXIMBICTD 1X Mindopy npu TMpuilMaHHi CUTHAITY.
CyTTeBe MiABUIIEHHA KOH(iNCHIIHHOCTI cCUCTEMHU MOXe OYyTHU [IOCSATHEHO NUISIXOM BHUKOPUCTAHHS TICEBIOBHIIAIKOBUX
MOCIiZ0BHOCTEH Ha OCHOBI Xaoca.

Mera pocaixkenb. Po3poOka MeTONVKM CTBOPEHHS TICEBIOBUTAAKOBHMX TOCHIIOBHOCTEH Ha OCHOBI Xaocy. AHaii3
KOpeJALIHUX XapaKTepPUCTUK MCEeBAOBUIIAAKOBUX MOCHiIOBHOCTEH, C(HOPMOBAHUX HAa OCHOBI XAaOTUYHOTO CHTHAIY.

MeToauka peasizauii. XaoTHYHI CUTHAJIM 3a CBOEK TMPHUPOIOI € ICEBAOBHUINAIKOBIMH, ajie BOHU TEHEPYIOTHCS
JIeTepMiHOBAaHNMHU CHCTeMaMH. Bci KOMIT'IOTEpHI MOENi XaoCy € ampoKCHMAIliero (HaONMKeHHS) MaTeMaTHYHOTO Xaocy.
Bynp-axuii aHani3 X NOCTiZOBHOCTEl He Ja€ MOMKIMBOCTI 1X BIITBOPUTH i BOHM HE MOXKYTb OyTH MEPeXOIIeHHX, TOMY BOHH
MalTh CYTTEBi MepeBarM MpM BUKOPUCTAHHI [JIA PO3LIMPEHHS CHEKTpa CUTHaldy 1 CTBOPEHHA MCeBIOLIYMOBOIO
MIMPOKOCMYTOBOTO CUTHANy. Bindip mocnimoBHOCTEH 3 MpUAHATHUM piBHEM OiYHHX METIOCTOK aBTOKOPEIALIMHOT (yHKIIT
3IIHCHIOETHCS MIITXOM BUKOPHCTAHHS PO3POOIICHOTO METOy Tpadiuroro iHTepdeiicy.

Pesynbratu gociaimkenb. [loka3aHo, 0 i3 CTBOPEHMX Ha OCHOBi XaoCy ICEBIOBUMAIKOBHX MOCHTiIOBHOCTEN
MOJKJIBO BifiOpaTy Micast aHamizy iX aBTOKOpeNAUiiHUX (QyHKLiA MOCHiIOBHOCTI 3 piBHeM OiunHuX nemoctok a0 0,3, ki
NPUAATHI 71 PAKTUYHOTO BUKOPUCTAHHS.

BucHoBKkH. BukopucTaHHS CTBOpPEHHMX TMCEBIOBUMANAKOBUX TMOCTITOBHOCTE Ha OCHOBI XaoCy €(eKTUBHO IS
noOYI0BY HIMPOKOCMYTOBUX OJHOKAHAIbHUX TENEKOMYHIKAI[IHUX CUCTEM, IO BOJIOAIIOTh MiIBUIICHOI KOH(iAEHIiHICTIO
niepenadi iHdopmartii.

KsrouoBi cjoBa: MIMPOKOCMYTOBHMil CHMTHAJ, Xaoc; IMCEBIOBHMIAAKOBA IOCIIIOBHICTh, aBTOKOpeJsLiiHa (yHKLIs;
KOH(ineHwiliHicTh nepenadi iHopmariii.

Cemenko A.U., Kywmnip HA., bokna H.H., Kocosan I'. B.

Co3gaHue mceBIOCTYYAiHBIX MOC/IeI0BaTeIbHOCTEH Ha OCHOBe Xaoca AJs1 (OPMHPOBAHHUSI IHPOKOMOJIOCHBIX
CHTHAJIOB

IMpo6nemaTtuka. TenexommyHukannonnsle cucteMbl (TKC) ¢ mMPOKOMOJIOCHBIM CHTHAJNIOM HMMEIOT YJyYllEHHbIE
MOMEX0YCTOMYMBOCTb, BO3MOXKHOCTh MPHEMa CHUTHaNA TMPU MHOTOJTYYEBOM PACpPOCTPAHEHUH, A TAKKe AJIEKTPOMArHUTHYIO
COBMECTHMOCTh C COCCIHUMH PaIHOJICKTPOHHBIMH yCTpolcTBaMHU. Mcmonp30BaHWEe W3BECTHBIX —TICEBIOCTYYAHBIX
TocJIeIoBaTebHOCTEN IS CO3AAaHNS CUCTEM He 00ecreuMBaeT MX BBICOKYIO KOH(HMIECHIMAIBHOCTh M3-32 BO3MOXXHOCTH MX
nondopa npu npueMe curnana. CylecTBeHHOE MOBbIIIEHAe KOHPUIESHINATLHOCTH CUCTEMBI MOXKET ObITh TOCTHUTHYTO ITyTeM
MCTIOJIb30BaHuUsI TICEBIOCTyYaiiHbIX MOCIIEI0BATEIbHOCTEN Ha OCHOBE Xaoca.

Lleap uccaenoBanmii. PazpaboTka MeTOmMKN CO3MaHus TCEBIOCTyYallHBIX IMOCIEN0BATENbHOCTEN Ha OCHOBE Xaoca.
AHanu3 KOppETALMOHHBIX XapaKTePUCTUK TICEBAOCTYYalHBIX TOCIEeOBATENbHOCTEN, C(OPMUPOBAHHBIX HAa OCHOBE
Xa0THYECKOTO CHTHaJA.
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Metoauka peanuzauuu. XaOTHUECKHE CUTHAIBI MO CBOEW NPUPOAE TCEBAOCTYYalHBIMU, HO OHU TE€HEPHUPYIOTCA
JeTEPMUHUPOBaHHBIMM cUcTeMaMH. Bce KommbroTepHble Mozenu xaoca sBisercss annpokcuMauueil (Ilpubaunxenue)
MaremMaTuyeckoro xaoca. JIto0oi aHaiu3 3TUX MOCIEA0BATENLHOCTEH He NaeT BO3MOXKHOCTU MX BOCIPOM3BECTH U OHU He
MOTYT OBbITh MEPEeXBAaU€HHBIX, MO3TOMY OHM HUMEIOT CYLIECTBEHHblE MPEUMYILECTBA MPHU WCMOJIb30BAHUM AJISI PACIUUPEHUS
CIEKTpa CUIHaNa U CO3AaHMs MCEBIOIIYMOBOTO MIMPOKOMOJIOCHOrO curHana. OTéop mociaeqoBaTesbHOCTE ¢ MpUeMIeMbIM
YPOBHEM OOKOBBIX JIETIECTKOB ABTOKOPPESAIMOHHONW (GYHKIMM OCYHIECTBISAETCS IMyTE€M HWCIIONB30BAaHUS Pa3paboTaHHOTO
MeTo/ia rpadaeckoro nHTepeiica.

PesyabtaThl  unccaenoBanmii. IlokazaHo, 4YTO W3  CO3JaHHBIX HAa OCHOBE Xaoca  IICEBAOCTYYalHbIX
TOCTIeTOBaTENbHOCTE BO3MOXKHO OTOOpaTh MOCTE aHaIW3a WX aBTOKOPPEISIMHOHHON (GYHKIWI TOCITeNOBaTEbHOCTH C
YpOBHEM OOKOBBIX JienecTKoB 10 0,3, MpUroHbIe AJIsl MPAKTUIECKOTO UCIOJIb30BAHMS.

BoiBoabl. Mcronb3oBaHne CO3AaHHBIX TMCEBAOCTYYaiHBIX MOCIEIOBaTENbHOCTE Ha OCHOBE Xaoca 3()(eKTUBHO IS
MOCTPOCHUA IIHUPOKOTIOJIOCHBIX OJHOKaHaJIbHbIX TCJICKOMMYHUKAIIMOHHBIX CHUCTEM, 06)13218.]—0]11]/1)( MOBBILLIEHHOM
KOH(UACHIMAIBHOCTHY Nepeaayn HHGopMaluH.

KunioueBble c10Ba: MMPOKONOJOCHBIN CUTHAJ; Xaoc; MCEBAOCIyYaliHas MOCiIe10BaTeIbHOCTh; aBTOKOPPEIALMOHHAS
(byHKLYA; KOHOUISHIMATIBHOCTD Nepeaayn HHGopMaLuH.
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