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Background. At this stage of the development of wireless technologies, there is a rapid growth in the volume of
information services, as well as the speed of information transfer. To meet these needs, additional frequency bands should be
used. However, at the moment most of the radio spectrum is already occupied for use. To solve this problem, the concept of
cognitive radio can be used, the effectiveness of which mostly depends on the algorithms for detecting signals in frequency
channels.

Objective. The aim of the work is to investigate algorithms for detecting unknown signals during radio monitoring in
cognitive radio networks.

Methods. Investigation of algorithms for detecting unknown signals was carried out by the method of statistical tests.

Results. The quality of detection of unknown signals is investigated. The proposed detection algorithms should increase the
detection efficiency of unoccupied frequency channels, and thereby improve the functioning of cognitive radio networks.

Conclusions. The work deals with nonclassical methods of detecting unknown signals, the application of which is possible
within the framework of the concept of cognitive radio. These methods differ from the classical ones in that they use
information only about noise. As a result of computer research, estimates of the detection quality of unknown signals were
obtained. These estimates confirm the operability and the possibility of using the proposed algorithms in radio monitoring in

cognitive radio networks.

Keywords: cognitive radio; methods of signal detection; unknown radio signals; radio monitoring; radio spectrum;

frequency resource; unknown signals.

1. Introduction

At present, wireless radio technologies using a
frequency resource are widely introduced. The current
number of users of the frequency resource is steadily
growing and the frequency range is quite crowded.
However, the analysis shows that the efficiency of the
frequency resource usage is low [1], that limits the
introduction of new wireless radio technologies.

One of the solutions to this problem was the
emergence of the IEEE 802.22 standard which
determines the operation of radio systems in the
frequency range from 54 MHz to 698 MHz. This
standard is based on the use of the cognitive radio (CD)
system [2-6]. This searches for "spectral holes," that is,
portions of the frequency range which are not currently
used by primary (licensed) users and provision to
secondary users.

For example, a large frequency band has been
allocated for the broadcasting services, some of which
are not used at times and can be provided for
communication with the purpose of collecting data from
various sensors of utilities and security systems,
personnel  alert systems in  hospitals, etc.
The main task of the CD system is to monitor the
dynamics of changes in the signal-interference situation

while radio monitoring the specified frequency range.
This means fixing the following signal situations, which
are added to each interval of observation time in the
analyzed frequency channels:

1. No signals are observed which were observed
earlier. Such a situation may be a sign of a change in
the dislocation or decommissioning of systems emitting
these signals in this frequency channel.

2. There were new, but previously known signals.
Naturally, this is a sign of the appearance of the
radiating system, which previously was operated in this
frequency channel.

3. There are new unknown signals, which can serve
as a sign of the work of new, previously unknown
systems.

Obtaining information about the use of a frequency
resource can be performed in two ways [2]:

- from the database of the cognitive radio system;

- by radio monitoring the specified frequency range.
The main methods of processing the information
obtained with radio monitoring can be classified as
follows:

- detecting the radiation of the heterodyne of the
receiving device of the primary user (cooperative
method);
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- detection of the emissions of the transmitting
device of the primary user (non-cooperative method),
- determination of the level of interference.

To identify unoccupied frequency channels, an
analysis of the signal-interference situation in the
frequency channels must be carried out. As a result, a
decision is taken on the effect of either a mixture of the
interfered signal or only interference in the frequency
channel being analyzed, which in fact is the task of
detecting the signal against a background of
interference.

It should be noted that during radio monitoring,
signals and interference in frequency channels are, as a
rule, random in nature for various reasons. Therefore, it
becomes necessary to solve the problems of detecting
random signals against a background of random
interference. In this case, there is the a priori
uncertainty about the probabilistic characteristics of
signals and interference.

The following signal detection methods are known
in these conditions [2]:

- energy method;

- method of consistent filtration;

- method of the cycle-stationary function.

These detection methods are based on the use of
certain information about the signal.

The energy method is the most common, due to its
low computational complexity and ease of
implementation. The main disadvantage is its low
suitability for detecting signals with a small signal-to-
interference ratio, as well as the difficulty in
determining the required trigger threshold, considering
the constantly changing signal and interference
conditions in the frequency channels.

The advantage of the method of consistent filtering
is a short observation time to obtain the required level
of false alarm or signal skip. The disadvantages include
the need to use a certain type of receiving device to
receive signals from each class of primary users. This
makes this method impractical for wide application in
cognitive radio networks.

The method of using the cycle-stationary function is
based on the original redundancy inherent in the signal.
The advantage of the method is that it is able to
distinguish the detectable signal from interference quite
well. This is possible even if the useful signal is below
the noise level. The drawbacks of the method include
large computational complexity and a considerable time
of observation.

Methods for detecting signals under conditions of
the a priori uncertainty are also known, which is
overcome with the use of appropriate training samples

of realizations [7]. However, the peculiarity of the
detection of signals in radio monitoring is the lack of
the possibility of obtaining training samples of signals
due to the diversity of signals in the frequency channels.
This limits the use of these methods of detecting signals
during radio monitoring.

In this article, we consider non-traditional methods
for detecting unknown signals, which are based only on
knowledge of the probabilistic properties of interference
in the frequency channels being analyzed [8,9].
Investigations of the detection characteristics for the
relevant decision rules were made by statistical tests on
samples of real signal realizations and interference
received by automated radio monitoring.

2. Decisive rules for detecting unknown signals

When processing observations in the analyzed
frequency channels, two hypotheses are put forward:

o x(¢) = S(t) + £(¢)— a useful signal acts against the
background of the interference;

HY. x(t) = 0+ &(¢)— there is only interference.

For the problem of detecting the known signals
against a given noise, the decision rule based on
comparing the likelihood ratio with a certain threshold
value can be used [7]. The a priori uncertainty that
occurs during radio monitoring is overcome using
training samples that are used to obtain estimates of
unknown parameters of signal distribution and
interference densities. However, the specificity of real
detection tasks for radio monitoring is such that
unknown signals are received for processing, for which
it is not possible to obtain training samples. Under these
conditions, known methods for detecting signals under
conditions of the a priori uncertainty can not be used.
Therefore, the need arises to solve non-traditional
problems of detecting unknown signals against the
background of known interference acting in the
analyzed frequency channels.

In work [9], methods for detecting unknown signals
against a noise background specified in a probabilistic
sense are proposed. In order to detect unknown signals
in the analyzed frequency channel, the following
decision rule can be used:

H: wX/a’y<n
- the hypothesis of a signal is assumed;

HY: wx/a%)>x (1)
- the hypothesis of a signal is rejected.
w(X/a") - the multidimensional distribution density of
the interference represented by the L - -dimensional
discrete sample vector X, a° - the distribution density
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parameter, A - is a certain threshold value determined
from the condition for providing a given false alarm
probability.

Taking into account the analytical formula for the
Gaussian distribution of the observation vector X the
decision rule (1) is reduced to a comparison with the
threshold of the mahalanobis distance of the vector X
to the standard {i° :

H' (X - (RO TNX -% > A,
H: (X -i)" RO TX - <aA. ()

Here i’ R are the estimates of the mean vector and

the correlation matrix obtained from the training sample
of the interference implementations;
A —is a certain threshold value.
When choosing the Karunen-Loeve basis, we obtain
the decisive rule (2) in the form of the relations:
H': ZV:—(C/ ) >AY; H: i—(cj ~He)” <A, 3)

= (530 )2 =l (G(j)-c)z

(09.0)2=xj— the eigenvalues of the sample

interference correlation matrix RO, C - Representation
of realizations X in the Karunen-Loeve basis with
dimension N<L.

In the case of representing observations X in a
harmonic basis, a decision rule of the type (3) can be
used, where ¢, - these are the spectral samples of

observations in the basis of discrete exponential
functions (DEF).

If the decision is made according to the sample by
the volume v of realizations X, , the decision rule (3)

takes the following form:
02
gy YT

0 >A0‘
r=1j=1 (jS)

s

§ 5N 0 4)

If observations are presented in the form of a set of
co-ordinates of energy spectra, a decision rule based on
comparison of the Euclidean distances of the current
estimates of the energy spectrum of observations to the
standard can be used:

N N
.y (ijG?c)2>AG; O > (ijG?)ZSAG. (5)

J=1 Jj=1

n
Here the standards G? zni ZO ("?'r‘”?'c)z’ j=in - these
0r=1
are estimates of the coordinates of the energy spectrum
of the interference, found from the training sample by
the volume n, of realizations;

A% N
o N VRV - current estimate of the
Gy=y X (el j=1N

1
Vl"
energy spectrum of the observation, obtained from a
sample of a smaller volume v <<n,.

The above decision rules (2) - (5) define some
possible algorithms for detecting unknown signals
against a background of interference that can be used to
identify unoccupied frequency channels in cognitive
radio networks.

3. Results of the investigation of algorithms for
detecting unknown signals

Since the efficiency of cognitive radio networks
largely depends on the efficiency of detecting
unoccupied frequency channels in the analyzed
frequency range, comparative studies of the considered
decision rules for signal detection were conducted. The
studies were performed by the method of statistical tests
using samples of realizations of real signals and
interference that were obtained during radio monitoring
of a given frequency range. As a result, the estimates
were obtained for the quality of detection of signals for
different decision rules under different conditions and
parameters of the studies.

To conduct research using the method of statistical
testing, the considered decisive detection rules (2) - (5)
are implemented in the MATLAB software
environment. The studies were carried out on samples
of signals and interference corresponding to radio
emission in the frequency band, which are specified in
the IEEE 802.22 standard for the operation of cognitive
radio networks. Digital recordings of signal and
interference implementations were obtained using SDR
(Software Defined Radio) equipment that allows
scanning and analysis of a given frequency range, as
well as digital recording of observations in the selected
frequency channels.

A special feature of SDR equipment is the formation
and use of digital signals at an intermediate frequency
(digital IF) for the operation of reprogrammed
frequency filtering devices. The use of a digital IF was
made possible by the appearance of high-speed ADCs
and DACs with high bit and high linearity, as well as
digital signal processing devices based on high-speed
signal processors [10].
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As a SDR receiver, a DVB-T TV USB tuner was
used, with the installation and configuration of the
corresponding software, in particular, the SDR # open
source program. Such a tuner is capable to provide the
radio emissions receiving in the frequency bands from
24 MHz to 1710 MHz and analyzing the spectra of
signals with different types of modulations: AM, FM,
WFM, NFM, CW, SSB. In Fig. 1 the shape of the
spectrum of one of the signals with broadband
frequency modulation is shown. This signal was
considered in the studies as an unknown signal that
appears against the background of interference in the
analyzed frequency channel.

1
l'l'-‘.'a"""""II"1||'JI"-4'||'-.IH

Fig. 1. Spectrum of a signal with broadband frequency
modulation

Using this equipment and software, training and
control samples of interference implementations and
some signals operating in frequency channels according
to the IEEE 802.22 standard were received and
recorded digitized. The training samples of the
interference implementations are used to estimate the
parameters of the decision rules (2) - (5). Control
samples of signals and interference are used to conduct
statistical tests and obtain estimates of the probabilities
of correct detection of unknown signals and the
probabilities of false alarm. To obtain estimates of the
quality of signal detection by statistical tests, control
samples of signal realizations and interference with a
volume of 1000 realizations with a duration of L= 512
time samples were used.

As a result of the research, the dependencies of the
probability of correct detection of an unknown signal
P(1/1) from the signal-to-noise ratio (SNR) in terms of
power for a fixed false alarm probability P(1/0) were
obtained. In Fig. 2 such dependencies are given for the
decision rule (4) in the representation of observations in
the basis of the DEF, the fixed probability of false

alarm and the different number of implementations on
which the decision was made.
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Fig. 2. Dependence of the probability of correct detection
of signals from SNR for the decision rule (4) (for
P(1/0)=0,04 and different v)

It is seen that an increase in the probability of a
correct detection of an unknown signal can be ensured
both with increasing SNR and with the number of
implementations required for processing.

For this decisive rule, the dependencies of the
correct signal detection on the probability of false alarm
for different SNRs are also obtained (Fig. 3). These
dependencies show how the values of these quality
indicators can be exchanged among themselves.
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Fig. 3. Dependence of the probability of correct detection

of a signal on the probability of false alarm for the decision
rule (4) (for different SNRs and v=1)

Similar dependences were obtained for the decisive
rule for detecting signals (5) for the case of representing
observations by estimating the coordinates of the
energy spectra of observations in the basis of the DEF.
In this case, different volumes of samples of
realizations were used, according to which the current
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estimates of the energy spectrum were located (Fig. 4,
Fig. 5).
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Fig. 4. Dependence of the probability of correct detection
from SNR for the decision rule (5) (for P(1/0)=0,04)
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Fig. 5. Dependence of the probability of correct detection
on the probability of false alarm for the decision rule (5) (for
different SNRs, P(1/0)=0,04 v=1)

It can be seen that the improvement in the quality of
detection is achieved not only with the improvement of
SNR, but also with the increase in the sample size of
implementations for decision making. In addition,
comparing the obtained results of signal detection for
the decision rules (4) and (5), it can be concluded that
the decision rule (5) has a higher probability of correct
detection while other things are equal.

The dependences displayed on Fig. 2 - Fig. 5 are
obtained from samples of signal realizations which
spectrum is shown in Fig. 1. The studies were also
conducted on the samples of other signals which are
typical of cognitive radio networks. During the studies,
these signals were considered as unknown signals
acting in a frequency channel against a background of

interference with a given training sample. At the same
time, acceptable characteristics for detecting unknown
signals have also been obtained, which generally
confirms the operability of the proposed algorithms for
detecting unknown signals and gives grounds for
recommending them for solving practical radio
monitoring problems in cognitive radio networks.

Conclusions

1. The main features of the radio monitoring within
the framework of the concept of cognitive radio have
been considered. The main advantages and
disadvantages of existing methods for detecting
unknown signals in the analyzed frequency channels
have been determined.

2. A variant of overcoming the a priori uncertainty
arising during radio frequency monitoring of the
frequency range is proposed, which consists in using
non-classical methods for detecting signals based on the
use of information only about interference.

3. Different decisive rules for detecting unknown
signals acting against a background of interference in
frequency channels and presented by their training
samples have been considered, which are used to
estimate unknown parameters of decision rules.

4. Investigations of detection algorithms by
statistical tests on samples of real signals and
interference, that correspond to radio waves, used in the
work of cognitive radio networks, have been carried
out.

5. As a result of the research, estimates of detection
quality indicators were obtained which confirm the
operability of the considered algorithms for detecting
unknown signals and give grounds to recommend them
for the usage in radio monitoring in cognitive radio
networks.
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FBespyk B.M., Ieanenxo C.A.

BusiB/ieHHS HEBIIOMUX CUTHAJIIB B KOTHITHBHUX pajioMepe:Kax.

Ipodnemarnka. Ha pmanHOMY etami po3BHTKY O€3IpOTOBHX TEXHOJOTIH CIOCTEpIraeThCsi CTPIMKUI 3picT 00’€eMiB
iHdopMaIifHIX MOCIyT, a TaKoXK MIBUJKOCTI nepenadi iHpopmauii. 1100 3amoBibHITH 1i MOTPEOH, ClNiji BAKOPUCTOBYBATH
JOJaTKOBI cMyTH dacToT. OHaK, HAa JaHUH MOMEHT OUThIlla YacTHHA PaJioCTIEKTPy BKE 3alHsTA U BUKOpUCTaHHS. J[Jist
BUpIiLICHHS i€l npobieMu Moxke OyTH BHKOPHCTaHA KOHIEINISl KOTHITHBHOIO Pajio, epeKTUBHICTb BUKOPUCTAHHS SKOI B
3HAYHIH Mipi 3aJICKUTH BiJl ATOPUTMIB BUSBIICHHSI CUTHAIIIB B YACTOTHUX KaHAJIAX.

Meta. MeToro poOOTH € IOCHI/UKEHHS alrOpUTMIB BUSBICHHS HEBIIOMHX CHTHAIIB i Yac pagiOMOHITOPIHTY ¥y
KOTHITHBHUX pPaJlioMepeKax.

Metoau. JlocmipkeHHS aNnroOpuTMIB BUSBICHHS HEBiIOMHIX CHI'HAJIIB TPOBEAECHO METOJOM CTATHCTUYHHUX BUIPOOYBaHb.

PesyabraTu. J{ocmipKeH! NMOKa3HUKM SKOCTI BHSIBICHHS HEBIJOMUX CHTHANIB. 3alPOIOHOBAHI AITOPUTMH BUSBICHHS
MAOTh MiJBUIIUTH C(QEKTHBHICTh BUSBICHHS HE3aiHATHX YAaCTOTHUX KaHAIIB, i THM CaMUM TOJIMIIATH (YHKIIOHYBaHHS
KOTHITHBHHX PaTiOMEpeK.

BucnoBkn. Y po0oTi po3risiHyTI HEKJIACHYHI METOJM BHSBIICHHS HEBIJIOMHX CHTHAIIB, 3aCTOCYBAHHS SKHX MOXJHBO Y
paMKax KOHLEIii KOTHITMBHOrO pazio. L[i MeToam BiApi3HSIOTBCS Bl KIACHMYHHX THM, IO BOHHM BHKOPUCTOBYIOTb
indopmariro nume mpo mym. B pesymprari KOMI'IOTEPHOTO JOCTIKEHHS OyiaW OTpHUMaHI OIIHKH ITOKA3HWKIB SKOCTI
BUSIBJICHHSI HEBIZIOMHX CHTHAJIB. L{i OI[IHKM MiTBEP/UKYIOTH MPAle3AaTHICTh Ta MOKIIMBICTh BUKOPHCTAHHS 3alIPOIIOHOBAHHX
ITOPUTMIB TIiJl Yac paJlioOMOHITOPHHTY Y KOTHITUBHHUX pajlioMepesKax.

KarodoBi cioBa: KOTHITHBHE pajio; METOAW BHSBICHHA CHTHANB, HEBIIOMI paJiOCHTHAIM; PadiOCHEKTP;
PaIiOMOHITOPHUHT; YaCTOTHUH Pecypc; HEBIJOMI CHTHAIIH.

FBespyk B.M., Heanenro C.A.

O0Hapy:keHHe HeN3BeCTHBIX CHIHAJIOB B KOTHUTHBHBIX PaIHOCeTAX.

Ipobéaemarnka. Ha nanHOM dTame pa3BUTHS OECIPOBOMHBIX TEXHOJIOTHI HAOIIOMAETCS CTPEMUTEIBHBIA POCT 00HEMOB
MH(POPMAIMOHHBIX YCIyT, a TaKkKe CKOpocTH mnepenaud uHpopmarmu. st obecrieyeHus 3TMX HOTpeOHOCTEH, ciemyer
HCIIOJb30BaTh JOIIOJIHUTECIBHBIC ITOJIOCHI YaCTOT. O,Z[HaKO, Ha I[aHHbIﬁ MOMEHT OOJIbIIIast YacTh PaguoCHeKTpa yYiKE 3aHATa AJid
HCTIONB30BaHMA. [ permeHns SToi mpoOIeMbl MOKET OBITh HCTIONBh30BaHa KOHIICTIINS KOTHUTHBHOTO Paano, 3(p(QeKTHBHOCTh
UCIIOJTb30BaHMS KOTOPOH B 3HAYUTEIBHOM CTEIICHH 3aBHCHT OT AJITOPHTMOB OOHAPYKEHHS CUTHAJIOB B YACTOTHBIX KaHAJIaX.

Heas. Ilempro paboTel SBISETCA HCCICJOBAaHHE QJITOPUTMOB OOHApyXKEHHS HEU3BECTHBIX CHTHAJOB BO BpeMs
PaIHOMOHHTOPUHTa B KOTHUTHBHBIX PaIHOCETSIX.

Mertoasl. lccienoBanue anropuTMOB OOHApY)KEHHsS HEM3BECTHBIX CHUTHAJIOB IIPOBEJEHO METO/IOM CTAaTHCTHYECKUX
UCTIBITAHUH.

PesynbTaThl. VccnenoBansl NoKa3aTend KauecTBa OOHAPYKCHHs HEU3BECTHBIX CHTHAIOB. [IpesioKeHHBIC alrOpHTMBI
OOHapyKEeHHs JIOJDKHBI MOBBICUTH (P ()EKTUBHOCTh OOHAPYKEHUs HE3aHATHIX YaCTOTHBIX KaHAJOB, M TEM CaMbIM YJIyYIIHTb
(YHKIMOHUPOBAHNE KOTHUTHBHBIX PaJIHOCETEH.

BoiBoabl. B paborte paccMOTpeHBI HEKIIACCHUECKHE METO/bI BBISIBICHHS HEM3BECTHBIX CHTHAJIOB, IPUMEHEHUE KOTOPBIX
BO3MOKHO B paMKaX KOHLECNIWN KOTHUTUBHOI'O paauo. DT METOABI OTINYAIOTCA OT KJIACCUYCCKUX TEM, YTO OHU UCIIOJIB3YIOT
MH()OPMAIIHIO TOIBKO O IIyMe. B pe3ynbTaTe KOMITBIOTEPHOTO MCCIIEA0BAHMS OBIIN TOMYYEHBI OIICHKH MTOKa3aTeNlel KauecTBa
OOHapyKEeHHs] HEM3BECTHBIX CHTHAJOB. DTH OLEHKH IMOATBEPKAAIOT PabOTOCIOCOOHOCTh W BO3MOMKHOCTH HCIIOJIB30BaHUS
MPEATIOKCHHBIX aJITOPUTMOB IIPpH MPOBCACHUN PAAUOMOHUTOPHUHI'A B KOTHUTUBHBIX PAUOCETIX.

KioueBble cjIoBa: KOTHHTHBHOE PajJn0; METOAbI OOHAPYKEHMsSI CHTHAJIOB; HEM3BECTHBIC PaJIMOCHUTHAIIBI;
PaIMOMOHUTOPHHT; PaJHOCIECKTD; YaCTOTHBIN PECYpC; HEHM3BECTHBIC CHTHAIIBI.





