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MAIN PRINCIPLES OF THE SATELLITE SYSTEM PROVIDING
PNT INFORMATION FOR MOVING OBJECTS
UNDER GNSS VULNERABILITY

Viktor A. Gaidamanchuk, Mykola V. Matvienko
Wircom, Kyiv, Ukraine

Background. GNSS systems are the main source of PNT information (positioning; navigation; timing) for different
systems that can be applied in industries, scientific research and defense. GNSS signal outages, whether natural or as intentional
influence (jamming; spoofing), become an increasing problem and are the reason for research aimed at using alternative GNSS
sources of PNT information, especially for moving objects.

Objective. General design synthesis of the system providing PNT information to moving objects based on atomic clocks,
satellite communication system CSPC channels and VSAT spread spectrum stations with phased antenna array for application on
both fixed and moving objects.

Methods. The satellite system providing PNT information modeling and research of possibility to realize main developed
technical solutions based on FPGA and USPR technologies to be used on-board moving objects.

Results. Modeling and operation analysis of the system providing PNT information to moving objects based on atomic

clocks, satellite communication system CSPC channels and VSAT spread spectrum stations with phased antenna array confirm
possibility of using such solution for moving objects provided the maximum integration level of the devices to be installed on
these objects.
Conclusions. Wide application of GNSS systems (GPS, BeiDou, GLONASS etc.) in a large number of critical industries suggests
that their stable operation or timely redundancy in case of possible problems demands careful attention to development of
different compensation scenarios for different applications. Discussed constructing principles of local satellite navigation system
for GNSS vulnerability compensation can be of use in solving this important problem.

Keywords: GNSS vulnerability; PNT; UAS; UAV; SCPC; DSSS; VSAT.

L Introduction due to different reasons and diverse scenario

GNSS systems (GPS, BeiDou, GLONASS etc.) are development for their redundancy or replacement.
widely involved in different areas of human activities

) o . II. Common Protection Scenarios Against GNSS
and are used in a large number of critical industries such

as telecommunications, transportation, finance sector, Vulnerabilities
and defense to cover their needs for navigational Naturally, for different applications, there are
information, time and frequency synchronization [1; 2]. different reasons for vulnerabilities or faults in GNSS

But, as far as is known, GNSS systems are quite  system operation, and they need different scenarios to

vulnerable due to unintended deny causes such as: prevent them or minimize possible losses [3; 4].

a) natural or environmental: lightning hits, antenna icing,

solar flares, atmospheric phenomena, foliage obscured

GPS deployments; b) mechanical or human errors:

antennas are easily damaged and can interfere with each ﬁ

other; GPS cable conduit dangling in the wind; 0CX0 /
harmonics or radiation from nearby electronics failures ' 1
or misaligned transmission equipment; intentional
influence on GNSS: jamming, spoofing and software
attacks.

GNSS vulnerabilities, like cyber security, reach
across virtually all world infrastructures — especially
navigation and timing. Timing, and in particular GNSS-
based timing as a part of navigation, is an essential cyber
security component that is critical to this industry.

The importance and wide use of GNSS systems
require a close analysis of both possible vulnerabilities
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Fig. 1. Dirift over time
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Such scenarios are:

1) using built-in generators for holdover in case of
short-term signal loss;

Fig. 1 shows a comparison of drift over time for oven
controlled crystal oscillators (OCXO) versus a rubidium
atomic clock (Rb).

Rubidium atomic clocks are a better solution,
providing a much higher level of performance and
precision with longer holdover period. Typical rubidium
can hold 1,5 microsecond accuracy for up to 24 hours,
while crystal oscillators ensure only 8 microsecond for
up to 24 hours under the similar conditions [Fig. 2].

Accuracy Holdover Period

Fig. 2. 24 Hour holdover perfomance

2) using alternative synchronization signals delivered
through PTP technology;

3) using GNSS receivers with built-in systems of
intrusion (such as jamming and spoofing) detection and
automatic switch to alternative available synchronization
sources.

But existing methods are not enough and can not fully
compensate GNSS vulnerability, and in many cases can
not be used due to specifics of applications.

. Example Application Where Special
Protection Scenario is Needed

One of the example applications, where special
protection scenario is needed, is using GNSS signals to
support navigation for Unmanned Aircraft System (UAS).

Taking into consideration that using of the above
objects involves possibility of long-term staying in the
regions of intentional usage of methods which cause
trouble in using or make GNSS signals unavailable for
long period, the development of alternative secure
satellite channel is the topical problem because it will
deliver signals for navigation support of the object under
loss or vulnerability of GNSS signal reception [5].

Fig. 3 depicts a scenario of Unmanned Aerial Vehicle
(UAV) operating in the environment, where the proposed
system can be necessary to maintain right flight
direction.

Using GPS jammers (1) with highly directional
antennas long-distance (over 250 km) areas (2) can be
developed, where traveling UAV after losing GNSS
signal guiding reference direction (3) will move in a false

direction (4) which could greatly deviate from a
reference (right) one.

GNSS Satellite

Jararer

Fig. 3. Example where UAV needs a local satellite
navigation system to compensate GNSS vulnerability

IvV. Main Constructing Principles of Local
Satellite Navigation System for GNSS
Vulnerability Compensation

The research resulted in development of elements for
UAS with UAV working under GNSS vulnerability or
intentional suppression [Fig. 4].
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Fig. 4. Local satellite navigation system protecting
autonomous UAV navigation against GNSS vulnerability
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Key features of this system are:

e carth timing nodes equipped with atomic clocks
(1) and VSAT (2);

e using direct point-to-point telecom satellite
channel according to SCPC (single channel per
carrier) topology;

e using onboard antenna units based on phased
antenna array with electronic scanning ray (3) and
receivers with FPGA and USRP (Universal
Software Radio Peripheral) based on DSSS
(Direct Sequence Spread Spectrum) modems for
hardware (hybrid analog-digital codec) spread
spectrum signal processing (4) [6;7;8];

¢ using high-precision small size atomic clocks;

e using special software for optimization of precise
time synchronization of receiving and processing
signals and navigation data processing.

The description of realization of the local satellite
navigation system compensating GNSS vulnerability for
navigation of the UAV traveling in the region of
intentional GNSS signal suppression is shown in Fig. 4.

The system considers at least 2 sources of precise timing
based on Cesium clocks with long-term stability of <5,0 x10°
* and traced by means of PTP 1588 v2.

The algorithm of generating a stable frequency and
time source is based on pair comparison of at least three
signals of roughly the same quality assessed by stability
factor resulted in three “aggregate” variances as a system
of three linear equations with three unknowns.

The signals are transmitted by means of the device
based on special DSSS modem which transmits 1PPS
signal phase using pseudo noise signal coding. The use
of very long code sequences for data transmission in this
system ensures security and noise immunity, which
essentially complicates fast detection of the system and
doesn’t allow taking efficient countermeasures against it.

Fig. 5. VSAT “Epigram” with phased antenna array, in
which discussed technical solutions were tested

Time stamps from both timing nodes, through the
VSAT terminals with DSSS modems, are transferred
according to SCPC of the corresponding telecom satellite
and received by phased antenna array of DSSS modem
located onboard the UAV assuring its precise traceability
to UTC. Furthermore, optimum choice of anti-noise
coding type and reception quality estimating methods is
important for system accuracy improvement. It is known
that the reception performance may be estimated for a
busy channel in a wide-band satellite communication
system, but it means that existing algorithms for such
estimation are either made substantially more
complicated, as the case of ones based in signal-noise
ratio measurement, or are not applicable at all, as when
test are employed. Error-correcting codes applied to
correct errors also make it more complicated to estimate
the reception performance and require a priori knowledge
of numerous channel characteristics [9;10].

LNy

Fig. 6. Structure diagram of detector

Fig. 6 shows the structure diagram of the detector for
algorithm reception performance estimation in wide-band
error-correcting systems. The error codes of multiplicity
K with period t pass to the decoder 1, which identifies
errors having R > j, whose number Zp during T is
counted by the adder 2. When T is elapsed a signal from
the synchronizer 4 passes Zr to the comparator 3, which
other inputs receive the codes for the previously
calculated Z, - Z, corresponding to the quality gradations
N'i - N%. Using capabilities of spread spectrum error-
correcting systems ensures signal receiving secrecy and
jamming resistance and essentially complicates
countermeasures when signals are transmitted.

Phased antenna array with electronic scanning
beam in the receiver, through using the code
processing results used during signal transmission,
allows identifying satellite signal for retranslation and
extract needed data from it.

There’s also possibility to adjust initial device
operation procedure including changing of target path
coordinates or other essential parameters.
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V. Conclusion

Wide application of GNSS systems (GPS, BeiDou,
GLONASS etc.) in a large number of critical industries
suggests that their stable operation or timely redundancy
in case of possible problems demands careful attention to
development of different compensation scenarios for
different applications. Discussed constructing principles
of local satellite navigation system for GNSS
vulnerability compensation can be of use in solving this
important problem.
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OcHOBHi MpUHUUNK TOGYI0OBH CYMYTHUKOBOI cucTeMH 3adesnedeHHsi ingopmanieto PNT pyxomux o6’exriB B

ymoBax BpazansocTti GNSS

IMpodnemaTuka. Cuctemu rnobanpHoi Hapirauii GNSS — ocHoBHe mkepeno iHpopmauii “PNT” (mo3uiioHyBaHHS;

HaBiraiis; 4ac) Ui pi3HOMaHITHHX CUCTeM y 0araTtbOX KPUTHYHMX 3aCTOCYBAHHSX y MPOMHCIOBOCTI, HAYKOBHUX HOCITiIKEHHSIX
Ta obopoHi. [lepeboi y mpuitmanHi curHanie GNSS, 4i TO NPUPOIHI, YK TO B AKOCTI YMUCHOI MpoTHAii (jamming; spoofing)
CTalOTh BCE OLMBIIOK MPOONEMOIO Ta CHOHYKAIOTh NOCIIIKEHHS, CIIPAMOBAHI HA MOXKIIMBICTb BUKOPHUCTAHHS aJIbTEPHATHBHHIX
GNSS mxepen indopmarii PNT, oco0imBo i pyXOMHX 00’ €KTiB.

Meta pociigkenb. CHHTE3 3arajibHOI CXeMHU crcTeMu 3a0esnedeHHs iHpopmamieto PNT pyxomux 00’ekTiB Ha OCHOBI
BUKOPUCTAHHS aTOMHUX CTaHHAPTiB 4yacy, kaHaiiB CSPC cuctemu cymyTHukoBoro 38’ s13ky Ta VSAT cranmiit (3 mrymomnomiOHuM
curHaiioM | AP 3 enekTpOHHUM CKaHyBaHHAM) IS 3aCTOCYBAHHS SIK Ha CTAlliOHAPHUX, TaK | HA pyXOMHUX 00’ €KTax.

Metoauka peasnizanii. MoeTOBaHHS CHCTEMH Ta JOCITITKEHHS MOXIIMBOCTI pealtizamii po3podieHnX pillleHb Ha OCHOBI
texHonoriit FPGA ta USPR n11s1 po3MmilieHHs Ha 60pTy pyXoMux 00’ €KTiB.

PesynbraTn fochigkenb. MopemoBaHHS Ta aHali3 (YHKUiIOHyBaHHS cucTeMH 3abesneueHHs iHQopmauiero PNT
pyXoMux 00’€KTiB Ha OCHOBI BMKOPHCTaHHS aTOMHHMX cTaHaapTiB 4yacy, CSPC kaHaliB cucTeMM CyMyTHHKOBOTO 3B’S3Ky Ta
VSAT cranuiii 3 mymomnoaioanm curHanoM 1a @AP 3 eneKTpOHHNM CKaHyBaHHSIM MiATBEPIKYIOTb MOKJINBICTD BHKOPHCTAHHS
TAaKOTO PIlIEHHS I PyXOMHX 00 €KTiB 32 YMOBHM MaKCHMaJIbHOI iHTerpanil MpUcTpoiB, MpU3HAYEHNX AN BCTAHOBJIEHHS HA IUX
00’exTax.

BucnoBku. llIupoxke 3acrocyanns cucteM GNSS (GPS, BeiDou, GLONASS Ta iH.) B 4HCeNbHIX KPUTHYHUX Taly3sx
nepenbayae, o cTabibHa pobOTa TaKUX cucTeM abo iX BYAaCHE pe3epByBaHHA y pasi MOAJIMBUX MPoOIeM BUMarae ocoOIMBOT
yBaru 10 po3poOKH pi3HUX KOMIEHCALiHUX CLeHapiiB I pi3HUX 3acTOCyBaHb. BuKiaseHi MPUHIMIKM MOOYIOBH JIOKAIbHOT
CyIMyTHMKOBOT HaBiramiitHoi cuctemMn 1y KommneHcauii BpasimBocTi GNSS MoxyTh OyTH 3acTOCOBaHI 1yl BUPIIIEHHS L€l
BaKJIMBOT MPOOIeMH.

Kurouogi ciioBa: Bpazmsicts GNSS; PNT;UAS; UAV; SCPC; DSSS; VSAT.



V. GAIDAMANCHUK, M. MATVIENKO. MAIN PRINCIPLES OF THE SATELLITE SYSTEM

TI'aiioamanuyk B.A., Mameuenko H.B.

OcHOBHbIe NMPHMHLMINbI MOCTPOEHUS] COYTHUKOBOH cHucTeMbl obecniedyenusi uHpopmaumeid PNT nBukymumxes
00BbeKTOB B yc1oBusAX ysa3BuMocTH GNSS

IMpodnemaTuka. Cuctembl riaodansHolt HaBuraud GNSS SBJIAOTCA OCHOBHBIM HCTOYHMKOM HH(popmaumu “PNT”
(MO3MLMOHMPOBAHKE; HABUTALMS; BPEMS) I PA3IMYHBIX CHCTEM BO MHOTMX KPUTHYECKMX NPUMEHEHHUAX B MPOMBILLIEHHOCTH,
HayuHbIX HcciefoBaHusIXx W obopone. [lepebom ¢ npuemom curHaioB GNSS, To nu ecTecTBeHHble, TO JU B BHIE
NpeHaMepeHHOTr0 MpoTHBOAEiCTBMA (jamming; spoofing), craHoOBATCA Bce Oonbiueil mpoOIeMoil M SBISIOTCS MPUUMHON
MCCNeIOBaHMI, HAMpaBJeHHbIX HAa BO3MOXHOCTb KCIOJNB30BaHMSA anbTepHaTHBHBIX GNSS ucrounukoB uHdopmammu PNT,
0COOEHHO JUTSl IBIXKYIINXCS] 0OBEKTOB.

Lenb uccnenoBanmii. CuATes 00IIeil cxeMbl cHCTeMbl obecnieueHns wHdopmarmeit PNT mBikymuxcs 00bEeKTOB Ha
OCHOBE HCIOJb30BaHUs aTOMHbIX cTaHaapToB BpemeHH, CSPC kaHanoB cuctembl crmyTHUKOBOM cBi3u U VSAT cranumii (c
IyMONMOAOOHBIM cUrHaioM U PAP ¢ 3/EKTPOHHBIM CKaHMPOBaHWEM) /sl NPUMEHEHUS KaK Ha CTALMOHAPHBIX, TaKk MU
ABIKYIIMXCS 00BEKTaX.

Mertoauka peanuszauun. MoJenupoBaHHe CUCTEMBbI U HUCCIENOBAHME BO3MOXHOCTH peaau3aliyd  pa3paboTaHHBIX
pewenuit Ha ocHoBe TexHonoruit FPGA 1 USPR i pasmernenns Ha 60pTy ABMKYIIUXCSA OOBEKTOB.

Pe3yabTaThl HecsegoBaHuil. MozenupoBanie U aHaTN3 (QYHKIMOHUPOBAHUS CHCTEMBI oOecriedeHust nHpopManmeit PNT
JBIKYIINXCSA 0OBEKTOB HA OCHOBE MCTIOJIb30BaHS aTOMHBIX CTaHAApPTOB BpeMeHH, kaHanoB CSPC cucTeMbl CIyTHHKOBOM CBA3H
u VSAT cranmmit ¢ mymononoOHbeIM curHanoM u @AP ¢ 31eKTpOHHBIM CKaHMPOBAaHMEM MOATBEP)KIAIOT BO3MOXKHOCTh
UCTOJIb30BaHMUA MOJOOHOrO peIleHus Ul ABMKYIUXCH OOBEKTOB INPU YCJIOBHM MaKCHMalbHON WHTErpauliy YCTPOMHCTB,
NpeIHa3HAYEHHBIX A1 YyCTAHOBKH HA 3TUX 00BEKTaxX.

BeiBoanl. [lInpokoe npumenenue cucteM GNSS (GPS, BeiDou, GLONASS u fp.) B 60J1b1I0M KOJMYECTBE KPUTUUECKHX
oTpacnell mpefycMaTpyBaeT, 4TO cTabWibHas paboTa TakMX CHCTEM WM WX CBOEBPEMEHHOE pE3epBUPOBAHME B Cllydyae
BO3MOXHBIX TIpoOJeM TpeOyeT OCOOSHHOro BHUMAaHHS K pa3padOoTKe pa3HBIX KOMIICHCAIIMOHHBIX CIIEHAPHEB U PA3HBIX
npuMeHeHni. M310xkeHHble MPUHLMUMBI MOCTPOEHHS JIOKAIbHOM CIyTHHKOBOW HABUTaLMOHHOHM CHCTEMbI Ul KOMMEHCALMH
ysa3BuMoctt GNSS MoryT ObITh HCTIONB30BaHbI TS PEIIEHUS 3TON Ba)KHON MPOOIEMbI.

Kunarouesble cioBa: yazsumocte GNSS; PNT; UAS; UAV; SCPC; DSSS; VSAT.
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